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Abstract

As a preliminary step in IACA’s project entitled “Professorship on Collective Action,
Compliance and (private sector) Anti-Corruption and Grants for IACA Participants from
Least Developed Countries and Emerging Markets” under the Siemens Integrity Initiative,
this paper reviews existing benchmarking studies of an ethics and compliance programme
in the anti-corruption field.

We identify 15 practical benchmarking studies and review 8 that are deemed relevant.
Using six methods of qualitative analysis described by Spiggle (1994), this review develops
a three-level scheme of compliance benchmarking. The questions used by previous
compliance benchmarking probe one of the three high-level categories: (1) the ethics and
compliance programme per se; (2) the management system applied to the programme; and
(3) organizational supports for the programme. Chapter 3 elaborates this framework
further, and Chapter 4 uses it to analyze 150 questions.

In concluding, this review discusses the contributions and limitations of existing studies,
and proposes future directions for compliance benchmarking. First, future compliance
benchmarking can start with a challenge that most organizations have in relation to an
ethics and compliance programme. Second, existing studies can develop into
“benchmarking the benchmarking”, which provides best practices in analysis, integration,
and action in compliance benchmarking. Third, in addition to the survey method most
commonly used, an organization may use a non-survey method such as a site visit. Finally,
compliance benchmarking can be conducted regularly with a consistent methodology to
show a trend in an area of ethics and compliance.
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1. Introduction

1.1 Background

According to IACA’s project entitled
“Professorship on Collective Action,
Compliance and (private sector) Anti-
Corruption and Grants for IACA
Participants from Least Developed
Countries and Emerging Markets” ' under
the Siemens Integrity Initiative, IACA “will
research and develop collective action,
compliance, and (private sector) anti-
corruption benchmarks”.

As a preliminary step, IACA collected
existing benchmarking studies of an
ethics and compliance programme in the
anti-corruption field (or “compliance
benchmarking” in short) and analyzed
them in order to draw implications for
future activity.

This paper consists of five parts as
follows:

Chapter 1 outlines the increasing
popularity of compliance benchmarking
and gives an overview of key aspects of
benchmarking.

' For an overview of this project, visit the
Siemens Global Website at
https://www.siemens.com/about/sustainability
/en/core-topics/compliance/collective-
action/integrity-initiative/status-second-
funding-round/international-anti-corruption-
academy-iaca.htm.

Chapter 2 introduces our collection of
existing studies of compliance
benchmarking, from which we select
eight for analysis. This chapter explains
the selection criteria.

Chapter 3 develops a general framework
of analysis. It presents five common
components of an ethics and compliance
programme into which a compliance
benchmarking can look. This chapter also
introduces two more aspects of managing
an ethics and compliance programme that
are also important for compliance
benchmarking: organizational® supports
and management system.

Chapter 4 analyzes the eight selected
studies (see Chapter 2) according to the
general framework developed in Chapter
3. This chapter includes detailed
information about existing studies,
including the questions and response
types used. The information is presented
according to the general framework in
Chapter 3.

Chapter 5 summarizes this review. It
discusses contributions and limitations of

2 Except for direct quotations, this paper uses
“organization” rather than “company” or
“corporation” because an anti-corruption
compliance programme can be adopted by any
type of organization.

v
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existing studies and proposes future
directions for compliance benchmarking.

1.2 Increasing popularity of
compliance benchmarking

Since  its introduction by  Xerox
Corporation in the late 1970s,
benchmarking has been gaining in
popularity as a management
improvement tool (ElImuti and Kathawala,
1997, p.229). According to GBN (2010), it
is not yet as popular as mission/vision
statements and customer/client surveys,
but is still one of the 20 most used
improvement tools. GBN (2010) also
reported that businesses were seeing all
three  types of  benchmarking -
performance, informal, and best practice
(for more, see the section: “Types of
benchmarking” on page 12) - as
management improvement tools that are
likely to increase significantly in
popularity (p.8).

Recently benchmarking has also been
applied to an ethics and compliance
programme and is spreading gradually in
this area. Most studies applying
benchmarking to an ethics and
compliance programme were conducted
from a practical perspective. We identified
15 practical benchmarking studies - 1
study published in 2006, 2 in 2013, 2 in
2014, 3 in 2015, 4 in 2016, and 3 in
2017. Academic studies have not yet paid
serious attention to compliance
benchmarking. Only a few studies (e.g.,
Ponemon and Felo, 1996; Kaptein, 2004;
Kaptein and Avelino, 2005) mentioned
benchmarking in relation to an ethics and
compliance programme.

This introduction does not aim to give an
overview of all aspects of benchmarking.
Nor does it offer an integrative and
authoritative guide. Rather, it presents a
basic understanding of benchmarking
and discusses several points related to
our review and future compliance
benchmarking. Based on this

understanding and analysis in Chapter 4,
we find some implications in Chapter 5
about how far existing studies have been
useful for improving an ethics and
compliance programme and what they
have missed. We also identify some
possible future directions in compliance
benchmarking.

1.3 Understanding benchmarking
An overview

Robert C. Camp is one of the pioneers
who have contributed to the development
of the “benchmarking” concept and
methodology. His understanding of
benchmarking as “the search for best
practices that lead to superior
performance of an organization” (Camp,
1989, p.xi; recited in Voss, Ahlstrém and
Blackmon, 1997, p.1046) has been
frequently cited in the literature (e.g.,
Voss, Ahlstrém and Blackmon, 1997).

In another work with Irving DeToro, Camp
explained benchmarking as “the
continuous process of measuring
products, services, and practices against
the company’s toughest competitors or
those companies renowned as industry
leaders” (Camp and DeToro, 1999,
p.12.2).

With regard to an attempt at defining
benchmarking, EFQM (2015) pointed out
the importance of consistent
implementation by saying “The exact
wording of a definition is not the most
important point. What is important is that
each organization takes ownership of its
own definition, communicates it well
internally and makes sure that the
definition works within its current
context” (p.4).

Bhutta and Huqg (1999) summed up the
essence of benchmarking as “the process
of identifying the highest standards of
excellence for products, services, or
processes, and then making the
improvements necessary to reach those

8
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standards - commonly called ‘best
practices’ (p.254).

Mostly, benchmarking is understood as a
systemized tool to improve a certain
aspect of management (for various kinds
of aspects that can be improved, see the
section: “Types of benchmarking” on page
12). Benchmarking can also be applied to
an ethics and compliance programme in
this sense.

Benchmarking process

Camp and DeToro (1999) suggested a
four-stage process of benchmarking: (1)
planning; (2) analysis; (3) integration; and
(4) action. Each stage has sub-steps.
According to them, the whole process of
benchmarking contains ten steps as
depicted in Figure 1.

From this process, it is important to note,
as mentioned above, that the ultimate
purpose of benchmarking is to improve a
certain aspect of organizational
management. In this sense, the whole
process should be understood as
benchmarking. What we normally
understand as benchmarking (for
example, from step 2 of identifying a

benchmark partner to step 4 of
determining a competitive gap in Figure
1) is only a part of the whole
benchmarking process. Without follow-up
analysis, integration, and action, we can
hardly say that an organization has
completed benchmarking. This point has
an important implication for existing
studies, as will be discussed in Chapter 5.

Benchmarking and benchmark

What is the logical relationship between
benchmarking and benchmark?
Benchmarking can be seen as a process
of identifying a benchmark. However, as
discussed above, this understanding
focuses on only a part of the whole
benchmarking process (from step 2 to
step 4 in Figure 1).

Furthermore, when we talk about
“benchmark,” the term can have multiple
meanings. OECD (2010) defines a
benchmark as a “reference point or
standard against which performance or
achievements can be assessed” (p.18).
Looking into this concept a bit further,
however, it should be noted that it
contains at least four interrelated
elements.
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Figure 1 Camp and DeToro’s 10-step benchmarking process

Benchmarking process phases

PLANNING -

ANALYSIS -

INTEGRATION =

ACTION =

1. Identify benchmark subject

v

2. Identify benchmark partner

E—

3a. Determine data collection method

€

3b. Collect data

=

4. Determine competitive gap

=

5. Project future performance

E—

6. Communicate results

E—

7. Establish functional goals

=

8. Develop action plans

€

9. Implement plans and monitor results

v

10. Recalibrate benchmarks

Source: Camp and DeToro (1999), p.12.4.

Elmuti and Kathawala’s (1997) idea of a
benchmarking process shown in Figure 2
is helpful for understanding this point. In
comparison with Camp and DeToro’s
(1999) in Figure 1, this process has more
detailed processes of what we normally
understand as “benchmarking” (that is,
from step 2 to step 4 in Figure 1).

Now we can see that the “benchmark”
concept contains at least four interrelated
elements as follows:

An organization’s area of interest
in which to apply a benchmarking

method and improve (“which
functions to benchmark” in Figure
2);

Metrics to measure the area of
interest (“performance variables”
in Figure 2);

Other organizations (or parts or
groups within them) to be
compared with the organization

10
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by applying such metrics (“best-in-
class companies” in Figure 2); and
4) The reference point that the
organization will use in its
management improvement efforts
as a result of 1, 2, and 3 (“best-in-
class performance” in Figure 2).

Although the term “benchmark” is often
used to describe only the reference points
under (4), the other three elements listed

above are also necessary for a
benchmarking exercise. Organizations
using benchmarking should therefore
decide on all four elements.

But, as pointed out above, the overall
benchmarking should be much broader
than these four processes, because it
should run from the planning phase to
the integration and action phases,
according to Camp and DeToro (1999)
(see Figure 1).

Figure 2 Elmuti and Kathawala’s benchmarking process

Determine
Which Functions
to Benchmark

Y

Identify Performance
Variables &
Collect Data

Select
Best-in-Class
Companies

Y

Measure
Own
Performance

Compare

Measure
Best-in-Class
Performance

Specify Programs
and Actions to
“Meet & Surpass”

Implement
and
Monitor

Recalibrate

Source: ElImuti and Kathawala (1997), p.233.
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Types of benchmarking

Using the four elements of benchmark
introduced above, we can see that most
typologies of benchmarking?® (e.g. Camp,
1995; Bhutta and Hug, 1999; GBN, 2010;
EFQM, 2015) are based on 1) area of
interest, or “what area to benchmark”;
and 3) parts or groups of an organization
to be compared, or “with whom to
benchmark”.

Major areas of interest in benchmarking
are strategy, performance, process,
function, and product/service. Major
parts or groups to be compared can be
divided into two categories: within the
industry that an organization belongs to,
and regardless of industry sector.
Combining these two dimensions gives us
various types of benchmarking as shown
in Table 1.*

From Table 1, we can understand that
compliance benchmarking is more or less
related to process and/or function in
terms of “what to benchmark.” With
regard to “with whom to benchmark”, an
organization carrying out compliance
benchmarking can look into its closer
competitors only or extend its scope to
other organizations within the same
industry or even to other relevant
organizations beyond an industry sector.

3 Francis and Holloway (2007) introduce a
summary of various typologies of
benchmarking in Table 1, p.174.

* Each cell of Table 1 has been named
differently from author to author. For example,
EFQM (2015) named the “beyond an industry
sector” row in Table 1 as “global role model”,
while Bhutta and Huq (1999) named it as
“generic benchmarking”. Therefore, as EFQM
(2015) emphasized (see p. 8 of this paper),
what is important is not the exact wording but
its meaning in the context.

12
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Table 1 Various types of benchmarking

What to benchmark?
With whom to benchmark?

Strategy

Product/

Process | Function .
Service

Performance

Within Competitors only

industry Beyond competitors

Beyond an industry sector

Source: Reconstructed by author.

Benchmarking by a third party

What we have to draw our attention to
here is the role of a third party in
benchmarking. Normally benchmarking is
conducted by an organization that wants
to improve a certain aspect of its
management. However, since an

organization’s own benchmarking reports
are not available to the public, existing
studies collected for our review were all
carried out by a third party.

As GBN (2010) shows in Figure 3 below, a
third party may contribute to
benchmarking in many ways.

Figure 3 Intention to use a third party in benchmarking process

Best practice database

Support in finding benchmarking partners

Supply of benchmarks

Supply of best practice case studies

Benchmarking training courses

Best practice workshops

Support from a consultant in managing benchmarking projects

Online discussion forum

Source: GBN (2010), p.26.

If we place an organization’s various
expectations for a third party’s role over
Camp and DeToro’s 10-Step
Benchmarking Process in Figure 1, we can
see that the contributions expected from
a third party focus on two specific areas:
(1) what we normally understand as
benchmarking (from step 2 to step 4 in

20 40 60 80 100 120 140 160 180

Figure 4); and (2) support for the
management of the whole benchmarking
process (from step 1 to step 10 in Figure
4).

GBN (2010) also reports that
“organizations that used third party
services found benchmarking more

13
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effective than those that did not use any
third party service” (p.26). Overall, only
30% of the respondent organizations have
used third-party services, so their use is
not very common. However, among these

30% of organizations, 75% said that
benchmarking is an effective tool for their
organization.

Figure 4 Third party’s role in Camp and DeToro’s benchmarking process

Benchmarking process phases

I 1. Identify benchmark subject

v

I 2. Identify benchmark partner

PLANNING

I 3a. Determine data collection method

<—

I 3b. Collect data

I
@

I 4. Determine competitive gap

ANALYSIS

A
<—

I 5. Project future performance

<—

I 6. Communicate results

INTEGRATION

A
<—

I 7. Establish functional goals

I
e

I 8. Develop action plans

<—

ACTION = I 9. Implement plans and monitor results |

v

I 10. Recalibrate benchmarks

Source: Author’s modification of GBN (2010), p.26.

Benefits from benchmarking

If effectively used, benchmarking can
yield a benefit to the organization using
this improvement tool. This benefit can
be discussed from two perspectives: (1) a
result-focused perspective; and (2) a
process-focused perspective.

From the result-focused perspective, the
benefit of benchmarking is to make an
intended improvement in the area of
interest (e.g. strategy, performance,
process, function, and product/service).

Third party’s roles

¢ Supportin finding
benchmarking
partners
*  Supply of benchmarks
e Supply of best practice
case studies * Benchmarking training
* Best practice database courses
* Best practice
workshops
* Support from a
= consultant in
managing
benchmarking
projects
¢ Online discussion
forum

From the process-focused perspective,
however, the benefit of benchmarking is
much longer term and more fundamental
than that from the result-focused
perspective. Voss, Ahlstréom and
Blackmon  (1997) emphasized this
process-focused perspective by saying
that “Benchmarking is a part of a learning
organization” (p.1046).

According to them, benchmarking
promotes performance directly through
identification of practices and
performance goals. It provides an
organization with a «clear idea of

14
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performance metrics, its relative position, improve an organization’s performance,
and the level it needs to achieve. but also form a foundation of
organizational improvement through its
continuous process of learning and
understanding.

In addition to this, as shown in Figure 5,
Voss, Ahlstrom and Blackmon (1997)
argued that benchmarking can not only

Figure 5 A model of learning, benchmarking and performance

Learning
orientation

Y

Benchmarking Understanding

Y

Manufacturing |_ v
performance |

Business
performance

Source: Voss, Ahlstrom and Blackmon (1997), p.1056.
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2. Basic Methodology Employed

2.1 Collecting existing studies

In the process of collecting existing
studies, we have found that even when a
benchmarking method is applied to an
anti-corruption ethics and compliance
programme, the study can have a wide
variety of applications.

Some studies (e.g., Wickberg, 2013; ELSA,
2017) apply a benchmarking method to a
certain aspect of an ethics and
compliance programme at a national
level. Although these studies are useful
for understanding a national environment
in which an organization is managing its
ethics and compliance programme, we
exclude them from our review. This is
because our project focuses on “collective
action, compliance and (private sector)
anti-corruption” mostly on an
organizational level. We therefore only
reviewed studies done on an
organizational level.

A second variety of compliance
benchmarking studies relates to their
specificity in terms of industries and/or
countries covered. Most of existing
studies cover multiple industries in
multiple countries. However, Financial
Tracking Technologies (2014) covers only
the financial industry, and, Berenbeim
(2006) covers only a specific country -
the United States. In this project, we do

not exclude the possibility of
benchmarking in a specific industry
and/or a specific country. However, since
the purpose of this review is to draw a
general implication for our future
benchmarking activity from existing
studies, we first reviewed the studies
covering multiple industries and multiple
countries and then included a study of a
specific country.

The final variety of compliance
benchmarking studies covers either a
specific aspect of an ethics and
compliance programme or multiple
aspects. In terms of the five-component
framework of an ethics and compliance
programme that will be introduced in
Chapter 3 (see Figure 8 on page 21),

some studies benchmark many
components, from the first (risk
assessment) to the fifth

(communication), while some have a
special focus on a part of those
components, for example trainings only.
We started our review with the studies
covering multiple aspects (e.g.,
Berenbeim, 2006; Penman, 2016; Kroll
and Ethisphere, 2017), but expanded it to
the studies covering specific aspects
(e.g., Fredeen, 2015; Penman and O’Mara,
2015; Stephens, 2015; Fredeen, 2016;
Penman and Stephens, 2016).
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To put it more precisely, these
distinctions are not clear enough and can
be said to be not a matter of breadth but
one of depth in benchmarking. As we will
show later in Chapter 3, it is unrealistic
for a benchmarking study to cover every
aspect of an ethics and compliance
programme. In this sense, what we regard

Table 2 List of existing studies reviewed

as a study covering multiple aspects is
inevitably limited in its scope. Therefore,
it would be more precise to say that a
study covering a specific aspect of an
ethics and compliance programme has a
more detailed look into a certain aspect.

Table 2 lists eight existing studies that
this paper reviewed and analyzed.

In-Text Programme
Report Title Covered
Reference e
Overall | Specific
1 Berenbeim (2006) | Universal conduct: an ethics and compliance o
benchmarking survey
2 Freeden (2015) 2015 ethics & compliance training o
benchmark report
3 Penman and 2015 ethics & compliance hotline benchmark o
O’Mara (2015) report
4 Stephens (2015) 2015 ethics & compliance third party risk o
management benchmark report
5 Freeden (2016) 2016 ethics & compliance training o
benchmark report
6 Penman (2016) NAVEX Global's 2015 Europe, Middle East, o
Africa and Asia Pacific State of Compliance
Programmes
7 Penman and 2016 ethics & compliance policy o
Stephens (2016) management benchmark report
8 Kroll and Anti-bribery & corruption benchmarking o
Ethisphere (2017) | report - 2017

Source: Reconstructed by author.

2.2 Analyzing existing studies

From the eight studies, we identified 150
questions that these studies asked in the
compliance benchmarking. To understand
the nature of the questions and place
them in a larger context, we analyzed the
questions  using six methods of
qualitative analysis described by Spiggle
(1994). These methods  are: M)
categorization; (2) abstraction; 3)
comparison; (4) dimensionalization; (5)
integration; and (6) iteration (for more
about individual methods, please see
Spiggle, 1994).

Drawing on the various frameworks of an
ethics and compliance programme (e.g.
UK MOQJ, 2011; USSC, 2016; ISO, 2016;
PwC, 2016; KPMG, 2017), we have
grouped the questions according to which
component of an ethics and compliance
programme they are probing. Then we
built our own framework and reapplied it
to the questions until a satisfactory result
emerged. These repetitive analytical
processes can be illustrated as in Figure
6.

17




INTERNATIONAL ANTI-CORRUPTION ACADEMY

RESEARCH PAPER SERIES NO. 01

Figure 6 Repetitive analytical processes between conceptual development and its

application

Source: Author using Microsoft® clip arts.

As a result of these processes, we can
develop a three-level framework of
compliance benchmarking. The questions
used by previous studies can be
understood to probe one of three high-
level categories: (1) the ethics and
compliance programme per se; (2) the
management system applied to the
programme; and (3) organizational
supports for the programme (‘Level 1’ in

Application of
the conceptual framework

Development of
the conceptual framework

Figure 7). These three high-level
categories have more detailed middle-
level sub-categories (‘Level 2’ in Figure 7).
The first category of an ethics and
compliance programme has much more
detailed low-level categories, labelled as
“Level 3” in Figure 7.

Chapter 3 will elaborate this framework
further, and Chapter 4 will use it to
analyze 150 questions.
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Figure 7 Three-level framework of compliance benchmarking

Level 3

Risk identification

Risk analysis

Risk mitigation

Organizational policy
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Training
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Source: Author.

Level 2

Risk assessment

Organizational declaration

Monitoring and detection

Post-detection action

Communication

Programme environments
Programme goal/objective
Programme planning
Programme implementation
Programme monitoring
Programme evaluation
Programme auditing
Programme certification

Leadership supports

Financial supports
Personnel supports
Structural supports
Cultural supports

Level 1

—— Compliance programme

—— Management system

— Organizational supports
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3. Developing a Compliance
Benchmarking Framework

As discussed in Chapter 2, the first
element of benchmark, an area of
interest, should be developed mostly by
an organization based on its need for
improvement. Because we cannot specify
an area of interest in this general review,
we developed a generic framework for
compliance benchmarking. This
framework is related to the question of
what to benchmark.

First, we will present a framework of an
ethics and compliance programme, which
is a direct concern of compliance
benchmarking.

Second, we will introduce two more
frameworks: management system and
organizational supports. These two
frameworks are not a direct concern of
compliance benchmarking, but they are
also considered as essential for an
effective ethics and compliance
programme.

Third, we will develop a framework of an
extended scope of compliance
benchmarking. This will include two
dimensions: (1) expansion to other
organizations, especially following an
organization’s value chain; and (2)
expansion to other countries than an
organization’s home country.

3.1 Five components of an ethics
and compliance programme

There have been many suggestions for
essential components of an ethics and
compliance programme.

For example, the 1991 Organizational
Sentencing Guidelines specify seven
components: (M standards and
procedures; (2) high-level oversight; (3)
prudential delegation; (4) education; (5)
auditing and monitoring; (6) discipline;
and (7) violation report and follow-up
action (Berenbeim, 2006, p.8; USSC,
2016).

Many other organizations have proposed
their own framework of an ethics and
compliance programme (e.g. UK MOQJ,
2011; 1SO, 2016; PwC, 2016; KPMG,
2017).

Although this review does not intend to
thoroughly review the previous
frameworks of an ethics and compliance
programme or provide new input to the
current discussion, we have developed
our own framework of an ethics and
compliance programme with five major
components and 14 sub-components.
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The five major components of our
framework are: (1) risk assessment; (2)
organizational declaration; (3) monitoring
and detection; (4) post-detection action;
and (5) communication.

In the risk assessment stage, an ethics
and compliance programme tries to find
out as many risks as possible (risk
identification), to analyze them for
deciding on priorities for organizational
action (risk analysis), and to make a
mitigation plan accordingly (risk
mitigation plan).

In the organizational declaration stage,
an organization makes clear to both
internal and external stakeholders its
intention to deal with all the identified
risks. This declaration can take the form
of organizational policy and/or a code of
conduct/ethics.

In the monitoring and detection stage, an
organization tries to find out any
potential sources of the identified risks,
which is sometimes termed due diligence.
An organization can use a hotline or
other channels to collect allegations or
other concerns from both internal and
external stakeholders. It also manages an
internal control and audit system to find

any non-compliant acts. Lastly, when a
non-compliance allegation is received, an
organization investigates the allegation.

In the post-detection action stage, an
organization can take at least three
different actions when it detects a case of
non-compliance. It will analyze why this
non-compliance case happened
(sometimes called "root cause analysis™).
It will take many different types of
corrective actions, including personnel
disciplinary measures and asset recovery.
Finally, if necessary, an organization will
seek, or cooperate in, an external
intervention.

Although the communication stage is
placed at the end of the framework in
Figure 8, this should happen throughout
the other four stages. Risk assessment,
organizational declaration, monitoring
and detection, and post-detection action
should be communicated with a group of
relevant stakeholders in an appropriate
way. Training on the all the components
of an ethics and compliance programme
is another way of communication.

Figure 8 shows the whole framework of
an ethics and compliance programme.

Figure 8 A framework of an ethics and compliance programme
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Assessment tion Detection detection cation
Action
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Source: Reconstructed by author.
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3.2 Management system and
organizational supports

In addition to the five components of an
ethics and compliance programme, there
are two foundations for its successful
implementation.

The first is a management system.
Developed on the basis of quality
management, a management system has
been applied to many other areas besides
product quality for their continuous
improvement (Anderson,
Rungtusanatham and Schroeder, 1994;
Samsona and Terziovskib, 1999).

Figure 9 A framework of a management system

Deming’s PDCA (plan-do-check-act or
plan-do-check-adjust) cycle is frequently
used to depict the essence of the
management system. However, here we
have included more elements than
Deming’s PDCA to reflect current
developments in discussions of
management systems and the related
area of strategic management.

A framework of a management system
includes eight components: (1)
environment analysis, (2) goal and
objective setting, (3) planning, (4)
implementation, (5) monitoring, (6)
evaluation, (7) auditing, and (8)
certification.

Certification
Auditing
Evaluation
Monitoring
Implementation
Planning
Goal/objective

Environment

Source: Reconstructed by author.

The key difference between the ethics
and compliance programme and the
management system is that the latter is
more about “how to manage” while the
former is more about “what to do”.
Therefore, as mentioned before, an idea
of a management system can be applied
to various areas of “what to do” including
an ethics and compliance programme.

To put this point differently, from the
perspective of a management system as
shown in Figure 9, an ethics and
compliance programme is one of its eight
components - implementation (see Figure
10 below).
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Figure 10 Relation between an ethics and compliance programme and management

system
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The second foundation for successful leadership supports; (2)  financial
implementation of an ethics and supports; (3) personnel supports; (4)
compliance programme is organizational structural supports; and (5) cultural
supports. Organizational supports have at supports.
least 5 components as in Figure 11: (1)
Figure 11 A framework of an organizational support
Cultural
Structural
Personnel
Financial
Leadership
Source: Reconstructed by author.
As with a management system, an management system; and 3)

organization needs organizational
supports for its success in whatever
action it takes, including an ethics and
compliance programme.

Figure 12 combines all three parts of (1)
an ethics and compliance programme; (2)

organizational supports. This framework
will be used in Chapter 4 when we
analyze existing studies of compliance
benchmarking.
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Figure 12 A combined framework of an ethics and compliance programme and its

foundations
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3.3 Extension of application scope

The last framework for us to present is an
extended scope of compliance
benchmarking.

If an organization introduces and
manages an ethics and compliance
programme, it will start within its own

Figure 13 Extension of the scope of application

organization in its home country.
However, as internationalization
develops, an organization with an

internationalized operation also has an
increasing need to have an ethics and
compliance programme for other
organizations in its value chain in another
country.

Value | Organization
Chain

Geography 100% €

Subsidiaries

Strategic Partners Third Parties

(Control) 2> 0%

Home Country

Value Chain Extension —é
|
R |
Geographic | Combined

Host Country A
Extension Extension
| \\
Host Country Z w

Source: Reconstructed by author.
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Figure 13 presents three different
possibilities for extending the current
scope of an organization’s ethics and
compliance programme: (1) value chain
extension; (2) geographical extension;
and (3) combined extension of (1) and
(2).°

In a globalized world, an organization’s
comprehensive benchmarking area shown
in Figure 13 needs to be extended again
to other organizations such as
subsidiaries, strategic partners, and third
parties operating in other countries.

* In international business a combined
extension is more frequently observed because
an organization has to decide which country it
wants to enter and in what way. In international
business studies, this decision has been called
an “entry strategy” (Root, 1994).
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4. Analysis of Existing
Benchmarking Studies

4.1. Programme components
Risk assessment stage

A question by Berenbeim (2006) in Table
3 asks about the scope of risk
assessment. However, the response types
to this question may be understood in
two ways: (1) risk sources®;, and (2)
mitigation action. Although these two
aspects are closely related, the question
should be made clearer as to which part it
focuses on.

Many questions in existing benchmarking
studies investigate risk sources, which
are closely related to risk identification in
Figure 8. However, we found that the risk
sources have various aspects. If we
understand the essence of a risk as non-
compliance, it has at least three different
sources when a non-compliance case
occurs: (1) norms to comply with; (2)
agents to comply with; and (3) situations
that make the agent not comply with the
norm.

In this sense, the following questions in
Table 4 address the norms to comply

5 If this question asks about risk sources, it can
be included in the following group of questions
in Tables 4-6 asking about risk sources more
directly.

with. However, the first question (Penman
and Stephens, 2016, p.9) deals with the
content or area of such a norm, while the
second question (Penman and Stephens,
2016, p.8) looks into the number of such
norms. Generally speaking, a risk will
increase as the number of norms to
comply with increases.

The question in Penman and Stephens
(2016, p.9) asks about active
stakeholders within an organization.
However, because a stakeholder has two
meanings, (1) one who can influence the
issue; and (2) one who can be influenced
by the issue, the question can be
interpreted differently depending on
which meaning a respondent has in mind
when answering. This point should be
clarified in drafting a question.

The second type of risk-source question
asks about the agents to comply with the
norms. However, existing studies focus
on the number of third parties. As with
the number of norms, a risk will increase
as the number of agents to comply with
the norm increases. As shown in Figure
13 in Chapter 3, this kind of question can
refer to the number of employees,
subsidiaries, and other strategic business

26



INTERNATIONAL ANTI-CORRUPTION ACADEMY

RESEARCH PAPER SERIES NO. 01

partners (e.g. suppliers, M&A partners,
etc.).

The third type of risk-source question is
about the circumstances in which an
agent is more likely to commit non-
compliance. However, the question in

Kroll and Ethisphere (2017, p.11) in Table
6 asks about two aspects of risk - a
circumstance as a risk source and its
frequency - at the same time. Therefore,
this question can also be classified in
another group of risk assessment
questions, such as risk likelihood.

Table 3 Question on the scope of risk assessment

Question Text

Response Type

Source

Does the risk assessment
take into account one or
more of the following

Internal policies, processes
Employee awareness and understanding
Anonymous reporting system

Organizational Culture and “Tone from the

Top”

Unique trends and incidences

Effective hiring systems and background
checks

SEC/DQ]J regulatory enforcement trends
Vendor compliance

Disciplinary systems as a prevention tool

Employee capabilities for jobs with
substantial authority

Employee Intent and/or incentives
Agent compliance

Berenbeim, 2006,
p.22

Source: Reconstructed by author.

Table 4 Questions on the risk sources (1): norms

Question Text

Response Type

Source

Which departments are

Human resources/Employee relations

considered active Legal
stakeholders in the Ethics & compliance
management of your Finance

policies?

Information technology

Risk management

Internal audit/Quality control
Security

Environmental health & safety (EHS)
Procurement

Marketing & communications
Accreditation/Licensing

Penman and

Stephens, 2016, p.9

Which of the following ¢ Internal document review Berenbeim, 2006,
methodologies were used in ¢ Interviews of leadership and employees p.22
conducting risk assessment? | ¢« Workforce surveys

¢ External document review

* Focus groups
Number of unique * >1,000 Penman and
documents organizations are | ¢« 751~1,000 Stephens, 2016, p.8
managing e 251~750

¢« 101~250

¢ 51~100

¢ 10~50

e <10

¢ | don’t know

Source: Reconstructed by author.
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Table 5 Questions on the risk sources (2): agents

Question Text

Response Type Source

How many third parties do

you do business with in a 51~100

given year? 101~500
501~1,000
1,001~5,000
5,001~25,000

Fewer than 50

25,001~100,000
100,001~500,000
More than 500,000

Kroll and Ethisphere,
2017, p.24

How many third parties does
your organization work with
today?

500 to 999
200 to 499
100 to 199

Don’t know

More than 50,000
10,000 to 49,999
5,000 to 9,999
1,000 to 4,999

Less than 100

Stephens, 2015, p.8

Source: Reconstructed by author.

Another type of question related to the
risk sources asks how an organization
comes to realize a risk, whether this was
identified in the risk assessment stage or
not. For example, the question in Kroll
and Ethisphere (2017, p.25) in Table 7
asks about any missing risks that
occurred after the risk assessment stage.
In this sense, the question is also asking
about the effectiveness of the risk
assessment and so can be grouped as an
evaluation question under a “programme
management system” category. On the
other hand, the question in Kroll and
Ethisphere (2017, p.27) in Table 7 asks
how an organization comes to realize a
risk, so this can be grouped as a
monitoring and detection question under
a “programme components” category.

In relation to risk analysis, some
questions listed in Table 8 ask about the

likelihood of a certain risk. The question
asks about simple occurrence or
frequency (e.g. Penman and Stephens,
2016, p.27; Stephens, 2015, p.20), or a
frequency in combination with a certain
risk (e.g. Berenbeim, 2006, p.25; Kroll
and Ethisphere, 2017, p.11).

Risk impact, the other aspect of risk
analysis, is asked about in terms of its
channel (Berenbeim, 2006, p. 26) and
financial costs (Stephens, 2015, p.21).

There is a question asking about the
respondent’s ranking of top risks (Table
10). However, it is not clear whether the
response was based on the respondent’s
subjective judgment or resulted from an
objective, systematic risk analysis.

Lastly, some questions ask about the
methodology used in a risk analysis and
resulting documentation (Table 11).
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Table 6 Questions on the risk sources (3): circumstances

Question Text

Response Type

Source

Rank the risks that frontline
supervisors are facing

Pressure to compromise standards
Inadequate training

Conduct not reflective of commitment to
ethics and compliance

Mishandling or downplaying reports

Ethics and compliance not strongly backed by
senior leaders

Retaliation

Penman, 2016, p.12

Rank the following reasons
that potential third parties
fail to meet your standards
based on how frequently
they occur

General reputational or integrity concerns
Conflicts of interest

Questionable relationships with potentially
exposed persons

Unusual contract and payment structures
Opaque or suspect corporate structures
Clear-cut evidence of bribes in previous
business dealings

Known dealings with sanctioned entities
Other

Kroll and Ethisphere,
2017, p.11

What would your
organization consider a third
party ‘red flag™

Individual or entity on a government watch
list

Government investigation or conviction
Info inconsistent with info provided by the 3P
3P exec/manager implicated in misconduct
Refusal to answer questions

Adverse media reports about the company
Financial instability

Adverse media reports about principals
Adverse financial information

3P is a newly-created entity without
infrastructure

Stephens, 2015,

p.17

Red flags by use of an
outsourced due diligence
provider

Individual or entity on a government watch
list

3P executive or manager implicated in
misconduct

Government investigation or conviction
Info inconsistent with information provided
by the 3P

Adverse media reports about the company
3P connected to a government official
Refusal to answer questions or complete
questionnaire

3P is a shell company or entity with no
infrastructure

Politically-exposed persons at 3P

Adverse media reports about principals at the
company

3P is located in or does business in a high-
risk geographic area

Adverse financial information

Financial instability

No demonstrable compliance program
Questions about the 3P’s suppliers

Other

(Categorization by use)

Does not use provider
Uses provider

Stephens, 2015,

p.18

Source: Reconstructed by author.
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Table 7 Questions on the way of risk detection

Question Text Response Type Source
If you experienced issues « Issues or risks did not exist at the time of Kroll and Ethisphere,
with third parties post onboarding 2017, p.25

onboarding, why do you
think this issue occurred?

Due diligence assessment did not return risk-

relevant information

Third party concealed issues upfront
Issues identified at the time of onboarding
were not adequately addressed

Initial risk categorization or risk scoring of
the third party was incorrect (and therefore
an improper due diligence scope was
selected)

Other (please specify)

If you experienced an
occasion when legal, ethical,
or compliance issues with a
third party were identified
after due diligence had been
conducted, how did this
issue(s) come to light?

Ongoing monitoring
Ad-hoc due diligence
Audit of the third party
Regulatory enforcement
Third party disclosure

Kroll and Ethisphere,
2017, p.27

For companies that engaged
in M&A (or JV or other
investment-related activity) in
2016, what information do
you collect during due
diligence?

Cyber & information security programs
Policy documentation

Political exposure and/or state ownership or
control

Ethics and compliance & litigation record
Location

Ownership information

Employee training program

General business reputation

Human rights & labor conditions

(Categorization by case)

When reviewing transaction targets
When reviewing third parties

When reviewing transaction target’s third
parties

Kroll and Ethisphere,
2017, p.32

Source: Reconstructed by author.
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Table 8 Questions on risk likelihood

Question Text Response Type Source
In the last three years, has * Yes Penman and
your organization faced legal | « No Stephens, 2016,
or external regulatory action p.27
where a policy came under
review as part of the action
or defense?
In the last three years, has * Yes Stephens, 2015,
your organization faced legal | « No p.20

or external regulatory action
where a third party came
under review as part of the
action or defense?

¢ Don’t know

How many times in the past
three years did your
organization face such
actions?

More Than 30
21 to 30

11 to 20

5to 10

4

3

2

1

Stephens, 2015,
p.20

Scale the probability that a
violation would occur for an
average company in an
industry

Protection of company’s confidential
information

Conflicts of interest

Customer privacy and data protection
EEO/Employment discrimination
Sexual/Workplace harassment

Berenbeim, 2006,
p.25

Rank the following reasons

¢ General reputational or integrity concerns

Kroll and Ethisphere,

that potential third parties ¢ Conflicts of interest 2017, p.11
fail to meet your standards ¢ Questionable relationships with potentially
based on how frequently exposed persons
they occur ¢ Unusual contract and payment structures
* Opaque or suspect corporate structures
¢ Clear-cut evidence of bribes in previous
business dealings
¢ Known dealings with sanctioned entities
¢ Other
Source: Reconstructed by author.
Table 9 Questions on risk impact
Question Text Response Type Source

Scale the severity of impact
in the event employees
engaged in criminal
misconduct

* General financial statements and earnings
manipulation

¢ [Lack of] Protection of company’s confidential

information

Revenue recognition problems

¢ [In]JAccurate tax accounting

Asset or liability recognition problems

Berenbeim, 2006,
26

p.

Average cost per incident

More than $1mil.
$500,000 to $1mil.
$100,000 to $499,999
$10,000 to $99,999
Less than $10,000
Don’t know

Stephens, 2015,
p.21

Source: Reconstructed by author.
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Table 10 Questions on risk priority

Question Text

Response Type

Source

Select top risk

Social media

Bribery and corruption
Data protection
Health, safety and the environment
Competition/anti-trust law
Workplace behavior

Export control

Penman, 2016, p.10

Which E&C issues are you
most concerned about in
relation to third party
misconduct?

Fraud
Conflicts of In

Harassment
Diversity

Bribery and Corruption

terest

Safety/Occupational Hazards
Money Laundering

Labor Relations

Wage and Hour

Discrimination

Stephens, 2015, p.6

Source: Reconstructed by author.

Table 11 Questions on risk assessment methodology

Question Text

Response Type

Source

Is the risk prioritized from ¢ Yes
both the likelihood and the * No
impact of violation
standpoints?

Berenbeim, 2006,
p.21

Does your organization’s risk | * Yes
assessment prioritize risk in * No
a quantitative way?

Berenbeim, 2006,
p.21

Did your risk assessment ¢ Yes
result in a written report? * No

Berenbeim, 2006,
p.25

Source: Reconstructed by author.

Organizational declaration stage

Regarding the organizational declaration
stage, Penman and Stephens (2016)
conducted a specific survey on an
organization’s policy management. The
study focused in particular on the
creation, recording and review of an
organizational policy and the use of
technology in its management. As
mentioned before, some questions, such

as that in Penman and Stephens (2016,
p.8) in Table 12 are related to the risk

sources,
information

they include
norm that an

organization creates and applies.

There was no question investigating an
organizational code of conduct.
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Table 12 Questions on organizational policy management

Question Text

Response Type

Source

Types of documents
organizations are managing

¢ Policies

¢ Procedures/Protocols
HR-related documents
Conflicts of interests

Forms

¢ Regulations

¢ Certifications and attestations
¢ Regulatory reports

Penman and
Stephens, 2016, p.8

Do you have documented ¢ Yes Penman and
guidelines for how to create * No Stephens, 2016,
and distribute new policies? (Categorization by satisfaction with policy p.23

quality)

* Low

¢ High

Does your organization keep
detailed records of policies?

Yes, on all policies

No, we do not keep records

* We keep records on a few key policies, but
not all of them

¢ | don’t know

Penman and
Stephens, 2016,
p.23

How often do you review
your policies to ensure they
are current with applicable
law and regulations?

¢ Monthly

Quarterly

Annually

Every two years

As defined within the policy

We review our policies proactively, but not
according to a set schedule

* Reactively, when a potential issue is raised
We do not usually review our policies
Other

Penman and
Stephens, 2016,
p.24

System built internally

¢ | don’t know
How many of your policies ¢ | don’t know Penman and
are reviewed by legal counsel | « All Stephens, 2016,
before they are published? ¢ Most p.26

* Some

* None

(Categorization by revenue)

e Large organizations: over $1bil.

¢ Medium organizations: $50mil.~$999mil.

¢ Small organizations: less than $50mil.

¢ Government/Non-profit
What technology do you use ¢ Email Penman and
for the following policy ¢ Content system Stephens, 2016,
management tasks? ¢ Policy management software p.17

Excel spreadsheets
¢ Company archives
e Survey software
¢ Do not use technology
(Categorization by policy management tasks)
« Creation and storage
¢ Distribution and administration
* Enforcement and attestation
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Table 12 Questions on organizational policy management (continued)

Question Text Response Type Source
Most valuable features of ¢ Centralized repository for quick and easy Penman and
current policy management access to the most current policies and Stephens, 2016,
solution procedures p.18

policies

to policies

policies

¢ Creating and updating documents such as
policies and procedures
¢ Search feature that makes it easy to find

e Improved version control, reduced
redundancy or inaccuracy

 Ability to require employees to attest to key
policies and procedures

¢ Audit trails/documenting timing of changes

« Notifications of new or updated
requirements, regulations or laws

¢ Access to policies from any device

¢ Reminders, tasks and escalations

¢ Reporting tools (analytics and graphs)

 Ability to track attestation with legal or
regulatory requirements

¢ Ability to evaluate reader comprehension /
retention with surveys or quizzes

* Integration with case or incident
management system

¢ Collecting exception reports related to

Why hasn’t your organization | « No concrete owner/Organizational
silos/Internal roadblocks

moved to a more automated

Penman and
Stephens, 2016,

process? ¢ We don’t see the need for one p.17

¢ Budget
¢ Other

¢ Implementation concerns
¢ Haven’t found the right solution

Source: Reconstructed by author.

Monitoring and detection stage

Although due diligence should be made
in regard to all kinds of agents (e.g.
employees, subsidiaries, and other
strategic business partners such as
suppliers) to comply with the norms as
discussed above, questions about due
diligence in existing studies focus mainly
on the third party and occasionally other
strategic partners in an M&A or joint
venture.

The basic structure of questions is more
or less similar to that of risk assessment
questions. The questions asked about
risk sources - norms, agents, and
circumstances - and risk detection.

Penman and O'Mara (2015) is the only
study focusing on the hotline. The study
presents a large number of indicators to
measure the implementation and
effectiveness of a hotline as shown in
Table 14. These questions can be
grouped as a monitoring or an evaluation
question under the “programme
management system” category.

As in the previous discussions on an
agent as a risk source and on due
diligence, internal control and auditing
should be applied to all kinds of agents
(e.g. employees, subsidiaries and other
strategic business partners such as
suppliers) to comply with the norms.
However, existing studies pose a

34




INTERNATIONAL ANTI-CORRUPTION ACADEMY

RESEARCH PAPER SERIES NO. 01

question of control and auditing with a
main focus on the third party (see Table

15).

No questions

probing an
investigation were observed in existing

internal

studies on compliance benchmarking.

Table 13 Questions on due diligence

Question Text Response Type Source
For companies that engaged ¢ Cyber & information security programs Kroll and Ethisphere,
in M&A (or JV or other ¢ Policy documentation 2017, p.32

investment-related activity) in
2016, what information do
you collect during due
diligence?

¢ Political exposure and/or state ownership or

control

Ethics and compliance & litigation record

Location

Ownership information

Employee training program

General business reputation

Human rights & labor conditions

(Categorization by case)

¢ When reviewing transaction targets

¢ When reviewing third parties

¢ When reviewing transaction target’s third
parties

How does your organization
conduct third party due
diligence?

We evaluate 3Ps before we engage with them

We take a risk-based approach to monitoring

our 3Ps

¢ We apply 3P due diligence only when an issue
comes up

¢ We continuously monitor 3Ps using internal
resources only

¢ We continuously monitor 3Ps using a 3P due

diligence provider

We conduct 3P spot checks only

We rarely conduct 3P due diligence

Stephens, 2015,
p.13

On which third parties does
your organization complete
initial or pre-engagement
screening?

All of our third parties

Only those third parties most crucial to our

business

Third parties in high-risk industries

Third parties in high-risk geographical

locations

¢ Third parties that are newly-formed
organizations

* None

Stephens, 2015,
p.14

What percentage of your
third parties do you conduct
due diligence on prior to
engaging them?

* 100% of their third parties prior to
engagement

e 75-99% of their third parties prior to
engagement

e 51-74% of their third parties prior to
engagement

e 25-50% of their third parties prior to
engagement

* less than 25% of their third parties prior to
engagement

Stephens, 2015,
p.14

How have you identified red
flags or other negative third
party information?

¢ Our internal due diligence monitoring

¢ Regulatory legal action

¢ Discovered via a news report or industry
contacts

Discovered during an internal audit
Discovered via a 3P due diligence provider
Discovered during relationship reassessment
Third party told us about it

Discovered during an audit by an outside
firm

¢ Other

Stephens, 2015,
p.17
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Table 13 Questions on due diligence (continued)

Question Text Response Type Source
Red flags by use of an ¢ Individual or entity on a government watch Stephens, 2015,
outsourced due diligence list p.18
provider * 3P executive or manager implicated in
misconduct
* Government investigation or conviction
¢ Info inconsistent with information provided
by the 3P
¢ Adverse media reports about the company
¢ 3P connected to a government official
¢ Refusal to answer questions or complete
questionnaire
¢ 3P is a shell company or entity with no
infrastructure
¢ Politically-exposed persons at 3P
¢ Adverse media reports about principals at the
company
e 3P is located in or does business in a high-
risk geographic area
« Adverse financial information
¢ Financial instability
* No demonstrable compliance program
¢ Questions about the 3P’s suppliers
¢ Other
(Categorization by use)
¢ Does not use provider
¢ Uses provider
Source: Reconstructed by author.
Table 14 Questions on hotline
Question Text Response Type Source
How Does Your Report ¢ Report Volume per 100 Employees Annually Penman and O'Mara,
Volume Compare To Others? | (Categorization by year) 2015, pp.7-8

« 2010

2011

2012

2013

« 2014

(Categorization by source)

e Companies That Track only Reports from
Web and Hotline

¢ Companies That Track Reports from All
Sources

Report Allegation Categories

¢ Accounting, Auditing and Financial Reporting
* Business Integrity

¢ HR, Diversity and Workplace Respect

¢ Environment, Health and Safety

¢ Misuse, Misappropriation of Corporate Assets
(Categorization by year)

2010

2011

2012

2013

* 2014

(2014 Highest Median Report Rate Per Industry)
(Reporter Allegations vs. Inquiries: A New
Benchmark to Watch)

Penman and O'Mara,
2015, pp.9-10
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Table 14 Questions on hotline (continued)

Question Text

Response Type

Source

Repeat vs. First Time Reporters

(Categorization by year)

« 2010

e 2011

« 2012

« 2013

* 2014

(Categorization by allegation)

¢ Accounting, Auditing and Financial Reporting
* Business Integrity

¢ HR, Diversity and Workplace Respect

¢ Environment, Health and Safety

* Misuse, Misappropriation of Corporate Assets

Penman and O'Mara,
2015, pp.11-12

Anonymous vs. Named
Reporters

(Categorization by year)
« 2010
e 2011
e 2012
* 2013
« 2014

Penman and O'Mara,
2015, p.13

Reporter Follow-Up Rate to
Anonymous Reports

(Categorization by year)
« 2010
« 2011
* 2012
« 2013
* 2014

Penman and O'Mara,
2015, p.14

Substantiated Reports

(Categorization by year)
« 2010

« 2011

* 2012

« 2013

« 2014

(Categorization by allegation)

¢ Accounting, Auditing and Financial Reporting
* Business Integrity

¢ HR, Diversity and Workplace Respect

¢ Environment, Health and Safety

* Misuse, Misappropriation of Corporate Assets

Penman and O'Mara,
2015, pp.15-16

Substantiated Anonymous
Reports

(Categorization by year)

* 2010

e 2011

e 2012

* 2013

*« 2014

(Categorization by anonymity)
* Anonymous

* Named

Penman and O'Mara,
2015, p.17

Case Closure Time

(Categorization by year)

« 2010

« 2011

* 2012

* 2013

« 2014

(Categorization by allegation)

Accounting, Auditing and Financial Reporting
Business Integrity

HR, Diversity and Workplace Respect
Environment, Health and Safety

Misuse, Misappropriation of Corporate Assets

Penman and O'Mara,
2015, pp.18-19

Report Intake Method

Helpline
Web submission
All other methods

e o oo o o o o

Penman and O'Mara,
2015, p.21

Reports of Retaliation

Percentage of Retaliation Reports in the
Database
* Substantiation Rate of Retaliation Reports

Penman and O'Mara,
2015, p.22

Source: Reconstructed by author.
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Table 15 Questions on control and audit

Question Text

Response Type

Source

How do you monitor your
third party providers after
their initial screening?

We continuously monitor our 3P
engagements ourselves

We monitor only select, high-risk 3Ps after
initial screening

We get regular KPI reporting from our 3Ps
We do not monitor 3Ps after an initial
screening

We use an outsourced 3P provider for
continuous monitoring

Other

Stephens, 2015,
p.15

How have you identified red

Our internal due diligence monitoring

Stephens, 2015,

flags or other negative third ¢ Regulatory legal action p.17
party information? ¢ Discovered via a news report or industry
contacts
¢ Discovered during an internal audit
¢ Discovered via a 3P due diligence provider
¢ Discovered during relationship reassessment
¢ Third party told us about it
¢ Discovered during an audit by an outside
firm
e Other
Source: Reconstructed by author.
Table 16 Questions on post-detection analysis
Question Text Response Type Source
Rank the following reasons ¢ General reputational or integrity concerns Kroll and Ethisphere,
that potential third parties ¢ Conflicts of interest 2017, p.11

fail to meet your standards
based on how frequently
they occur

Questionable relationships with potentially
exposed persons

Unusual contract and payment structures
Opaque or suspect corporate structures
Clear-cut evidence of bribes in previous
business dealings

Known dealings with sanctioned entities
Other

If you experienced issues
with third parties post
onboarding, why do you
think this issue occurred?

Issues or risks did not exist at the time of
onboarding

Due diligence assessment did not return risk-
relevant information

Third party concealed issues upfront
Issues identified at the time of onboarding
were not adequately addressed

Initial risk categorization or risk scoring of
the third party was incorrect (and therefore
an improper due diligence scope was
selected)

Other (please specify)

Kroll and Ethisphere,
2017, p.25

If you experienced an
occasion when legal, ethical,
or compliance issues with a
third party were identified
after due diligence had been
conducted, how did this
issue(s) come to light?

Ongoing monitoring
Ad-hoc due diligence
Audit of the third party
Regulatory enforcement
Third party disclosure

Kroll and Ethisphere,
2017, p.27

Source: Reconstructed by author.
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Post-detection action stage

A post-detection action stage has three
elements: post-detection analysis,
corrective action, and external
intervention.  Existing  studies only
investigate post-detection analysis as
listed in Table 16. As mentioned before,
this part can be related to the risk
assessment questions. No questions on
corrective action and external
intervention were observed.

Communication stage

The existing studies have touched upon
two aspects of non-training
communications in the compliance
programme. The first aspect is a way of
reporting to the board (Penman, 2016,
p.15). This question can be related to the
organizational supports, especially the
leadership supports. The second aspect
of non-training communications is a way
of making employees recognize and
understand the organizational policies
(Penman and Stephens, 2016, pp.29-30).

Fredeen (2015; 2016) provides a detailed
study on ethics and compliance training.
Major questions can be grouped under:
(1) training targets; (2) training topics;
and (3) training methods and/or
mediums. In addition to the managerial
hierarchy, some questions asked about
modification of the training programme
targeting non-US learners (as Fredeen,
2015, p.34; Fredeen, 2016, p.32).

Some questions asked about the training
topics as shown in Table 19 below.

From time to time, a question asks about
the relationship between two of the three
groups (e.g. between training topics and
methods as in Fredeen, 2015, p.27).

Many questions asked about the training
methods and mediums shown in Table 20
below.

Some questions asked about the
environments, monitoring, and evaluation
of an ethics and compliance training
programme (see Table 21).
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Table 17 Questions on non-training communications

Question Text

Response Type

Source

How compliance programmes
report to the board

Compliance Provides Detailed Reports to the
Board on a Regular Basis

Compliance Provides Detailed Reports to the
Board Only When Asked

Lack Necessary Reporting Capabilities to
Provide Detailed Reports

Board Does Not Ask for Reports from
Compliance

Not Sure

Other

Penman, 2016, p.15

How often are current
employees required to re-read
and re-acknowledge policies?

Within a set number of days after hiring
Occasionally we require attestation but the
frequency varies and depends on the policy
Annually, we require everyone to re-sign
policies at year-end

Penman and
Stephens, 2016, p.29

e Other

e I don’t know
Do you require all employees * Yes Penman and
to formally attest to one or ¢ No Stephens, 2016, p.29
more policies? e I don’t know

What tactics do you use to
ensure people understand the
content of your policies?

.

.

.

Online training that covers the material in
policies

In-person training

Newsletters and internal communications
Quizzes

Surveys

Other

Penman and
Stephens, 2016, p.30

Source: Reconstructed by author.
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Table 18 Questions on overall trainings (1): targets

Question Text

Response Type

Source

How many compliance training
courses do you provide
annually to the following
learners?

Non-management
Middle Management
Senior Leaders
Third Parties

Board of Directors

Fredeen, 2016, p.27

Where Board training is
provided, what best describes
the types of training you
provide to your Board?

In-person/live training

Access to the e-learning courses we provide to
our employees

Developed training content exclusively for them
Provide articles and other similar resources
Encourage attendance of E&C educational
seminars/webinars

Developed e-learning designed specifically for
them

Fredeen, 2016, p.29

Where Board training is
provided, how often do you
deliver E&C training to your
Board?

New Board members get training when they
joined the Board

Once a quarter

2 times per year

Once a year

Once every two years or less often

e o o o

Fredeen, 2016, p.30

Board training versus
employee training

Code of conduct

Ethical leadership / decision making
Conflicts of interest

Bribery and corruption

Oversight obligations

Cyber security and data privacy
Industry-specific topics

Workplace harassment/discrimination/diversity
Wage and hour

Other

(Categorization by learner)

« Topics for Board of director training

* Topics for employees over next three years

e o o o o o o o o o

Fredeen, 2016, p.31

Which statements best
describe your training
approach for non-U.S.
learners?

* Deploy the same courses that our U.S. learners

receive

Translate all text in the course

Develop (or commission) custom training

content for the region being trained

¢ Dub the audio in the course into the local
language

« Develop (or commission) content that features

actors, scenery, customs and scenarios familiar

to the region being trained

Purchase off-the-shelf training from a provider

in the region being trained

Other

None of these

Fredeen, 2016, p.32

Which statements best
describe your training
approach for non-U.S.
learners?

¢ We Deploy the Same Courses That Our U.S.
Learners Receive

We Translate All Text in the Course

We Develop/Commission Custom Training
content for the Region Being Trained

Other

We Dub the Audio in the Course into the Local
Language

¢ We Purchase Off-the-Shelf Training from a
Provider in the Region Being Trained

We Develop/Commission Content Featuring
Actors, Scenery, Customs and Scenarios Familiar
in the Region Being Trained

3

Fredeen, 2015, p.34

Source: Reconstructed by author.
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Table 19 Questions on overall trainings (2): topics

Question Text

Response Type

Source

On which of the following
topics will your organization
provide training in the next
2-3 years?

¢ Percentage of organizations that will train on
the topic

¢ One time only

¢ One or more times per year

e Every two years

* Every three or more years

(Categorization by topics)

COMPLIANCE TRAINING

¢ Bribery Corruption

¢ Antitrust & Competition Law

* Government Contracting/Federal Acquisition
Regulations Topics

¢ Insider Trading

¢ Money Laundering (AML)

CONDUCT TRAINING

Code of Conduct / Ethics

Conflicts of Interest (COI)

Speaking Up and Reporting / Anti-retaliation

Gifts & Gratuities

Ethical Leadership / Decision Making

Social Media

Technology Use / Use of Assets

Third Party Compliance

Human Trafficking

EMPLOYMENT LAW TRAINING

¢ Workplace Harassment

¢ Discrimination

¢ Abusive Conduct / Bullying

* Workplace Violence

Diversity & Inclusion
Disability Accommodation (ADA)
Wage & Hour Laws

INFORMATION SECURITY TRAINING

¢ Cyber Security / Information Security /
Confidential Information

* Data Privacy

HIPAA

Fredeen, 2016, p.25

Which of the following topics
will your organization train in
the next 2-3 years?

Ethics/Code of Conduct

Conflicts of Interest

Information Security/Confidential Information
Gifts & Gratuities

Data Privacy

Bribery & Corruption

HIPAA

Cyber Security

Industry-Specific Training (e.g. Finance,
Healthcare)

Third Party Compliance

Antitrust & Competition Law

Export & Trade Compliance

Insider Trading

Money Laundering

Government Contracting

None of These

Other

Fredeen, 2015, p.25

Which ethics and compliance
topics do you cover using
blended learning?

Ethics/Code of Conduct

Conflicts of Interest

Information Security/Confidential Information
Gifts & Gratuities

Bribery & Corruption

Fredeen, 2015, p.26
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Table 19 Questions on overall trainings (2): topics (continued)

Question Text

Response Type

Source

HR/Employment Law Topics:
Which of the Following
Topics Will Your
Organization Train on in the
Next Two to Three Years?

Workplace Harassment
Discrimination
Diversity & Inclusion
Reporting & Retaliation
Social Media
Workplace Violence
Wage & Hour Laws
Other

OFCCP/AAP

None of These

Fredeen, 2015, p.26

Which HR/Employment Law
Topics Do You Cover Using
Blended Learning? (Top Five)

Workplace Harassment
Discrimination
Reporting & Retaliation
Diversity & Inclusion
Social Media

Fredeen, 2015, p.27

Average Number of Topics
Organizations are Training
On

How Many Total Topics Are Respondents

Training On?

¢ How Many Ethics Topics Are Respondents
Training On?

¢ How Many HR Topics Are Respondents

Training On?

Fredeen, 2015, p.27

Source: Reconstructed by author.

Table 20 Questions on overall trainings (3): methods/mediums

Question Text

Response Type

Source

Which of the following
training activities are you
currently implementing or
plan to implement in the
next two years?

¢ Adding courses to cover more risk areas

¢ Assigning courses based on learner role or
risk

¢ Using micro-learning

* Developing a multiyear training plan

« Additional emphasis on training middle
managers

¢ Modernizing compliance learning to appeal
to millennials

¢ Training executives and board members

* Decreasing the length of full-length courses

 Breaking full-length courses into shorter
modules

» Offering a training portal such as a corporate

university

Training third parties

Deploying training on mobile devices

Gamification of learning content

Providing more just-in-time training solutions

Online collaborative or social learning

Offering rewards for completing training

Integrating data from multiple E&C systems

Incorporating burst learning into policy

documents

e Other

* None of these

Fredeen, 2016, p.10

What percentage of
respondent organizations are
using live and e-learning?

* Live

¢ E-learning

(Categorization by number of employees)
¢ Small: <500 employees

¢ Medium: 500 ~ 5,000

e Large: >5,000 employees

Fredeen, 2016, p.21
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Table 20 Questions on overall trainings (3): methods/mediums (continued)

Question Text

Response Type

Source

Over the past two years,
what percentage of your total
E&C training has been off-
the-shelf e-training?

(Categorization by employee)
¢ Small: <500 employees

¢ Medium: 500 ~ 5,000

e Large: >5,000 employees

Fredeen, 2016, p.21

When training various
audiences in your
organization, do you prefer
e-learning formats that are:

¢ A variety of formats (both video and
animation)

¢ Slide show / Webinar-based

¢ Video-based

¢ Animation-based

* Motion graphics-based

Fredeen, 2016, p.22

Where Board training is
provided, what best
describes the types of
training you provide to your
Board?

¢ In-person/live training

¢ Access to the e-learning courses we provide
to our employees

¢ Developed training content exclusively for
them

¢ Provide articles and other similar resources

¢ Encourage attendance of E&C educational
seminars/webinars

e Developed e-learning designed specifically
for them

Fredeen, 2016, p.29

Where Board training is
provided, how often do you
deliver E&C training to your
Board?

¢ New Board members get training when they
joined the Board

Once a quarter

2 times per year

Once a year

Once every two years or less often

Fredeen, 2016, p.30

Board training versus
employee training

Code of conduct

Ethical leadership / decision making
Conflicts of interest

Bribery and corruption

Oversight obligations

Cyber security and data privacy
Industry-specific topics

Workplace harassment/
discrimination/diversity

¢ Wage and hour

e Other

(Categorization by learner)

» Topics for Board of director training
* Topics for employees over next three years

Fredeen, 2016, p.31

Which statements best
describe your training
approach for non-U.S.
learners?

¢ Deploy the same courses that our U.S.
learners receive

e Translate all text in the course

¢ Develop (or commission) custom training
content for the region being trained

¢ Dub the audio in the course into the local
language

¢ Develop (or commission) content that
features actors, scenery, customs and
scenarios familiar to the region being trained

¢ Purchase off-the-shelf training from a
provider in the region being trained

¢ Other

None of these

Fredeen, 2016, p.32

Which ethics and compliance
topics do you cover using
blended learning?

Ethics/Code of Conduct

Conflicts of Interest

Information Security/Confidential Information
Gifts & Gratuities

Bribery & Corruption

Fredeen, 2015, p.26
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Table 20 Questions on overall trainings (3): methods/mediums (continued)

Question Text

Response Type

Source

Which HR/Employment Law
Topics Do You Cover Using
Blended Learning? (Top Five)

Workplace Harassment
Discrimination
Reporting & Retaliation
Diversity & Inclusion
Social Media

Fredeen, 2015, p.27

Which of the following
communication formats do
you use for ethics and
compliance training and
awareness?

Live Training

Online Training

Email

Posters

Intranet

Policy Distribution or Certification Systems
Informal (Stand-Up) Meetings
Webinars

Newsletters

Print Resources

Manager Discussion Materials
Videos/DVDs

Microlearning

Wallet Cards

Digital Resources

Social Media

Other

Fredeen, 2015, p.29

When evaluating elearning
providers, how important are
the following selection
criteria?

Significant Importance
Moderate Importance
No Importance

(Categorization by criteria)

Look & Feel of the Training
Experience/Engaging/Interactive Content
Price

Age of Content/Frequency of Updates
Customization Options

Endorsement of Respected Regulatory Bodies,
Associations or Legal Entities

Credentials of Course Content Authors
Training Provider Learning Management
System (LMS)

Number of Course Titles in Library
References from Current Customers
Mobile Enabled Content

Fredeen, 2015, p.31

Which customizations do you
apply to “off-the-shelf”
training?

Our Logo

Our Workplace Policies

Our Brand Colors

We Do Not Use Off-the-Shelf Training
Custom Quiz Questions

An Executive Introduction

Customizable Screens of Text

Our Incident Reporting Instructions
Images of Our Work Spaces, Offices, People
Customize the Tone or the Way Content Is
Communicated

We Do Not Customize Our Training

An Executive Conclusion

Custom Video Scenarios with Scenery or
People from Our Workplace

Other

Fredeen, 2015, p.33

45




INTERNATIONAL ANTI-CORRUPTION ACADEMY

RESEARCH PAPER SERIES NO. 01

Table 20 Questions on overall trainings (3): methods/mediums (continued)

Question Text

Response Type

Source

Which statements best
describe your training
approach for non-U.S.
learners?

We Deploy the Same Courses That Our U.S.
Learners Receive

We Translate All Text in the Course

We Develop/Commission Custom Training
Content for the Region Being Trained
Other

We Dub the Audio in the Course into the
Local Language

We Purchase Off-the-Shelf Training from a
Provider in the Region Being Trained

We Develop/Commission Content Featuring
Actors, Scenery, Customs and Scenarios
Familiar in the Region Being Trained

Fredeen, 2015, p.34

Which of the following
training trends are you
currently applying or will you
apply in the next year?

Adding Courses to Cover More Risk Areas
Measuring Training Effectiveness

Additional Emphasis on Training Middle
Managers

Developing a Multi-Year Training Plan

Using Microlearning

Training Executives and Board Members
Modernizing Training to Appeal to Millennials
Offering a Training Portal/Corporate
University

Providing More Just-in-Time Training
Solutions

Training Third Parties

Deploying Training on Mobile Devices
Assessing and Assigning Titles Based on Risk
Online Collaborative or Social Learning
Gamification

None of These

Offering Incentives, Badges or Awards

Other

Fredeen, 2015, p.38

In which of the following
ways are you modifying your
ethics and compliance
training program to better
accommodate the needs of
millennials?

Deploying Higher Quality Content
Deploying Microlearning

Improving On-Demand and/or Self-Paced
Learning

Adding Social/Collaborative Learning
Offering More Mobile-Enabled Training
Adding Gamification Elements

Creating a University Style Learning Program
Making More Just-in-Time Training Available
We Have Not Yet Decided

Delivering Training through a Dedicated
Smartphone/Tablet App

Fredeen, 2015, p.40

Source: Reconstructed by author.
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Table 21 Questions on overall trainings (4): other issues

Question Text

Response Type

Source

Which of the following
training activities are you
currently implementing or
plan to implement in the
next two years?

¢ Adding courses to cover more risk areas

Assigning courses based on learner role or

risk

¢ Using micro-learning

¢ Developing a multiyear training plan

¢ Additional emphasis on training middle
managers

¢ Modernizing compliance learning to appeal
to millennials

¢ Training executives and board members

¢ Decreasing the length of full-length courses

¢ Breaking full-length courses into shorter
modules

¢ Offering a training portal such as a corporate
university

¢ Training third parties

* Deploying training on mobile devices

¢ Gamification of learning content

¢ Providing more just-in-time training solutions

¢ Online collaborative or social learning

» Offering rewards for completing training

¢ Integrating data from multiple E&C systems

* Incorporating burst learning into policy
documents

Fredeen, 2016, p.10

¢ Other

* None of these
Rate your agreement with the | » Agree Fredeen, 2016, p.13
following statements: we ¢ Neutral
have these elements in our ¢ Disagree

E&C training program

(Categorization by statement)

¢ Mandatory assigned E&C training

¢ All new employees and managers go through
training

¢ e-learning in our program

* Live learning in our program

 Senior leadership support for the training
program

¢ Engaging and relevant training content

¢ Manager-specific ethics and compliance
training

¢ Completed and used a risk assessment

* A defined budget

¢ Employees/managers who are involved in
training delivery

« Sufficient budget to achieve our training
objectives

¢ A multiyear education plan

¢ Micro-learning in our program

¢ Mobile-enabled training

* Incorporated social or collaborative learning
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Table 21 Questions on overall trainings (4): other issues (continued)

Question Text

Response Type

Source

Which of the following do
you consider/include in the
process of creating your
compliance education plan?

Course duration/depth of content
Timing of training (month/quarter/year)
Topics to train on

Learner level

Learner function or department
Frequency of training on a given topic
Learners exposed to particular risks
Access to technology for e-learning or
webinar-based training

¢ Location/worksite

¢ Mode (live or online)

Audience language
Levels of interactivity
* Variety of course formats

Fredeen, 2016, p.14

How many hours of ethics
and compliance training do
you provide annually to the
following learners?

(categorization by learner)

¢ NM - Non-Management Employees
¢ SL - Senior Leaders

e BOD - Board of Directors

¢ MM - Middle Managers

e 3P - Third Parties

Fredeen, 2015, p.18

How many ethics and
compliance training courses

(categorization by learner)
¢ NM - Non-Management Employees

Fredeen, 2015, p.21

do you deploy annually to ¢ SL - Senior Leaders
the following learners? e BOD - Board of Directors
¢ MM - Middle Managers
e 3P - Third Parties
What percentage of your ¢ 0% Mandatory Fredeen, 2015, p.24
ethics and compliance ¢ 1-59% Mandatory
training courses are ¢ 60-79% Mandatory
mandatory? ¢ 80-99% Mandatory
* 100% Mandatory
What is your average ¢ 0% Completion Rate Fredeen, 2015, p.24
completion rate for ¢ 1-69% Completion Rate
mandatory courses? ¢ 70-79% Completion Rate
¢ 80-89% Completion Rate
¢ 90-99% Completion Rate

100% Completion Rate

When evaluating elearning
providers, how important are
the following selection
criteria?

« Significant Importance

¢ Moderate Importance

* No Importance

(Categorization by criteria)

* Look & Feel of the Training

Experience/Engaging/Interactive Content

Price

Age of Content/Frequency of Updates

Customization Options

Endorsement of Respected Regulatory Bodies,

Associations or Legal Entities

* Credentials of Course Content Authors

¢ Training Provider Learning Management
System (LMS)

e Number of Course Titles in Library

e References from Current Customers

* Mobile Enabled Content

Fredeen, 2015, p.31
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Table 21 Questions on overall trainings (4): other issues (continued)

Question Text

Response Type

Source

Which customizations do you
apply to “off-the-shelf”
training?

Our Logo

Our Workplace Policies

Our Brand Colors

We Do Not Use Off-the-Shelf Training
Custom Quiz Questions

An Executive Introduction

Customizable Screens of Text

Our Incident Reporting Instructions
Images of Our Work Spaces, Offices, People
Customize the Tone or the Way Content Is
Communicated

We Do Not Customize Our Training

An Executive Conclusion

Custom Video Scenarios with Scenery or
People from Our Workplace

Other

Fredeen, 2015, p.33

Which of the following best
describes the learning
management system you use
to deploy and track training?

We Use an LMS Purchased from an LMS
Vendor

We Do Not Use an LMS, We Manage These
Processes Manually

We Use an LMS Provided by a Training Course
Vendor

We Use an LMS That We Developed In-House
Other

Fredeen, 2015, p.35

Which of the following
training trends are you
currently applying or will you
apply in the next year?

Adding Courses to Cover More Risk Areas
Measuring Training Effectiveness

Additional Emphasis on Training Middle
Managers

Developing a Multi-Year Training Plan

Using Microlearning

Training Executives and Board Members
Modernizing Training to Appeal to Millennials
Offering a Training Portal/Corporate
University

Providing More Just-in-Time Training
Solutions

Training Third Parties

Deploying Training on Mobile Devices
Assessing and Assigning Titles Based on Risk
Online Collaborative or Social Learning
Gamification

None of These

Offering Incentives, Badges or Awards

Other

Fredeen, 2015, p.38

Source: Reconstructed by author.

4.2. Programme management

system

ask about overall
questions  ask

challenges.
about a

A few
technical

Programme environments

Regarding the environments in which an
ethics and compliance programme is
developed and managed, most questions

development (e.g. Penman, 2016, p.18;
Penman and Stephens, 2016, p.17). Other
questions ask about internal challenges
in particular (e.g. Penman and Stephens,
2016, p.9).
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Table 22 Questions on programme environments

Question Text Response Type Source
What do you perceive to be ¢ Third party violation(s) Kroll and Ethisphere,
the top risk to your anti- ¢ The complex global regulatory landscape 2017, p.14

corruption programme in
20177

Employees making improper payments

Lack of resources or proper controls

Risks related to joint venture or M&A activity
Lack of sufficient automation and/or
monitoring

Lack of support for the compliance program
from internal leadership

Other (please specify)

What are your top three
policy management
challenges?

Keeping policies up to date with new and
changing regulations

Training employees on policies

Improving version control, reducing policy
redundancy and inaccuracy

Meeting the demands of legal compliance
Providing easy access to the most current
policies and procedures

Creating and updating documents easily
Distributing new policies quickly to
employees and third parties

Records management

Creating audit trails and tracking
completions

Getting employees to sign policies in a timely
manner

Customizing policies across languages and
regions

Managing and updating translated versions
Collecting exception reports related to
policies

Connecting policies and attestations to an
incident management system
Documenting timing of changes to policies
Other

Penman and
Stephens, 2016, p.7

Which departments are
considered active
stakeholders in the
management of your
policies?

Human resources/Employee relations
Legal

Ethics & compliance

Finance

Information technology

Risk management

Internal audit/Quality control
Security

Environmental health & safety (EHS)
Procurement

Marketing & communications
Accreditation/Licensing

Penman and
Stephens, 2016, p.9

Why hasn’t your organization
moved to a more automated
process?

No concrete owner/Organizational
silos/Internal roadblocks

We don’t see the need for one
Budget

Other

Implementation concerns

Haven’t found the right solution

Penman and
Stephens, 2016,
p.17

Rank all challenges

Measuring effectiveness
Not enough time
Managing regulations
Localizing programmes
Not enough budget
Lack of tools

Reporting effectiveness
Getting buy-in

Penman, 2016, p.9
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Table 22 Questions on programme environments (continued)

Question Text

Response Type

Source

Identify the ethics and
compliance tools that were
already in place at their
organizations and those
tools that their organizations
had plans to implement this
year

Online Compliance Training

External Report Intake or Whistleblower
Hotline

Incident/Case Management Tool

Policy and Procedure Management System
Third Party Due Diligence Platform

(Categorization by current/planned)

Penman, 2016, p.18

e Current

¢ Planned
What are the top external e Getting 3Ps to certify compliance with our Stephens, 2015, p.7
challenges for your third policies

party risk management
program?

Training 3Ps on our policies and compliance
requirements

Getting 3Ps to enforce our e&c policies in
their organizations

Getting 3Ps to enforce our e&c structure with
their own 3Ps

Quality of outsourced 3P risk management
services

Getting 3Ps to fill our questionnaires

Other

What are the top three
challenges to your
organization when it comes
to E&C training?

Limited Hours Available for Training
Difficulty Covering All Topics Important to
Our Company/Industry

Measuring Effectiveness

Not Enough Budget

Training Is Not Effective at Changing
Attitudes or Behavior

Other

Employees Respond Negatively to Training
Content is Low Quality/Unengaging
Off-the-Shelf Content Not Relevant for Our
Audience

Not Able to Reach Learners (No PC/Internet
Access)

Content Is Growing Old/Stale

Keeping Internally Developed Courses Up-to-
Date

Training Provider Does Not Update Content
Often Enough

Fredeen, 2016, p.9

What are the top challenges
to your organization when it
comes to E&C training?

Limited Hours Available for Training
Difficulty Covering All Topics Important to
Our Company/Industry

Measuring Effectiveness

Not Enough Budget

Training Is Not Effective at Changing
Attitudes or Behavior

Other

Employees Respond Negatively to Training
Content is Low Quality/Unengaging
Off-the-Shelf Content Not Relevant for Qur
Audience

Not Able to Reach Learners (No PC/Internet
Access)

Content Is Growing Old/Stale

Keeping Internally Developed Courses Up-to-
Date

Training Provider Does Not Update Content
Often Enough

Fredeen, 2015, p.9
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Table 22 Questions on programme environments (continued)

Question Text

Response Type

Source

Which of the following
internal issues do you feel
could undermine your
program effectiveness?

Difficulty monitoring 3P relationships
Limited resources for program

Reporting on 3P issues is inconsistent
Gathering, integrating, analyzing, making use
of 3P data

No centralized management of
documentation related to 3Ps

Our methodology for managing 3Ps is poorly
defined

No clear ownership for the program

No formal policies related to 3P risk
management

Employees do not adhere to 3P risk
management processes

Lack of internal skill set for effective program
management

Leaders do not support 3P risk management
processes

Organization unwilling to ask on 3Ps if
business impact

Other

Stephens, 2015, p.7

Which of the following are
concerns that could
undermine compliance
training in your organization?

Employee Cynicism about Culture Change
Efforts

Employees Are Afraid to Speak up out of Fear
of Retaliation

Middle Managers Do Not Display Desired
Compliance Behaviors

Disciplinary Measures Are Inconsistent or
Non-Existent

Promotions, Bonuses & Financial Rewards Are
Not Linked to Corporate Values

Supervisors Mishandle or Downplay
Complaints or Employee Reports

Leaders Do Not Communicate Importance of
Our Values

Employees Feel Pressure to Compromise
Standards

Employees Shun, Bully or Mistreat Employees
Who Report Misconduct

Supervisors Mistreat Employees or Take
Action Against Them After a Report Is Made
Discriminatory Recruiting, Hiring, Firing
Practices

None of These

Fredeen, 2015, p.10

Source: Reconstructed by author.

Programme goal/objective

A few questions ask the respondents
about the main objectives of the
programme. Penman (2016) asks about
the objectives of the overall ethics and
compliance programme, while others ask
about the objectives of specific parts of
the compliance programme (e.g. for the
objectives of third-party risk

management, Stephens, 2015, p.5; and
for those of training, Fredeen, 2015, p.7;
2016, p.8).

Programme planning

No questions addressing the planning
part of an ethics and compliance
programme were observed.
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Programme implementation

The questions in section 4.1, “Programme
components,” deal with programme
implementation.

Programme monitoring

No questions addressing the monitoring
part of an ethics and compliance
programme were observed. An exception
is detailed monitoring indicators of a
hotline by Penman and O’Mara (2015),
which was presented in the “monitoring
and  detection stage” under the
“Programme Component” category.

Table 23 Questions on programme goal/objective

Question Text

Response Type

Source

Rank your ethics and
compliance programme
objectives

Evolving and deepening a culture of integrity,

ethics and respect

Implement preventative measures and
practices to avoid future issues or
misconduct

Navigating and complying with the nuances
of laws and regulations across jurisdictions
Strengthening organizational reputations
Address existing issues or misconduct
Meet audit or certification requirements
Establish strong legal defences

Penman, 2016, p.8

What are your top third party
risk management program
objectives?

Protect our organization from risk and
damage

Comply with laws and regulations

Meet legal and regulatory requirements
Create a culture of trust and transparency
Prevent future issues or misconduct
Reduce litigation and fines

Establish strong legal defences

Other

Stephens, 2015, p.5

What E&C training objectives
are most important to your
organization today?

Create a culture of ethics and respect
Comply with laws and regulations

Improve employee understanding of
compliance priorities and obligations
Prevent future issues or misconduct
Improve program with more engaging and
effective content

Keep information secure and protected
Train leaders and managers on their unique
obligations

Meet audit or certification requirements
Reinforce tone at the top

Establish strong legal defenses

Respond to penalties, lawsuits or sanctions
Other

Fredeen, 2016, p.8
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Table 23 Questions on programme goal/objective (continued)

What E&C training objectives | ¢ Create a Culture of Ethics & Respect
are most important to your .
organization? .
Reputation
¢ Other

Comply with Laws & Regulations

Prevent Future Issues or Misconduct

Meet Audit or Certification Requirements
Create a "Speak-Up" Culture

Improve the Tone/Skills of Middle Managers
Address Existing Issues or Reduce Litigation
Establish Strong Legal Defenses

Preserve or Improve the Organization's

Reinforce Tone at the Top
Respond to Penalties, Lawsuits or Sanctions

Fredeen, 2015, p.7

Source: Reconstructed by author.

Programme evaluation

There was a question asking the
respondent to evaluate the programme,
either overall or a specific part. However,
as with the question of risk ranking, it is
not clear whether the response was based
on the respondent’s subjective judgment
or resulted from an objective, systematic
programme evaluation.

Programme evaluation questions were
asked in relation to a specific part of an
ethics and compliance programme. These
qguestions include those of policy
management (Table 25), training (Table
26), and third party risk assessment
(Table 27).

Table 24 Questions on programme evaluation (1): overall

Question Text

Response Type Source

How well prepared do you
believe your business is to
address global bribery and
corruption tasks?

¢ No, we don’t monitor our third parties
¢ Yes, we monitor the highest risk third parties | 2017, p.29
¢ Yes, we monitor all third parties
(Categorization by preparedness)
¢ Extremely prepared

Kroll and Ethisphere,

¢ Appropriately prepared

¢ Moderately prepared

¢ Moderately unprepared

¢ Not at all prepared
Choose the option that best ¢ Advanced Penman and
describes your organization’s | ¢ Maturing Stephens, 2016,
approach to policy ¢ Basic p.13
management * Reactive
Respondents’ assessment of | ¢ Very good/excellent Penman and

their execution on key ¢ Good Stephens, 2016,
aspects of policy ¢ Poor/fair policy access p.15
management (Categorization by aspects)

¢ Policy quality

approvers

parties

¢ Policy compliance
* Policy workflow between writers and

¢ Policy contribution to culture
 Policy defensibility
¢ Policy communication to employees and third

Source: Reconstructed by author.
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Table 24 Questions on programme evaluation (1): overall (continued)

Which metrics do you use to e Employee user experience and satisfaction Penman and
measure the effectiveness of | ¢ Easier accessibility/ability to search and find Stephens, 2016,
your program? policies quickly p.19

Improved efficiencies in completing policy

management tasks

¢ Reduction in negative audit findings

¢ Reduced policy-driven compliance failures

¢ Completion rates

¢ Policy contribution to culture

¢ Ease of use in internal investigation

¢ Reduction in legal and regulatory fines

¢ Reduction in hard costs (printing documents,
storing binders)

¢ Reduction in audit preparation time

¢ Reduction in regulatory cost response times

¢ We do not use any metrics

Do you think your ¢ Reduced time to resolve because of policy Penman and
organization has avoided management Stephens, 2016,
legal action or reduced legal * Avoided action costs because of policy p.27
costs because of your policy management
management program? (Categorization by the last three years’ legal

action)

* Yes

* No

Source: Reconstructed by author.
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Table 25 Questions on programme evaluation (2): policy management

Question Text Response Type Source
Impact of policy program ¢ Poor/Fair Penman and
maturity on program ¢ Good Stephens, 2016,

execution

¢ Very Good/Excellent
(categorization by maturity)
¢ Advanced

e Maturing
¢ Basic

e Reactive

p.16

Impact of policy
management software on
overall program execution

¢ Good

¢ Very Good/Excellent

(categorization by use)

¢ Dedicated Policy Management Software

¢ No Dedicated Policy Management Software

Penman and
Stephens, 2016,
p.21

Impact of software on
execution of key aspects of
policy management

¢ Policy Quality

¢ Policy Communication to Employees and
Third Parties

¢ Policy Workflow Between Writers and

Approvers

Policy Access

Policy Compliance

Policy Defensibility

Policy Contribution to Culture

¢ Overall

(categorization by use)

¢ Dedicated Policy Management Software

* No Dedicated Policy Management Software

Penman and
Stephens, 2016,
p.22

Impact of policy
management software on
legal actions and costs

¢ Sees a Reduction in Cost or Action

¢ Does not See a Reduction in Cost or Action
(categorization by use)

¢ Dedicated Policy Management Software

* No Dedicated Policy Management Software

Penman and
Stephens, 2016,
p.28

Source: Reconstructed by author.
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Table 26 Questions on programme evaluation (3): training

Question Text

Response Type

Source

Select top implementation
concerns

Managing the Lifecycle of Policies and
Procedures

Impact and Quality of Policies and Procedures
Visibility Into and Managing Third-Party
Relationships

Employees Not Using Their Speak-Up
Avenues

Ability to Produce Meaningful Metrics in a
Short Period of Time

Quality and Effectiveness of Online Training
Quality and Effectiveness of Live Training
Other

Penman, 2016, p.11

Rate the level of agreement
“our compliance programme
is strong, effective, and has
all the components
necessary to safeguard our
people, reputation and
bottom line”

Strongly Agree
Somewhat Agree
Neutral

Somewhat Disagree
Strongly Disagree

Penman, 2016, p.14

Rate the level of agreement “I | ¢ Strongly Agree Penman, 2016, p.14
am able to measure the ¢ Somewhat Agree
effectiveness of my ¢ Neutral
compliance programme” ¢ Somewhat Disagree
¢ Strongly Disagree
Choose the option that best ¢ Advanced Fredeen, 2016, p.11
describes your organization’s | ¢ Maturing
E&C training program * Basic
* Reactive
How has creating a formal ¢ Execute our training program more efficiently | Fredeen, 2016, p.15
compliance education plan ¢ Recognize gaps
helped your organization? « Cover more risk topics
¢ Make better use of the budget we have

Communicate more effectively with the
Board/executives

Secure more budget for compliance
education/training

Other

We don’t have a formal compliance education
plan

How do you measure training
effectiveness?

Training completion rates

Post-training quiz

Unsolicited feedback from
employees/managers/senior leaders
Data from ethics hotline, ethics office or HR
reports

Learner satisfaction surveys

Changes in behavior

Culture surveys pre- or post-training
Pre-training quiz

Business results

Changes in brand reputation/trust
Other

Organization does not measure training
effectiveness

Fredeen, 2016, p.34
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Table 26 Questions on programme evaluation (3): training (continued)

Question Text

Response Type

Source

Training program outcomes
observed by program
maturity

¢ Boosted employee morale

¢ Changed employee behavior on issues
trained

¢ Higher trust and confidence in leadership

¢ Increase in speaking up/reporting

¢ Training used to defend organization or
secure better position in settlement

(Categorization by maturity)

Fredeen, 2016, p.35

¢ Advanced
* Maturing
* Basic
* Reactive
Has training been used to * Yes Fredeen, 2015, p.11
defend your organization in * No
a lawsuit, agency action or to
help secure a better position
in a settlement negotiation?
How many times in the last ¢ 0 Times Fredeen, 2015, p.11
three years has your ¢ 1-3 Times
organization used training as | ¢ 4-6 Times
a legal defence? e 7-9 Times
¢ 10+ Times

(Categorization unclear - revenue/employee?)
* Large organizations:

¢ Medium organizations:

¢ Small organizations:

Which of the Following
Training Approaches Works
Best in Your Organization?

¢ Blended (Combination of Online and Live
Training)

e Live Training

¢ Online Training

Fredeen, 2015, p.30

How do you measure training
effectiveness?

¢ Training Completion Rates

¢ Post-Training Quiz

¢ Unsolicited Feedback from Employees,
Managers or Senior Leaders

¢ Changes in Behavior

 Learner Satisfaction Surveys

¢ Data from Ethics Hotline, Ethics Office or HR
Reports

¢ Culture Surveys Pre- or Post-Training

¢ We Do Not Formally Measure Training

Effectiveness

Business Results

Pre-Training Quiz

Brand Reputation/Trust

Other

Fredeen, 2015, p.42

Source: Reconstructed by author.
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Table 27 Questions on programme evaluation (4): third-party risk assessment

Question Text

Response Type Source

Faced legal action defined by
how third parties are
monitored

We Do Not Monitor 3Ps after an Initial Screening | Stephens, 2015, p.23
We Continuously Monitor Our 3P Engagement
Ourselves

We Get Regular KPI Reporting from Our 3Ps

We Use a 3P Provider for Continuous Monitoring
We Monitor Only Select, High-Risk 3Ps after an
Initial Screening

Other

Faced legal action as defined
by monitoring practices and
risk categories

3Ps in High-Risk Industries Stephens, 2015, p.23
3Ps in High-Risk Geographical

3Ps That Are Newly-Formed Organizations
All of Our 3Ps

Only Those 3Ps Most Crucial to Our Business
None

Cost of legal action by extent
of monitoring

(Categorization by monitoring)

Less than $10,000 Stephens, 2015, p.24
$10,000 - $99,999
$100,000 - $499,999
$500,000 - $1M
More than $1M

We Do Not Monitor 3Ps after an Initial Screening
We Continuously Monitor Our 3P Engagement
Ourselves

We Get Regular KPI Reporting from Our 3Ps

We Use a 3P Provider for Continuous Monitoring
We Monitor Only Select, High-Risk 3Ps after an
Initial Screening

Other

Organizations rating program
components “good” or “very
good”

(Categorization by component)

Yes (Third party due diligence provider used) Stephens, 2015, p.24
No (Third party due diligence provider not used)

Compliance with Laws & Regulations
Creating a Culture of Compliance
Overall Program

Defensibility

Documentation

Access to Third Party Information &
Documentation

Workflow

Source: Reconstructed by author.

Programme auditing

4.3. Organizational supports

No questions addressing the external Leadership supports
auditing part of an ethics and compliance

programme were observed.
Programme certification

No questions addressing the external

certification part of

compliance programme were observed.

Leadership supports for the ethics and
compliance programme have at least two
aspects: (1) authority and (2) reporting
frequency. Table 28 shows which part of
the top management or organizational
governance has a controlling role over an
ethics and compliance programme.

ethics and

This point can be related to structural
supports and communications, too. The
organizational declaration stage under
the “programme components” category is
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also closely related. However, as shown in
the related section, a question about
policy management does not present the
leadership supports well. The questions
on policy management more or less focus

Another aspect of leadership supports for
the compliance programme is reporting
frequency (in Table 29).

The question in Table 30 asks means of

on the operational
organizational policy.

management of an

communication, frequency, and reporting
capability, etc. This question assumes a

report to the Board only.
Table 28 Question on leadership supports (1): authority
Question Text Response Type Source
To whom does the chief ¢ General counsel Berenbeim, 2006,
compliance officer report?  CEO p.10
¢ Other
» CFO
¢ Chief compliance officer
¢ Chief internal auditor
« Assistant general counsel
Source: Reconstructed by author.
Table 29 Question on leadership supports (2): reporting frequency
Question Text Response Type Source
How often does the person e Quarterly Berenbeim, 2006,
with daily operational ¢ Ad hoc p.11
responsibility for the ¢ Annually
compliance and ethics ¢ Monthly
program communicate with * Never
the board of directors?
Source: Reconstructed by author.
Table 30 Question on leadership supports (3): others
Question Text Response Type Source

How compliance programmes
report to the board

Compliance provides detailed reports to the
board on a regular basis

Compliance provides detailed reports to the
board only when asked

Lack necessary reporting capabilities to provide
detailed reports

Board does not ask for reports from compliance
Not sure

Other

Penman, 2016, p.15

Source: Reconstructed by author.

Financial supports

An organization’s financial supports for
the ethics and compliance programme

The first is the Chief Financial Officer’s
role in the compliance programme (see
Table 31). This question is also related to
the structural supports for  the

can be divided into several aspects.
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programme, and remotely related to the
leadership supports as well.

The second aspect of the financial
supports is budget sources within an
organization for the whole or part of the
compliance programme (see Table 32).
This question is also related to the
structural supports for the programme.

Table 31 Question on financial supports

The third aspect is budget size (see Table
33) and its change (see Table 34). This
question is remotely related to the
leadership supports as well.

(1): CFO’s role

Question Text

Response Type Source

Does your CFO maintain an ¢ Active role
active or supporting role in .
developing your anti-bribery ¢ Not involved

and corruption program?

Don’t know

Ownership role

Kroll and Ethisphere,

Supporting or passive role 2017, p.17

Source: Reconstructed by author.
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Table 32 Questions on financial supports (2): budget sources

Question Text

Response Type

Source

Under which departmental
budgets does policy
management fall?

* We don’t have funding for a policy management
program

¢ Our policy management program is a part of

our company-wide budget

Ethics & compliance

Legal

Human resources/Employee relations

Finance

Risk management

Internal audit/Quality control

Information technology

Procurement

Security

Environmental health & safety (EHS)

Accreditation/Licensing

Marketing & communications

Penman and
Stephens, 2016, p.9

Which departments help pay
for E&C training?

Ethics/Compliance

Human resources/Employee relations
Legal

Training/Learning & development
Operations

Risk

Internal audit

Finance

Procurement

Other

e o o o o o o o o o

Fredeen, 2016, p.18

Which departments help pay
for E&C training?

Human resources/Employee relations
Ethics/Compliance

Legal

Training/Learning & development
Operations

Risk

Internal audit

Finance

Other

e o o o o o o o o

Fredeen, 2015, p.15

From how many departments
do you source budget for
compliance training? (By
organization size)

1 department

e 2 departments

¢ 3+ departments

(Categorization unclear - revenue/employee?)
* Large organizations:

¢ Medium organizations:

* Small organizations:

Fredeen, 2015, p.15

Source: Reconstructed by author.
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Table 33 Questions on financial supports (3): budget size

Question Text

Response Type

Source

What is the approximate
annual spending on your
organization’s legal
compliance and ethics
program, including
personnel?

Less than $50,000
$50,000 - $149,999
$150,000 - $249,999
$250,000 - $499,999
$500,000 - $999,999
$1,000,000 - $4,999,999
$5,000,000 - $9,999,999
More than $10 million

Berenbeim, 2006,
p.9

What is your organization’s
total dedicated budget for
E&C training? (not including
FTE salaries)

$0

$1~$25,000
$25,001~$50,000
$50,001~$75,000
$75,001~$100,000
$100,001~$250,000
$250,001~$500,000

Fredeen, 2016, p.16

$500,001+
Third party risk management No dedicated budget Stephens, 2015,
budget Don’t know p.10
$1~%$25,000

$25,001~5$50,000
$50,001~5%$100,000
$100,001~$250,000

$250,001+
What is your organization’s $0 Fredeen, 2015, p.14
annual dedicated budget for $1~%$25,000

ethics and compliance
training?

$25,001~$50,000
$50,001~$75,000
$75,001~$100,000
$100,001~$250,000
$250,001~$500,000

$500,001+
Dedicated budget by org. $0 Fredeen, 2016, p.17
size $1~$25,000
* $25,001~%$100,000
* $100,001+

(Categorization by revenue)

Large organization: over $1bil.

Medium organizations: $50mil.~$999mil.

Small organizations: less than $50mil.

Annual budget for policy
management by
organizational size

—~

<$25,000
$25,001~%50,000
$50,001~%$100,000
$100,001~%$250,000
>$250,000

No dedicated budget
I don’t know

Categorization by revenue)

Large organization: over $1bil.

Medium organizations: $50mil.~$999mil.

Small organizations: less than $50mil.
Government/Non-profit

Penman and
Stephens, 2016,
p.11

Budget by program maturity

$0

$1~$25,000
$25,001~$100,000
$100,001+

(Categorization by maturity)

Advanced
Maturing
Basic
Reactive

Fredeen, 2016, p.17

Source: Reconstructed by author.
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Table 34 Questions on financial supports (4): budget change

Question Text

Response Type Source

E&C budget forecast ¢ The budget will increase more than 20% Penman, 2016, p.17
¢ The budget will increase 11~20%
¢ The budget will stay the same (within 10%)
e The budget will decrease more than 10%
Planned investment in policy | ¢ Increase 25% or more Penman and
management over the next e 1~24% increase Stephens, 2016,
12 months ¢ No change p.12
¢ 1~24% decrease
e Decrease 25% or more
e | don’t know
Planned investment in third * Reduction of 20% or more Stephens, 2015,
party risk management e Reduction of 1~19% p.10
program in the coming 12 ¢ Stay the same
months ¢ Increase of 1~19%
¢ Increase of 20% or more
In the next 12 months, how ¢ |Increase Fredeen, 2016, p.18
do you predict your E&QC ¢ Decrease
training budget will change? ¢ No change

(Categorization by employees)

Large organization: over 5,000
Medium organizations: 500~5,000
Small organizations: less than 500

Planned investment in
training over the next 12
months

Stay the same
Decrease <10%
Decrease 10~24%
Decrease >25%
Increase <10%
Increase 10~24%
Increase >25%

Fredeen, 2015, p.16

Source: Reconstructed by author.

Personnel supports

An organization’s personnel supports are
usually checked against the number of
full-time employees dedicated to the
whole or a part of the compliance
programme (see Table 35).

Structural supports

An organization’s structural supports are
related to the question of what roles and
responsibilities a  compliance-related
division has and what supports it gets
from other divisions (see Table 36). This
question is related to the budget sources
for the whole or part of the ethics and
compliance programme as reported in
Table 32.

Cultural supports

No questions addressing an
organization’s cultural supports for an
ethics and compliance programme were
observed in existing studies.

Unspecified supports

A few questions asked about the
“resources” that an ethics and compliance
programme had received or planned to
get (as shown in Table 37). However,
from our perspective of organizational
supports developed above, these
questions are vague because the
respondents do not know which
resources this question refers to.
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Table 35 Questions on personnel supports

Question Text Response Type Source
Does your organization have | ¢ Yes Berenbeim, 2006,
a chief compliance officer? * No p.10

What is the full-time
employee equivalent in your
organization dedicated to
compliance and ethics
activities or a formal
compliance function?

1 employee or less than 1 FTE
2-3 employees

4-5 employees

6-10 employees

11-20 employees

21-30 employees

Berenbeim, 2006,
p.9

How many full-time
employees (FTEs) are
assigned to manage third
party risk management at
your organization?

More than 10
4t0 10

3

2

1

Fewer than 1

Stephens, 2015,
p.11

Full-time equivalent (FTE) ¢ More than 11 Penman and
resources dedicated to e 5to10 Stephens, 2016,
managing policies e 1to4 p.12

¢ Fewer than 1

e | don’t know
How many full-time e <1 FTE Fredeen, 2016, p.23
equivalent (FTE) employees e 1~3 FTEs
in your organization are * 4~5 FTEs
responsible for the e 6~15 FTEs
management, creation or e 16~30 FTEs
delivery of E&C training? e >30 FTEs

(Categorization by employees)

Large organization: over 5,000

Medium organizations: 500~5,000
Small organizations: less than 500

How many full-time
equivalent employees (FTEs)
in your organization are
responsible for the
management, creation or
delivery of “live” or “online”
E&C training?

<1 FTE

1~3 FTEs
4~5 FTEs
6~15 FTEs
16~30 FTEs
>30 FTEs

Fredeen, 2015, p.17

Source: Reconstructed by author.
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Table 36 Questions on structural supports

Question Text

Response Type

Source

Does the same person serve * Yes Berenbeim, 2006,
as both chief compliance ¢ No p.10
officer and general counsel?
What departments are ¢ Legal Penman and
involved in the review and ¢ Human resources/Employee relations Stephens, 2016,
approval of your ¢ Ethics & compliance p.10
organization’s policy? ¢ Finance

¢ Executive compliance committee

¢ Risk management

¢ Internal audit/Quality control

¢ Information technology

¢ Environmental health & safety (EHS)

e Procurement

¢ Marketing & communications

¢ Accreditation/Licensing

“Policy committee” made up of cross-
functional employees

None: the department that creates the policy
publishes it

Which departments have key
responsibilities for your third
party risk management
program?

Legal

E&C

Procurement

Audit
External/Third party
Finance

Senior executives
Operations

IT

Other

Stephens, 2015, p.9

Source: Reconstructed by author.

Table 37 Questions on unspecified organizational supports

Question Text Response Type Source
Do you believe you have ¢ Yes Kroll and Ethisphere,
enough resources to support | ¢ No 2017, p.15

your organization’s anti-
corruption efforts?

Did your organization
dedicate more or less
resources to bribery and
corruption issues in 2016
than in previous years?

More resources
About the same
Less resources

Kroll and Ethisphere,
2017, p.15

Source: Reconstructed by author.

4.4 Extension of application scope

As previously reported in relation to risk
sources, due diligence, and internal
control and auditing, the five components
of an ethics and compliance programme
developed in Chapter 3 can be applied to
other organizations such as subsidiaries,

strategic partners (e.g. suppliers and M&A
partners), and third parties.

The related questions were introduced in
the sections above (see Table 5, Table 13,
and Table 15, for example).
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5. Concluding Remarks

Based on the framework developed in
Chapter 3, we have examined questions
used in the eight existing compliance
benchmarking studies in Chapter 4.

In concluding the review, this chapter
discusses contributions that existing
studies have made, as well as their
limitations. Finally, we propose future
directions for compliance benchmarking.

5.1 Contribution of existing studies
Pioneering benchmarking examples

As discussed in Chapter 1, the history of
compliance benchmarking is relatively
recent. Over the last ten years existing
studies have demonstrated various
examples and possibilities of applying a
benchmarking method to an ethics and
compliance programme. In doing so, they
opened a new area of compliance
benchmarking.

Development and application of a
benchmarking questions repository

As shown in Chapter 4, existing studies
provided a large repository of compliance
benchmarking questions. These cover the
individual components of an ethics and
compliance programme, as well as
aspects of a programme management
system and organizational supports.

It is also beneficial for future compliance
benchmarking to observe various ways of
dealing with the same issues. This variety
will help an organization with the
introduction and development of its own
ethics and compliance programme by
broadening the set of options to be
considered.

Improving overall understanding

With their broad coverage of
benchmarking, existing studies have
given practitioners, policymakers, and
scholars in the ethics and compliance
programme area an overall understanding
of the issue. This in turn will promote
further development.

5.2 Limitation of existing studies

Limitations resulting from third-party
benchmarking

The inherent limitation of existing studies
stem from the fact that they were done by
a third party rather than an organization
that wants to introduce or develop its
own ethics and compliance programme.

If we look at Figure 1 in Chapter 1,
existing reports contribute only to 3 (a) to
(b) of Camp and DeToro’s (1999)
benchmarking process. This limited role
of a third party in a benchmarking
process was also depicted in Figure 4.
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Although GBN (2010) reports that they
can help an organization’s benchmarking
process, their role is mainly confined to
two specific areas: (1) what we normally
understand as benchmarking (from step 2
to step 4 in Figure 4); and (2) general
support for the overall management of
the benchmarking process.

There are three limitations resulting from
this.

First, because of their third-party nature,
existing benchmarking studies have not
been clear in defining a problem that an
organization tries to solve through
benchmarking. Because steps 1 (identify
benchmark subject) and 2 (identify
benchmark partner) in Camp and
DeToro’s benchmarking process are
prerequisites for the following steps,
existing studies can only provide a
general view. Their use for a specific
company’s need is inevitably limited.

Second, even if an organization can
decide on the first points of benchmark
subject and partner, using existing
studies, other important steps of the
benchmarking process in Figure 1 (from
analysis to integration and action) remain
unaddressed. From this viewpoint,
existing studies can at best raise an
organization’s awareness of a need to
introduce and improve its own ethics and
compliance programme. They cannot help
the organization proceed further based
on this awareness.

Third, related to the first limitation,
existing studies have relied mostly on a
survey as a data collection method. As
GBN (2010) shows in Figure 14, however,
the most-used benchmarking data
collection methods are not surveys.

Figure 14 Most frequently used benchmarking data collection methods

Searching websites

Site visits/meeting with partners

Literature searches

Talking to experts

Surveys

Internal Best Practice database

External Best Practice database

Benchmarking networks

Conferences

Contacting trade associations

0% 10%

Source: GBN (2010), p.30.

m Usually

20% 30% 40% 50% 60%
| Always
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Irregularity in contents and intervals

Existing studies are useful for an overall
understanding of an ethics and
compliance programme. However, since
they have been conducted by third parties
for their own purposes, the intervals and
contents of such studies are irregular.

As shown in Chapter 4, questions looking
at a similar aspect of an ethics and
compliance programme may differ from
each other. Most of the studies have been
conducted only once, so it is hard to
grasp a general trend from them.

5.3 Future directions for compliance
benchmarking

The following improvement can be made
to complement the limitations of existing
studies.

First, although existing studies cannot
present a problem defined to improve
through benchmarking and has to start
with a generic perspective, they can start
with a challenge that most organizations
have in relation to an ethics and
compliance programme.

As shown in Table 22, many existing
studies examined such challenges. For
example, Penman (2016) reported top
challenges to an ethics and compliance
programme as in Figure 15.

Figure 15 Top challenges to an ethics and compliance programme

Measuring Effectiveness

Not Enough Time

Managing Regulations

Localising Programmes

Not enough Budget

Lack of Tools

Reporting Effectiveness

Getting Buy-in

0%

Source: Penman (2016), p.9.

From Figure 15, if we decide that a major
problem to solve is that of measuring
effectiveness, we could start a

55%
49%
48%
44%
43%
42%
41%
36%
10% 20% 30% 40% 50% 60%

benchmarking process to identify best
practice in this area to help an
organization solve this problem.
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Second, rather  than giving an
organization a narrow concept of
benchmarking (from step 2 to 4 in Figure
4) and leaving it to do the rest of the
benchmarking process, we could also
provide it with best practices in analysis,
integration, and action. In other words,
existing studies can develop along the
lines of “benchmarking the
benchmarking.”

Third, while a survey method would be
good to obtain an overall understanding
of an ethics and compliance programme,
an organization may use a non-survey
method such as a site visit in solving its

own problem, as shown in Figure 14. A
third party may also provide data from a
non-survey method. A commercial
database is one example, and in addition,
a third party can provide a public source
of information to help an organization
improve its ethics and compliance
programme.

Lastly, a benchmarking study can be
conducted regularly with a consistent
methodology to show a trend in an ethics
and  compliance  programme  area.
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