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Abstract

Anti-money laundering (AML) reporting obligations have the potential to combat
corruption in law firms. AML measures limit the channels criminals use to launder
their illicit funds, thereby making corruption riskier and demotivating to engage in.
In order to overcome the challenges posed by AML systems, criminals resorted to the
use of gatekeepers and professionals such as lawyers who would assist in
transactions involving the movement of money. In response to the money laundering
schemes that use gatekeepers, the AML laws in Malawi impose reporting obligations
on gatekeepers, including lawyers. However, due to legal professional ethics,
particularly lawyer-client privilege, what should be considered as a suspicious
transaction worth reporting in lawyer-client communication remains debatable.
There are different views on whether the lawyer-client privilege should preclude
lawyers from reporting suspicious transactions related to money laundering. This
research investigated the implications of applying AML reporting obligations on
lawyers as a tool to combat corruption. It used a questionnaire survey and expert
interviews to examine lawyers understanding of their reporting obligation and also
to analyse lawyers’ perception of anti-money laundering and corruption. The research
found that applying AML reporting obligations on lawyers can potentially conflict with
lawyer-client privilege and mitigate corruption risks in law firms. The final chapter of
the thesis highlights key conclusions and recommendations to help lawyers comply

with AML reporting obligations while upholding legal professional ethics.

Key words: Corruption, money laundering, lawyer-client privilege, AML reporting

obligations, Suspicious Transactions Reporting.
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TO TELL OR NOT TO TELL: LAWYERS’ REPORTING OBLIGATION AS A TOOL TO COMBAT

CORRUPTION VIS-A-VIS LAWYER-CLIENT PRIVILEGE

CHAPTER ONE: GENERAL INTRODUCTION

1. Introduction

A man walks into a lawyer's office and says, "They arrested the wrong person. | am the one
who killed him. Do not tell anyone. | do not want to go to jail." Bound by his professional duty
of confidentiality, the lawyer tells no one about his client's confession, and instead, the court
sends an innocent man to prison for 25 years. This scenario was an American case of Alton
Logan, who was wrongfully imprisoned in 1982 for allegedly killing a security guard (Possley,
2008). Two lawyers, Dale Coventry and Jamie Kunz, knew that Alton Logan had not committed
the crime because the real murderer was their client who confessed to them about the murder.
However, the lawyers felt ethically obligated not to reveal their client's confession because of
lawyer-client privilege. Alton Logan was released in 2008 when the two lawyers finally came
forward with their client's confession after he died of natural causes. The Alton Logan case
portrays a real example of the extent to which lawyers can uphold their legal professional
ethics at the expense of other moral obligations. The scenario that this thesis poses is where
a corrupt man walks into a lawyer's office and says, "Quickly hide this money for me! The
police are after me." Assisting his client, the lawyer incorporates a company, opens bank

accounts, and purchases real estate to conceal the funds.

In response to schemes involving lawyers who conceal the proceeds of crime, the Malawi Anti-
Money Laundering (AML) law overrides the duty of confidentiality. According to S. 32 (1) of
the Financial Crimes Act (FCA), the duty of confidentiality shall not affect reporting institutions'
compliance with the provisions of the Act. According to the Financial Action Task Force (FATF),

imposing the duty of reporting money laundering activities or suspicious transactions to the
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Financial Intelligence Unit (FIU) on lawyers can contribute to combating both money
laundering and corruption (FATF), 2013). Strict AML measures limit the channels through
which criminals can legitimise their illicit funds. Limiting money laundering channels makes
corruption riskier and also demotivating to engage in (Fontana and Pereira, 2012). However,
due to the nature of the legal profession, lawyers' reporting obligations may be difficult to
implement. For example, some of the core values of legal practice, such as independence,
confidentiality and duty to represent clients, can be undermined by mandatory reporting of
suspicious money laundering transactions (ltsikowitz, 2006). This paper investigates how AML
reporting obligations imposed on lawyers can be a tool to combat corruption in view of the

lawyer-client privilege.

1.1 Lawyers’ AML Reporting Obligation and Legal professional ethics

Lawyers’ AML reporting obligation and legal professional ethics are concepts that are both
founded on legal principles. The FCA provides for the lawyers’ AML reporting obligation in
Malawi, whilst legal professional ethics have their background in common law and the Malawi
Law Society (MLS) Code of Ethics. The discussion below expounds on the conceptual and legal
framework of the lawyers’ reporting obligation and the ethical obligations of the legal

profession.

1.1.1 Lawyers’ Reporting Obligation

The FCA recognises lawyers as Designated Non-Financial Businesses and Professions (DNFBPs)
subject to AML requirements (S. 2, FCA). Legal practitioners and notaries, as DNFBPs, are
required to report their client's suspicious transactions to Malawi's Financial Intelligence
Authority (FIA). Thus, a lawyer is required to report if s/he has “reasonable grounds to suspect,
or confirms that a transaction or an attempted transaction is related to the commission of an
offence..." (S. 23, FCA). According to Section 2 of the FCA, when lawyers carry out the following

transactions for their clients, the reporting obligation under the Act is triggered: (i) buying



and selling of real estate; (ii) managing of client's money, securities or other assets; (iii)
management of bank, savings or securities accounts; (iv) organisation of contributions for the
creation, operation or management of companies; or (iv) creation, operation or management
of legal persons. This scope of applying AML requirements on lawyers is significant because
it demonstrates that not all legal work is subject to AML reporting requirements. For instance,
the AML reporting obligation does not apply where a lawyer gives advice, defends a client, or
provides legal aid to a client who has been charged, arrested, or is under investigation (S. 32

(2) of the FCA).

In contrast to the FCA, the Corrupt Practices Act (CPA), the main Act which deals with
corruption in Malawi, does not impose an affirmative duty on lawyers to report suspicious
transactions. Under the CPA, a legal practitioner may be obliged to provide information on
money transfers or investments undertaken on behalf of a person specified in the notice to
disclose even if complying with such a requirement would result in disclosing any privileged
information (5.51(2), CPA). A legal practitioner is not required to disclose privileged
information or communication that came to his/her knowledge for any proceedings
commenced or contemplated before a court or to enable him to provide legal advice to his
client (S.51(3), CPA). The similarity between the FCA and CPA is that both Acts shield lawyers
from disclosing their client's confidential information in instances where the lawyer is giving
legal advice or defending their client. The main difference is that the CPA requires the lawyer
to disclose the information if requested by notice, whilst the FCA imposes an affirmative duty
to report suspicious transactions without notice. In the absence of a reporting obligation
under the CPA, this study examines whether the AML reporting obligation under the FCA can

contribute to combating corruption in Malawi.

1.1.2 The Malawi Law Society Code of Ethics

According to Chapter 8 of the Malawi Law Society (MLS) Code of Ethics, all information about

3



a client's business interests and affairs obtained throughout a professional relationship with
a lawyer must be kept confidential by a lawyer and persons employed by the lawyer. Unlike
the FCA and CPA, which only protect confidential information obtained to give legal advice or
defend a client, the MLS Code of Ethics protects all confidential information acquired during
a professional relationship with a lawyer. The Code of Ethics extends the lawyer's duty of
confidentiality to protect a client's confidential property within a lawyer's control (Chapter 8
rule 3). However, Chapter 8 Rule 8(i) limits confidential information protection by requiring a
lawyer to reveal confidential information if compelled by law. Therefore, despite their duty of
confidentiality, lawyers are required to disclose confidential information on money laundering
and corruption where the FCA and CPA, respectively, compel them to do so. Further, Chapter
8 rule 8 (ii) of the code requires a lawyer to disclose confidential information if the disclosure
is necessary to prevent a crime. Rule 8 effectively enables lawyers to comply with the FCA and
CPA's reporting and disclosure requirements without infringing on the duty of confidentiality

imposed by Chapter 8 of the code.

1.1.3 Reporting obligation and professional ethics

Some scholars have argued that requiring lawyers to report suspicious money laundering
transactions is unfair on the lawyer as it tramples on the core legal professional value of
independence (Kelley, 2006). Some jurisdictions have also challenged anti-money laundering
laws requiring lawyers to report suspicious transactions arguing that they are
unconstitutional. For example, in January 2005, the Law Society of Zimbabwe commenced a
constitutional challenge to Zimbabwe's gatekeeper law, the Bank Use Promotion and
Suppression of Money Laundering Act. On January 18, 2005, the society petitioned the
Supreme Court to find parts of the Act unconstitutional (Kelley, 2006). The parties to the case,
the Law Society, Reserve Bank, the Attorney General and the Ministry of Finance, through a
memorandum of agreement, resolved to establish a framework for detecting money
laundering without violating fundamental human rights and the core values of the legal

profession (Zimbabwe Independent, 2005). Similarly, the Law Society of South Africa sought

4



legal counsel on the constitutionality of the Financial Intelligence Centre Act 38 of 2001 (FICA)
because the anti-money laundering law threatened the independence of the legal profession
(Itsikowitz, 2006). However, according to FICA, not all confidential information is privileged

information entitled to protection (Itsikowitz, 2006).

Others have argued that subjecting lawyers to criminal prosecution if they receive tainted
representation fees contradicts the adversarial system of justice and impedes the fairness of
proceedings (Weinstein, 1988). According to Weinstein (1988), legal representation does not
interfere with the government's interest to disrupt money laundering because lawyers serve
the purpose of providing counsel to defendants accused of a crime and not that of
encouraging illegal conduct. He further argues that subjecting lawyers to criminal prosecution
if they receive tainted representation fees impedes their client's right to counsel of their choice
(Weinstein, 1988). This is because if the accused fails to pay representation fees, he will be
forced to accept free legal counsel from the state, not out of choice, but out of need, which

would go against the accused's right to choose his own lawyer.

The ‘'lawyer-client privilege', which will be the focus in this research, is another legal
professional duty arguably affected by lawyers' reporting obligation. The lawyer-client
privilege protects confidential information between lawyers and their clients when providing
legal advice or representation (ltsikowitz, 2006). The lawyer-client privilege is not only a
professional ethics principle, it is also substantive law based on common law and, in some
jurisdictions, a constitutional right (Lai, 1995). For example, the Malawi Constitution gives
prisoners the right to consult confidentially with a lawyer of his or her choice. Initially, the
privilege was the client's legal right at common law and later extended as the lawyer's
professional duty (Lai, 1995). Common law privilege was justified to ensure that citizens have
access to independent legal advice free of prejudice resulting from the modern state-imposed
compulsory disclosure (Baker v Campbell [1983] HCA 39). The proper functioning of the legal
system depends on the freedom of communication between lawyers and their clients, which

5



would not exist without the protection of privileged information (Itsikowitz, 2006). In that
regard, the Supreme Court of Canada found unconstitutional AML legislation provisions that
interfered with lawyer-client privilege (Canada (Attorney General) v Federation of Law
Societies of Canada [2015] 1 S.C.R. 401). The court emphasised the importance of the lawyer-

client privilege on the efficient operation of the legal system.

Whilst it is not disputed that the legal profession plays an important role in protecting
fundamental rights in a democratic society, the perception that lawyers and law firms are
involved in corruption has become widespread (IBA, OECD, UNODC, 2010). For example,
Nyasatimes (2018) described lawyers in Malawi as being "among the most corrupt human
species”. The involvement of lawyers in corruption and money laundering activities is an
ethical challenge that undermines the integrity of the legal profession (Transparency
International, 2014). Weinstein (1988) argues that dishonest lawyers should not disguise their
participation in money laundering schemes as legal professional ethics. According to
Weinstein (1988), lawyers actively participating in money laundering should be prosecuted
because "attorneys are not a special class of citizens that they cannot be subject to the money
laundering provisions if they aided in a scheme to conceal the proceeds of a crime" (1988, p.
376). Mandatory suspicious transactions reporting can help combat corruption, such as when
clients instruct lawyers to act in a transaction involving money laundering or corruption (IBA,
OECD, UNODC, 2010). Thus, lawyers can rely on lawyer-client privilege when defending a

crime but not when lawyers actively assist in committing the crime.

The challenges posed by the conflict between legal professional ethics and lawyers reporting
obligations should not hinder implementing anti-money laundering compliance programmes
in law firms. Compliance programmes can assess the level of awareness of the risks of money
laundering and corruption, develop tools to mitigate these risks, and examine the role of law

firms in combating the risks (IBA, OECD, UNODC, 2010). Compliance programmes in law firms



can combat corruption through a value-based approach where law firms encourage ethical

behaviour and integrity (Transparency International, 2014).

1.2  Significance of study

Although the vulnerability of lawyers to money laundering in Malawi is rated high, a recent
AML national risk assessment found that there is "close to nothing" regarding lawyers'
Suspicious Transactions Reporting submission, supervision and training (FIA, 2018).
According to Malawi's most recent country evaluation report, lawyers reported one Suspicious
Transaction Report between 2014 and 2018 (ESAAMLG, 2019). The AML national risk
assessment in 2018 found that most law firms do not have anti-money laundering compliance
programmes and do not comply with the AML requirements (FIA, 2018). However, the
assessment report does not specifically attribute the nature of the legal profession as posing
a challenge to the implementation of the AML measures. Considering the current robust
supervision of the FIA on financial institutions such as banks and insurance companies,
possibly the FIA is working towards enforcing AML requirements on lawyers. The FIA has
hinted at working with the Malawi Law Society to enforce lawyers’ compliance with the FCA
(FIA, 2018). Therefore, this study is significant as it will help regulators anticipate and
mitigate the challenges of applying reporting obligations on lawyers. The study will also help
the legal profession in Malawi to understand its role in the fight against money laundering

and corruption.

1.3 Research questions
The main research question is: What are the implications of applying AML reporting

obligations on lawyers as a tool to combat corruption?

There are three sub-questions as follows:

i How do AML reporting obligations affect lawyers’ professional ethics?



ii. How does Suspicious Transactions Reporting mitigate corruption risks in law firms?
iii. How does the implementation of an effective anti-corruption compliance programme

assist in mitigating corruption risks in law firms?

1.4  Structure of the thesis

The first chapter is a general introduction to the thesis. The chapter sets the stage for the
research by highlighting the tension between lawyers' anti-money laundering reporting
obligation and legal professional ethics. This conflict explains why the thesis focuses on
lawyers and the legal profession in the context of anti-money laundering and corruption. The
chapter includes the current literature that discusses the conflict between the lawyers’
reporting obligation and the lawyer-client privilege. It further explains the significance of the

study, outlines the research questions and the structure of the thesis.

The second chapter expounds on research theories and concepts. It discusses the two major
concepts that will appear throughout the thesis, money laundering and corruption. The
chapter goes on to discuss the interplay between money laundering and corruption. Finally, it
discusses lawyers as gatekeepers in money laundering and the theories behind lawyers’

reporting obligation.

The third chapter discusses the research methodology comprising of questionnaire survey
and expert interviews. The data collection questions will gather both quantitative and
qualitative data. The quantitative data will include the number of law firms with a compliance
programme, the number of lawyers who have completed AML training initiated by their law
firm, and other pertinent compliance information. The qualitative data will include the lawyers'
perceptions of their AML reporting obligations, attitudes toward money laundering and

corruption, and legal professional ethics.



Chapter four presents the results of the research. This chapter includes statistical data

presentations of results as well as explanations of qualitative data results.

Chapters five and six discuss the research findings by applying the theories and concepts
discussed in the preceding chapters. The chapters make a qualitative analysis of the

implications of applying AML reporting obligations on lawyers as a tool to combat corruption.

Chapter seven outlines the key conclusions of the research and provides recommendations.

1.5 Conclusion

This chapter has given an overview of the thesis. It has provided the context for why there is
a need for research into the implications of imposing reporting obligations on lawyers.
According to the literature review, there is a potential conflict between lawyers' anti-money
laundering reporting obligations and legal professional ethics, such as the duty of
confidentiality and the lawyer-client privilege. The chapter has further explained the
significance of the study and outlined the research questions and thesis structure. The
following chapter expounds on the theories behind lawyers reporting obligations in the

context of money laundering and corruption.



CHAPTER TWO: LAUNDERING THE PROCEEDS OF CORRUPTION

2.0 Introduction

In 1999, in his remarks at a global forum on fighting corruption, the president of the World
Bank Group, James D. Wolfensohn, shared his experiences from his first term in office. He
said, “l was then told that there was one word | could not use, which was the ‘C’ word, the ‘C’
word being ‘corruption’ (Wolfensohn, 1999). Today, corruption is a recurring topic on the
international agenda, and various anti-corruption strategies are being researched and
implemented (Harrison, 2007). Focusing on the interplay between corruption and money
laundering, this chapter provides the context for how anti-money laundering reporting
obligation can be used as a tool to combat corruption. It further delves into the concept of
corruption, including its definition, the state of corruption in Malawi, its consequences, and
theories for combating corruption. Second, the chapter discusses the concept of money
laundering, including its definition, examples of money laundering schemes, and lawyers' role
as gatekeepers. Lastly, the chapter discusses the nexus between corruption and money

laundering.

2.1 Corruption, the “C” Word

For most people, the term "corruption" brings about the image of a public official secretly
accepting money in exchange for a government service or favour (U4, 2021). Perhaps this is
owing to the historical origin of the term corruption. According to Noonan (1984), public duty
carried an inherent responsibility that was not subject to reciprocal demands, and corruption
arose due to a demand for reciprocity. With that background, some organisations defined
corruption as "abuse of public office for private gain" (World Bank, 1997, p.8). However,

because the definition is limited to public office, the modern definition popularised by
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Transparency International, a global non-governmental anti-corruption movement, states that
corruption is "abuse of entrusted power for private gain” (Tranparency International, 2021,

p.1).

Although some organisations such as World Bank and Transparency International have
developed working definitions for corruption, there is no universally agreed definition of
corruption perhaps due to its diverse manifestations. Instead of defining the concept of
corruption, other international organisations prescribe a list of corruption offences. For
example, the United Nations Conventions Against Corruption (UNCAC), of which Malawi is a
member state, does not define corruption. Rather, UNCAC lists specific acts of corruption that
all jurisdictions covered by the UNCAC should consider. Some examples of corruption offences
under UNCAC include bribery of national and foreign officials, embezzlement, trade-in
influence, abuse of functions, illicit enrichment, money laundering and obstruction of justice
(UNCAC, 2003). Corruption definitions and forms of corruption may differ between
international organisations or national legislation. However, since Malawi is a member of
UNCAC, most of the corruption offences listed under UNCAC are also prohibited under Malawi

law.

In Malawi, the CPA, which is the main Act that addresses corruption, does not define
corruption but instead uses the term "corrupt practice." The Act defines "corrupt practice"
under S. 3 as (a) offering, giving, receiving, obtaining, or soliciting any advantage to influence
the action of any public official or another person, (b) influence peddling, and (c) extortion of
any advantage. The misuse of public office for personal gain is in itself a crime under the Act.
Furthermore, other persons entrusted with power, such as trustees, administrators, executors,
employees, or private bodies, can commit a corrupt practice offence if they offer or accept
any advantage as an inducement or reward for doing or refraining from doing the transaction

in question. This thesis focuses on the proceeds of any type of corruption; it takes a broad



view of corruption as the abuse of entrusted power for personal gain. Since the research

occurs in Malawi, the research refers to corruption as defined by the CPA and the UNCAC.

2.2 The State of Corruption in Malawi

Anti-corruption has become a prominent topic in Malawi for various reasons, including donor
discourse, recognition of corruption's negative effects, and inclusion in the development
agenda. In 2013, a $32 million corruption scandal in Malawi, commonly known as Cash Gate,
caused donors to freeze their aid (BTIl, 2020). For a country that has previously relied on
donors to contribute to its budget, cutting aid to Malawi due to corruption made it a national
concern. For example, in 2013, the then President, Joyce Banda, ordered the arrest of all
suspects in the cash-gate corruption scandal and the dissolution of her cabinet ministers in
response to donor pressure (The Guardian, 2013). The negative impact of corruption may
have also contributed to Malawi's current anti-corruption movement. In his inaugural address,
the current President Lazarus Chakwera vowed to “clear the rubble of corruption” that has left
Malawi in ruins. Since President Chakwera took office in 2020, the police have made multiple
arrests in connection with alleged corruption during the previous regime of President Peter
Mutharika (Masina, 2020). However, corruption continues to be a major problem even with
the present administration. For example, at the start of 2021, President Chakwera dismissed
his Labour Minister and ordered the arrest of 19 officials for misusing money intended to
combat the coronavirus (Masina, 2021). Corruption scandals, usually involving

misappropriation of public funds, continue to dominate news in Malawi.

Researchers have found that corruption causes enormous harm in Malawi. It undermines
development, dwindles the economy, costs human lives, tramples human rights, damages
democracy and damages the environment (BTI, 2020). Malawi's Vision 2063 acknowledges

that corruption slows the "pace of development in Malawi" (NPC, 2020, p.29). As part of



Malawi's development agenda, Malawi's vision 2063 commits to ensuring the anti-corruption
agencies' effective and efficient operation by providing requisite independence and adequate
resources (NPC, 2020). The discussion below explains the s the principal-agent and Collective

Action theories that explain why corruption occurs and how to address it.

2.3  Theories on Anti-Corruption Strategies

Anti-corruption initiatives fail when they are founded on inadequate theory (David-Barrett,
2019). Effective anti-corruption frameworks come from a thorough understanding of why
corruption occurs because they address the root cause of the problem. Various theories
explain why corruption happens and their respective anti-corruption measures. The
principal-agent theory best explains the concept of utilising the AML reporting obligation
as a tool to combat corruption. The critiques of principal-agent theory suggest that

corruption is not a principal-agent problem but rather a collective-action problem.

2.3.1 Principal-Agent Theory

According to the principal-agent theory, corruption is a principal-agent problem. The
"principal" delegates responsibilities to the "agent”, who is empowered to make decisions on
the principal's behalf, and the principal expects the agent to comply with regulations (David-
Barrett, 2019). Government ministries, for example, assign work to civil servants. In this
case, the government minister is the principal, and the civil servants are the agents
(Marquette and Peiffer, 2015). Another principal-agent perspective is when citizens
delegate work to appointed public officials, in which case the citizens are the principals
and the public officials are the agents (Marquette and Peiffer, 2015). The theory explains
that corruption results from information asymmetry between the principal and the agent

(Marquette and Peiffer, 2015). When agents have more information about their tasks and
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transactions than the principal, the principal has less control over the agents' activities
(David-Barrett, 2019). Thus, corruption happens when agents take advantage of this

information asymmetry to pursue their interests.

Anti-corruption strategies based on the principal-agent theory prevent the agent from
engaging in corrupt activities or incentivise the agent to refrain from corruption
(Klitgaard, 2012). The formula provided by Robert Klitgaard (2012) exemplifies the

principal-agent theory as follows:

Corruption = Monopoly + Discretion - Accountability

The formula illustrates that combating corruption necessitates limiting monopoly and
discretion while enhancing accountability. According to the theory, increasing accountability
decreases corruption because corruption is the consequence of rational individual choices
influenced by variables affecting the structure of expected costs and benefits (Alberto, 2015).
Langevoort (2017) illustrated that individuals make a cost-benefit analysis before engaging in
corruption by weighing the likelihood of detection, potential punishments if caught, and
benefit if not detected. Given this estimated risk, to combat corruption, the liability exposure
and likelihood of detection should be high compared to the profits of corruption. In the
principal-agent model, the cost associated with corruption is the risk of getting caught and
punished (Treisman, 2000). Thus, the more the costs associated with the crime increase, the
less likely an individual will exploit opportunities for corruption. This study approaches
corruption accountability from two perspectives: improving monitoring systems through AML

and anti-corruption compliance.

2.3.2 Collective Action Theory

Some critics of the principal-agent theory claim that the approach fails to address systemic

corruption. According to opponents such as Rothstein (2011), the principal-agent theory views
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corruption as criminal behaviour by certain agents entrusted to work on behalf of an honest
principal. However, in a corrupt system, it is impossible to determine who such an honest
principal is. For example, where the principals are high-ranking government officials, they
may also be corrupt and unwilling to enhance accountability (Rothstein, 2011). Even when the
principals are citizens, Rothstein (2011) contends that the people can re-elect corrupt
authorities into government. Furthermore, he argues that being the sole honest actor in a
"rotten game" makes no sense since honest behaviour by a single or a few agents would not
result in any change (Rothstein, 2011). The solution suggested by critics of the principal-agent

theory is to address corruption through a collective action approach.

The World Bank Institute (2008, p. 4) defines and justifies - "Collective Action" as a
collaborative and sustained cooperation process amongst stakeholders. Collective action
efforts might be in the form of integrity pacts, principle-based initiatives, anti-corruption or
business coalitions subject to certifications (World Bank Institute, 2008). The advantage of the
collective action approach, as highlighted by the World Bank Institute (2008), is that it
strengthens the effect and legitimacy of individual action, pulls vulnerable individuals into an
alliance of like-minded groups, and levels the playing field between rivals. The collective action
theory emphasises the relevance of social dynamics on individual decisions such as trust in
others (World Bank Institute, 2008). For example, the legal profession can have integrity pacts
to ensure that its members do not actively participate in their client's corrupt activities. Thus,
a lawyer would not be concerned about losing a corrupt client's business knowing that his

colleagues would reject such a client too.

2.3.3 The Mixed Approach

The benefits of collective action in combating systemic corruption should not be viewed

as discrediting the principal-agent approach but rather as complementing it. The
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collective action approach also has its limitation, for example, the free-rider problem.
According to Olson (1965), the collective action problem arises when reasonable
individuals or organisations seek to profit from the anti-corruption efforts of others rather
than participate themselves. If everyone thinks this way, no one will act, and the net result
will be that no one will address corruption (Olson, 1965). Marquette and Peiffer (2015)
suggest that the principal-agent theory and the collective action theory can complement

each other in anti-corruption strategic planning.

The principal-agent and collective action theories rely on the same individual calculations
that people make when determining whether or not to engage in corruption (Marquette
and Peiffer, 2015). Furthermore, both theories recognise that people commit corrupt
activities in their self-interest when they are less likely to be held accountable. For
example, using business certificates in a collective action campaign excludes individuals
involved in corruption, thereby holding them accountable. Consequently, both theories
hold that more effective monitoring and punishment can enhance accountability and
decrease corruption (Marquette and Peiffer, 2015). Therefore, while the research uses the
principal-agent theory in exploring AML reporting obligation as a tool to combat

corruption, the paper also explores a mix of different strategies.

2.4 Money Laundering

Money laundering is the process of concealing illicit gains generated from criminal activity
(FATF, 2013). The FCA is the main Act that addresses the issue of money laundering in Malawi.
According to S. 42 of the Act, a person (legal or natural person) commits money laundering
if knowingly or has a reasonable belief that any property represents proceeds of a predicate
offence: (a) converts or transfers property with the intent of concealing or disguising the illicit

origin of that property; (b) conceals or disguises the true nature, origin, location, disposition,



movement, or ownership of the property; (c) acquires, possesses, or uses that property; or (d)
participates in the acquisition, possession, or use of that property. The FCA's money
laundering definition is similar to the United Nations 2000 Convention Against Transnational
Organized Crime (UNTOC), also known as the Palermo Convention. Both the FCA's and
UNTOC's money laundering definitions have "knowledge" and "reasonable belief" as
prerequisites for money laundering. Further, the property in question can be the person's own
or someone else's, and the said person or someone else can commit the predicate offence.
Furthermore, aiding and abetting the concealment of property is also a money laundering

offence.

Although money laundering is a crime in itself, it can act as a catalyst for other crimes if not
detected. When an illegal action creates large earnings, criminals involved try to find ways to
spend the cash without bringing attention to the underlying crime or the people involved
(FATF, 2007). The crime that generates the earnings leading to money laundering is called a
predicate offence (FATF, 2013). Examples of predicate offences are drug trafficking, human
trafficking, bribery, embezzlement, insider trading, fraud schemes and other money-
generating crimes. Money laundering typologies depict the different ways, tactics, schemes,
and tools criminals use to conceal, or launder such illicit funds (FATF, 2012). Money
laundering occurs in three stages: placement, layering and integration (OECD, 2009). The
placement entails physically introducing unlawfully acquired funds into the banking system
or the financial sector (Schott,2006). Layering is the technique of separating illicit money from
its source through a sequence of financial transactions that makes it difficult to trace the
origin (Schott,2006). The last stage of the process, integration, entails converting illicit monies

into what seems to be lawful funds (Schott,2006).

The following illustrates a money laundering scheme: a public official embezzles $20 million
from the government. He obtains a loan from the bank for $15 million, which he repays with

the embezzled cash, and he deposits the remaining $5 million in small amounts. He opens a



coffee shop and incorporates a company in Mauritius that serves as a supplier for his coffee
shop. He invests his earnings in the stock market and then utilises the investment proceeds
to buy personal vehicles and real estate. The predicate offence is embezzlement; the
placement stage is the loan and small deposits; layering is the opening of the coffee shop,
off-shore company, and security market investments and integration is the final, personal

property purchased with what seems to be legit funds.

2.5 Lawyers As Gatekeepers

Past money laundering schemes have shown that some professionals, including lawyers,
accountants, bankers, notaries, and real estate agents, play an essential role for criminals to
successfully move and conceal the proceeds of crime (World Economic Forum, 2021).
Gatekeepers are the professionals that can either prevent or assist in introducing illicit money
into the financial system (World Economic Forum, 2021). Because of the critical role of
gatekeepers in combating money laundering, countries such as Malawi have imposed AML
obligations on gatekeepers. For example, the FCA requires lawyers to report suspicious
transactions, identify clients, conduct due diligence on their clients, and keep records on their
clients. At the heart of preventing money laundering is reporting suspicious transactions
(Cindori, 2013). According to the risk-based approach to anti-money laundering, what
constitutes suspicious transactions varies according to the risks in the particular organisation,

sector or industry (FATF, 2007).

The three steps in effectively implementing the risk-based approach are risk detection, risk
assessment and development to manage and mitigate the risks (FATF, 2007). Recently, FATF
proposed a risk-based approach, particularly for the legal profession, which includes reporting
suspicious transactions (FATF, 2019). However, because of lawyer-client privilege it is
debatable what constitutes a reportable money laundering risk. There are differing views on
whether the lawyer-client privilege should preclude lawyers from reporting. On one hand,

lawyers are the "sieve" through which illicit proceeds flow regularly, and they help criminals
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launder money; hence, lawyers should report suspicious transactions (Terry and Robles,
2018). On the other hand, opposing views agree that lawyers should not be allowed to assist
their clients in illegal activities. However, when regulators enforce AML laws, lawyers’ duty of
confidentiality should not be disregarded (Terry and Robles, 2018). The chapters that follow
will detail the differences between providing legal services protected by lawyer-client privilege

and actively participating in money laundering, which is a crime.

2.6 Interplay Between Corruption and Money Laundering

The link between corruption and money laundering centres on ill-gotten gains; corruption
generates unlawful money, while money laundering conceals it (FATF and OECD, 2011).
According to Mugarura (2016, p.74), "Corruption and money laundering are inextricably
linked such that where one exists; the other one will also be lurking in the background." Some
international organisations have begun to include measures to address both crimes under a
single framework because of the interaction between the two crimes. For example, the UN
Convention Against Corruption (UNCAC) aimed at preventing and combating corruption also
established obligations of state parties to implement measures to prevent money laundering
(UNCAC, 2003). Moreover, in February 2001, the International Monetary and Financial
Committee (IMFC) issued the Financial System Abuse, Financial Crime, and Money Laundering,
which explored how the institutions should utilise their influence to encourage national anti-
corruption initiatives (IMF, 2001). Furthermore, the FATF provide recommendations that are
powerful tools for combating both money laundering and corruption. Similarly, scholars such
as Ivanov (2018) suggest cooperation of anti-money laundering and anti-corruption

compliance programmes to prevent two closely connected types of crime.

Money laundering is an inevitable component of corruption because it allows corrupt officials

to conceal their identities and the source of the funds. It serves as a method of making money
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obtained from corruption appear legal. While criminals involved in other crimes such as drug
trafficking may rely on keeping anonymous with large amounts of money, public officials
begin to draw unwanted attention when linked to large sums of money from unknown sources
(FATF and OECD, 2011). By disguising their ownership and disassociating themselves from
the large unexplained wealth, they prevent triggering inquiries. Therefore, when the proceeds
of such crimes are laundered and not traced back to the underlying corrupt conduct,
corruption is more likely to go unpunished (FATF, 2013). According to the cost-benefit
analysis, the less likely regulators will discover a corrupt official, the more likely they will
continue engaging in corrupt activities. In contrast, if public officials fail to hide their
proceeds, it raises the risk of being caught and demotivates them from participating in illegal

activity.

From a money laundering perspective, corruption can be an important source of ill-gotten
money within a country. In some countries such as Malawi, corruption forms the largest source
of ill-gotten money (FATF and OECD, 2011). Further, corruption plays a role in facilitating
money laundering by undermining anti-money laundering measures. For example, corrupt
officials can use their influence to bribe investigating officials or private sector compliance
staff in banks to allow money laundering (FATF, 2012). Furthermore, corrupt public officials
may have inherent advantages in laundering their cash due to the nature of their positions.
For instance, they can use their influence over the state machinery to deliberately place certain
persons in positions and organisations tasked with preventing and detecting such crimes
(FATF, 2012). Investigating authority may be biased when addressing instances involving the
corrupt officials who appointed them. Corrupt authorities can also utilise the earnings of
corruption to fund political parties or organisations, thus gaining political influence in the
process (FATF, 2012). Political power and the proceeds of crime allow them to recruit skilled
people who can conceal funds using very complex money laundering schemes (FATF, 2012).

In the end, corruption aids the money laundering process by preventing detection and
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undermining money laundering regulation. In return, money laundering helps to conceal the

corrupt transactions by making illicit funds appear to be legal.

2.7 Conclusion

This chapter has expounded on the two main concepts recurring throughout the paper; money
laundering and corruption. The chapter highlighted various theories that build a corruption
framework including the principal-agent and collective action theories. Furthermore, it has
demonstrated that corruption and money laundering are so intertwined that preventative
measures for money laundering can also combat corruption. Money laundering helps to
conceal illicit funds, for example, laundering the proceeds of corruption to make them appear
legal. Preventing money laundering can, therefore, demotivate corrupt officials from engaging
in corrupt activities. The next chapter explains the research methodology including the

research design and the data collection methods.
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CHAPTER THREE: RESEARCH METHODOLOGY

3.0 Introduction

Conducting an empirical study for something as secretive as corruption requires careful
consideration of the research design and methodology (Blundo, 2007). A survey was
conducted among private practice lawyers in Malawi to understand the possible implications
of applying AML reporting obligations on lawyers as a tool to combat corruption. The survey
questionnaire sought to find out the following: a) the understanding and perception of lawyers
on the FCA reporting obligations; b) lawyers' perception of corruption risks in law firms;
o)lawyers' perception of corruption among public officials in Malawi; and d) the level of
awareness among lawyers on anti-corruption compliance programmes and on foreign anti-
corruption laws. In addition to the survey, the research included expert interviews to assess
the expert's understanding of the FCA reporting obligation. This chapter discusses the

research design, data collection methods and ethical considerations.

3.1 Research design

The terms 'design' and 'method’, although sometimes used synonymously, have a subtle but
significant distinction (Johnsen and Sareide, 2013). A 'design’'is the overall logic that guides
how research is carried out (Stern et al., 2012). In contrast, methods are ways of collecting
data, tools for measuring the data, and analysing the data (Stern et al., 2012). According to
King, Keohane and Verba (1994), research design has four components: research question,
theory, data, and use of the data. A research design is vital for the researcher to ensure that
data is collected suited for the research questions. This study developed the research design
by breaking down the main research question into sub-questions and further sub-sub
questions. The study used a questionnaire survey to collect data that answers the research

questions.



The main research question was: What are the implications of applying anti-money laundering
reporting obligations on lawyers as a tool to combat corruption? To answer this question, the

research posed the following sub-questions, hypotheses and alternate hypotheses:

1. How does AML reporting obligation affect lawyer-client privilege?

a. What is the level of understanding among lawyers on the AML reporting obligation
under the FCA?

b. Which communication between lawyers and clients is considered privileged
information?

c. What is the perception of lawyers on their reporting obligation under the FCA?

Hypothesis 1: AML reporting obligations can potentially conflict with lawyer-client privilege
because there is uncertainty among lawyers on which lawyer-client communication is

privileged information as per the FCA.

Alternate Hypothesis 1: Alternatively, the AML reporting obligation does not conflict with
lawyer-client privilege because lawyers have a clear understanding on which lawyer-client

communication is privileged information per the FCA.

2. How does reporting suspicious transactions mitigate money laundering risks in law firms?

a. What is the level of awareness among lawyers of money laundering schemes in law
firms?

b. What is the attitude of lawyers towards money laundering?

C. What is the correlation between reporting suspicious transactions and a lawyer's
decision on whether or not to offer legal service?

Hypothesis 2: Reporting suspicious transactions mitigates money laundering risks in law
2



firms because lawyers would not participate in suspicious transactions.
Alternate Hypothesis 2: Reporting suspicious transactions does not fully mitigate money
laundering risks in law firms because some lawyers would participate in suspicious

transactions.

How does the implementation of an effective anti-corruption compliance programme assist

in mitigating corruption risks in law firms?

a. What is the level of awareness among lawyers on anti-corruption compliance
programmes?

b. What is the perception of lawyers on corruption risks in law firms?

C. What is the perception of lawyers on the level of corruption among public officials in

Malawi?

Hypothesis 3: Most law firms in Malawi mitigate corruption risks through the
implementation of anti-corruption compliance programmes.
Alternate Hypothesis 3: Few law firms in Malawi mitigate corruption risks through anti-

corruption compliance programmes.

In order to test the above hypotheses, a survey questionnaire was developed based on the

research questions, and it was divided into four parts as indicated in the table below:

Table 1: Design of Survey Questionnaire

DESIGN OF SURVEY QUESTIONNAIRE

Section Objective Hypotheses
tested
Part | e Examine the variation in lawyers' reporting | ¢ Hypothesis 1




Hypothetical

trend when a client is seeking mere advice,

Alternate

questions legal advice, giving instructions or seeking hypothesis 1
legal representation. e Hypothesis 2
Examine whether lawyers are willing to report | ¢ Alternate
suspicious transactions. hypothesis 2
Examine whether lawyers understand
situations when they are not required to
report suspicious transactions.
Examine whether reporting obligation
influences lawyers’ decision whether or not to
provide the requested legal service.
Part Il Assess lawyers' perception of corruption, | ¢ Hypothesis 1
money laundering and AML reporting | e Alternate
Perception
obligations. hypothesis 1
and attitude
Assess lawyers' attitude towards their AML | ¢ Hypothesis 3
questions
reporting obligation concerning lawyer-client | e« Alternate
privilege. hypothesis 3
Part Il Find out how many law firms from the sample | ¢ Hypothesis 3
have anti-corruption compliance | ¢ Alternate
Anti-
programmes. hypothesis 3
corruption
Find out how many law firms have codes of
compliance
conduct.
programme
Find out how many lawyers have had anti-
questions

compliance training in the last 12 months.
Find out the level of knowledge among

lawyers of foreign bribery laws.




Part IV e To know the distribution of the following | Applicable to all

sample variables: hypotheses.
Personal
data - Age
questions - Gender

- Years of practice

3.2 Research Methodology

This study used a mixed methods approach by using a questionnaire survey to collect
quantitative data and expert interviews to collect qualitative data. The mixed method, as
defined by Johnsgn and Sereide (2013), is a technique of combining qualitative and
quantitative methods. The advantage of using mixed methods is that the strength of one
method compliments the weakness of the other (Stern et al., 2012). For example, including
quantitative approaches, such as sampling, can decrease the likelihood of positive bias from
face-to-face interviews. In face-to-face interviews, lawyers may give only good and not negative
opinions about their sector. Whereby incorporating qualitative techniques such as interviews
helps understand the reasoning behind the responses. Stern et al. (2012) note that the
distinction between qualitative and quantitative methods is blurry. Whilst qualitative analysis
used to be associated with interpreting a text and quantitative analysis with the causal
analysis, there has been a recent trend in the use of causal analysis in qualitative methods
(Stern et al., 2012). While the two types of methods differ in style, King, Keohane and Verba
(1994) argue and illustrate that the fundamental logic behind the research is always the same.
As per the philosophy of King, Keohane and Verba (1994), the qualitative and quantitative
data collection in this study used the same inferential logic with the ultimate goal of answering

the main research question.

Quantitative data was collected by asking closed-ended questions in a questionnaire survey,



and the expert interviews collected qualitative data through open-ended questions. The study
uses qualitative analysis to interpret both quantitative and qualitative data. The technique of
using qualitative analysis to interpret both qualitative and quantitative data is well illustrated

by Bernard (1996) in the table below:

Table 2: Distinction between qualitative and quantitative, data and analysis

Analysis

Qualitative Quantitative
Qualitative (@ Interpretive  text | (b) Search for and presentation
studies. of meaning in results of
E.g., Hermeneutics, | quantitative processing

Grounded Theory.

Quantitative (c) Turning words into | (d) Statistical & mathematical
numbers. analysis of numeric data
E.g., Classic Content
Analysis,

Word Counts, Free Lists,

Pile Sorts, etc.

Source: Bernard, H. Russell. 1996. “Qualitative data, quantitative analysis”. Cultural Anthropology Methods Journal

8(1):9-11

According to Bernard (1996), the table shows that cell a is a qualitative analysis of qualitative
data. Cell b is a qualitative analysis of quantitative data, cell ¢ is a quantitative analysis of
qualitative data, and cell d is a quantitative analysis of quantitative data. The research
technique in this study follows cells a and b; qualitative analysis of qualitative data and

qualitative analysis of quantitative data, respectively. As explained by Johnsen and Sereide
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(2013), anti-corruption research can employ approaches such as randomisation that do not

adhere to rigorous statistical analysis as indicated in cell d.

3.2.1 Studying corruption with survey data

The use of a survey to investigate corruption, which, by its nature, is secretive and illegal,
poses particular theoretical and methodological challenges (Wysmutek, 2019). Some of the
examples of the challenges are that data subjects may not be familiar with certain concepts
in the survey that may need further elaboration, responses may be highly opinionated and
may not reflect the actual situation on the ground, and the method itself can be costly (UNODC
2018). While there are challenges to assessing corruption through surveys, the rising demand
for more robust anti-corruption activities has inspired innovative approaches to analysing and
researching corruption (Wysmutek, 2019). For example, scholars have used surveys to
determine the extent of corruption in the civil service (Anders, Kanyongolo and Seim 2020).
International organisations have also used surveys to assess the public's perception and
attitudes on corruption and related issues (Transparency International, 2020). Transparency
International and its Global Corruption Barometer study are at the forefront of providing
perception-based corruption survey data. Other examples include the pan-African Afro-
barometer, which measures the public attitudes on social matters in Africa (Afrobarometer,

2021).

The Corruption Perception Indices (CPIl) produced by international organisations demonstrate
how public opinion surveys, despite their challenges, play an important role in corruption
studies. Without surveys, research results would have personal evidence and a few people's
perspectives, some of whom have clear biases (IRIS Center, 2005). Moreover, careful
methodological preparation, particularly concerning sample design, questionnaire design,

and survey mode, can solve the challenges of surveys (UNODC, 2018). This study overcame



the challenges of using a survey by employing a randomised approach to selecting a research
sample through the snowball sampling technique. The electronic survey was less costly and
less time-consuming. Furthermore, the questionnaire contained hypothetical questions to

reduce dishonest replies, which can contribute to positive bias.

3.2.1.1 Snowball Sampling Technique

The snowball sampling technique is where the primary data subject selects additional
prospective data subjects who can participate in the research (Sadigov, 2019). The snowball
sampling approach relies entirely on referrals to generate a sample, especially where research
respondents are hard to identify (Sadigov, 2019). The sample population for this study
consisted of lawyers working in law firms. While the researcher, as a lawyer, had easy access
to and contacts of other lawyers, the snowball technique proved beneficial in identifying
respondents of varying ages and years of practice. The researcher selected five primary data
subjects, three females and two males with varying years of practice. The primary data
subjects provided names of additional data subjects, either college classmates or professional

colleagues. The following image depicts the snowball sampling method used for this study:



Figure 1. Snowball Sampling technique
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The research aimed to have a diverse distribution of lawyers of various ages and years of
practice. The research anticipated that young lawyers may see corruption differently than
older lawyers or that newly admitted lawyers would interpret the subject of corruption
differently than more experienced lawyers. According to existing data from the Malawi Law
Society, there were 170 law firms in Malawi as of June 2021. The research aimed at sending
questionnaires to 50 lawyers working in any of the 170 law firms. The research obtained
consent from the participants before administering the questionnaire. The primary subject
then recommended two names, and the researcher contacted each proposed person to ask if
they were willing to participate in the research. Google forms was used to design the digital
questionnaire. Participants who agreed to participate were sent the survey link through their

email address or preferred e-message platform.



The sample consisted of 50% male and 50% female. Gender was chosen as one of the
independent variables because some researchers have found the impact of gender on
corruption, and some studies have shown that women have greater integrity than men
(Lambsdorff, 2006). Out of the targeted 50 participants, 44 participants responded,
comprising 22 males and 22 females. The field research took place from 20 July 2021 to 6
August 2021. The snowball sampling method was successful in sending the questionnaire to
lawyers with varied years of practice. However, one group with more than 20 years of
experience was under-represented because most participants referred the researcher to
lawyers with less than 20 years of experience. However, this had no detrimental influence on
the findings because lawyers with substantial years of experience from 16 to 20 were well

represented. Below is the sample distribution of the study.

Figure 2: Research Sample Distribution

Gender Age
44 responses 44 responses
® Male @ Below 25
©409% @ 2535
® Female S
® 4655
@ Above 55

Years of practice

44 responses

® Below 5 years
® 510 years

© 11-15 years

@ 16-20 years

@ Above 20 years

10



3.2.2 Expert Interviews

The research included interviews with two experts who have experience working in one of the
regulatory bodies that deal with money laundering issues. Both experts have academic
qualifications specialised in money laundering law. The essence of the interviews was to
determine the regulator's possible expectations from lawyers on their reporting
obligation.The expert interview comprised of the same hypothetical questions used in the
questionnaire survey. The experts explained which scenarios the lawyers were mandated to
report and which ones there were not. For anonymity, the paper will refer to the experts as
Expert 1 and Expert 2. The research followed the necessary protocols and ethical
considerations in the handling of privileged information. The two interviewees consented to
interview participation, and the researcher informed them of their right to end the interviews
at any moment. The interviews provided a helpful supplement to the quantitative data
obtained through the questionnaire because the experts elaborated their reasoning behind

their responses to the hypothetical questions.

3.4 Ethical Considerations

Corruption is a delicate topic in Malawi, as there was an anti-corruption movement at the time
the thesis was being written. The research considered that some individuals might not want
to be identified by name. Therefore, the questionnaire did not ask for participants' names.
Furthermore, the interviews maintained the interviewees' privacy, and the questions were
structured in such a way that the respondents would not get in trouble with the law or their
workplace. Malawi has laws that contain privacy and data protection provisions such as the
Constitution as well as the Electronic Transaction and Cyber Security Act (ETCS). According to
the Malawi Constitution, privacy is a human right. The ETCS provides several data protection
provisions; for example, S.71 provides that: personal data should be processed fairly and
legally, collected for specified, explicit and legitimate purposes. In addition, the information

should be relevant and not excessive. Personal data may be processed if the processing is
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necessary to perform a task carried out in the interest of the public. Since the survey was in
electronic form, the provisions of the ETCS, which address electronic data transactions, were
carefully considered. Personal data, such as age and gender, were collected in the survey
exclusively for the objectives of the current study. The research did not collect excessive

personal data.

3.5 Conclusion

This chapter has discussed the research design and methods used in this study. The research
design comprised the main research question and three sub-questions. The design also
consisted of three hypotheses and their respective alternate hypotheses. The overall research
design provided logic that guided the present research. The research used two methods of
collecting data; a questionnaire survey and expert interviews. The questionnaire survey
collected data from 44 respondents through a snowball sampling technique where
respondents were identified through referrals from five primary subjects. In addition to the
questionnaire, the study included interviews of two experts in money laundering law in

Malawi. The next chapter outlines the findings of the research.
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CHAPTER FOUR: RESEARCH FINDINGS

4.0 Introduction

This chapter outlines the research findings and the data collected through the questionnaire
survey and expert interviews. It explains the hypothetical questions used in the questionnaire
and interviews to test hypotheses 1 and 2. The chapter further goes on to outline the
perception and attitude questions that analysed hypothesis 3. Finally, it includes the overall

questionnaire results as well as expert responses to each hypothetical question.

4.1 To Tell or Not to Tell

The first part of the questionnaire asked hypothetical questions to test hypotheses 1 and 2
and their respective alternate hypotheses. The hypothetical questions posed different
scenarios where a client was seeking mere advice, legal advice, giving instructions or seeking
legal representation. The participants were given four optional responses to the hypothetical
questions and could choose more than one option. The responses gave the participants the
chance to choose whether they could proceed to offer legal services, decline based on illegal
grounds, decline based on ethical grounds and report to the FIA. The hypothetical questions
tested whether lawyers understand when and when they are not obligated to report suspicious
transactions. Further, the purpose of the questions was to examine whether lawyers are willing
to report suspicious transactions, whether they consider corruption unethical and illegal and

whether they are willing to participate in suspicious activities.

Hypothesis 1

AML reporting obligations can potentially conflict with lawyer-client privilege because there



is uncertainty among lawyers on which lawyer-client communication is privileged
information as per the FCA. Alternatively, the AML reporting obligation does not conflict with
lawyer-client privilege because lawyers have a clear understanding on which lawyer-client

communication is privileged information per the FCA.

Hypothetical questions included scenarios where the client is seeking legal advice and legal
representation which are considered privileged lawyer-client communication. In the context
of privileged lawyer-client communication, the lawyers were not obligated to report under the
FCA. The questionnaire also included hypothetical questions in which it was unclear whether
the information was privileged lawyer-client communication or not. In this research, protected
communication will be referred to as green communication, while not-so-clearly protected

communication will be referred to as grey communication.

4.1.1 Green Communication

The questionnaire posed the following green communication scenarios where: (1) a client was
seeking legal representation and (2) a client was seeking legal advice of his legal rights and

liabilities:

4.1.1.1 Client Seeking Legal Representation

A public official has been charged with corruption. He tells you in confidence all his corrupt

activities and seeks your legal representation. You are likely to:

Figure 3: Client Seeking Legal Representation



44 responses

@ Give him the legal representation and
bill him accordingly.

® Decline to give legal representation
because you consider his transactions
to be unethical.
Decline to give advice because you
consider his transactions to be illegal.

® report to the FIA as a suspicious
transaction.

The result of this question showed that the majority of the lawyers representing 63.6% of
the participants, would not report suspicious transactions where the client is merely seeking
legal representation. However, in the minority, about 6.9% would report a client even though

it is privileged lawyer-client communication.

Expert opinion: Both experts believed that this was privileged information under the FCA,
and the lawyer is not obligated to report. According to the experts, S.32(2)(c) AML reporting
obligation excludes information that has been communicated to the lawyer to enable him or

her to provide legal representation.

4.1.1.2 Client Seeking Legal Advice

A public official tells you that he started his business after receiving huge sums of money
from a businessman whom he awarded a contract. He is worried about the seizure of his
assets because all he hears these days is anti-corruption movement. He wants legal advice

on his potential legal rights and liabilities. You are likely to:

Figure 4: Client Seeking Legal Advice




Give him the advice and bill him

0,
accordingly. 30 (68.2%)
Decline to give advice because
you consider his transactions 8 (18.2%)
unethical.
Decline to give advice because
you consider his transactions to 6 (13.6%)
be illegal.
R rt to FIA ici
eport to asa susplc19us 8 (18.2%)
transaction.
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The results of this question showed that the majority of the lawyers representing 68.2% of the
participants, would not report suspicious transactions where the client is seeking legal advice
on his potential rights and liabilities. However, in the minority, about 18.2% would report a

client seeking legal advice, a privileged lawyer-client communication.

Expert opinion: Both experts believed that this was protected communication under lawyer-
client privilege, and the lawyer is not obligated to report to the FIA. Both experts cited
S.32(2)(a ) of the FCA, which allows information communicated to the lawyer for advice
purposes to be excluded from AML reporting obligation. In addition, Expert 1 believed that
the communication did not fall within the scope of reportable transactions under the FCA. The
definition of "designated non-financial businesses and professions" under S.2 (d) of the FCA
specifies the transaction that lawyers are required to report, such as real estate transactions,
managing clients’ money or assets, and creating or transferring business entities. According
to Expert 1, this scenario was not a financial activity falling within the scope of AML reporting
obligation. Expert 2, on the other hand, was of the general opinion that providing legal advice

is simply exempt from the FCA's AML reporting obligations.

4.1.2 Grey Communication

The questionnaire posed the following grey communication scenarios where (1) the client was
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seeking legal advice on how to transfer real estate discreetly; (2) the client is seeking multiple
legal services; (3) the client is seeking mere advice on conducting a bribery transaction and

(4) the client is giving instructions to conduct suspicious transactions.

4.1.2.1.1 Legal Advice on How to Discreetly Transfer Real Estate

A businessman asks you for legal advice on how he can transfer some of his real estates

to his girlfriend without his wife's knowledge and consent. You are likely to:

Figure 5: Legal Advice on How to Discreetly Transfer Real Estate

44 responses

Give him the advice and bill him

accordingly. 28 (63.6%)

Decline to give legal advice
because you consider the
transaction to be unethical.
Decline to give legal advice
because you consider the
transaction to be illegal.

12 (27.3%)

8 (18.2%)

Report to FIA as a suspicious

transaction. 2(4.5%)

This question showed that most lawyers representing 63.6% of the participants, would give
legal advice on how to transfer real estate discreetly. 27.3% of the lawyers would decline to
give legal advice because they consider the transaction unethical, whilst 18.2% would decline
to give legal advice because they consider the transaction illegal. In the minority were 4.5%

who would report to the FIA as a suspicious transaction.

Expert opinion: The two experts had varying responses. Expert 1 believed that this was not
5



privileged information because the real estate transaction is within the scope of AML
reporting obligations under the FCA. According to Expert 1, communication on financial
transactions listed in the FCA under the scope of AML reporting obligations is not privileged.
Moreover, especially on this question, Expert 1 believed that the lawyer must undertake
customer due diligence to determine the customer's source of funds and risk profile.
According to Expert 1, it is a safer option for the lawyer to report to FIA. In contrast, while
agreeing that the lawyer must do customer due diligence like any other reporting institution,
Expert 2 believed that in this scenario, the lawyer need not report because the lawyer was
not actively carrying out the transactions. Expert 2 added that when a client is seeking legal

advice it is privileged information.

4.1.2.1.2 Client Seeking Multiple Legal services
Your client who has been charged with corruption instructs you to incorporate a company

on his behalf. You are likely to:

Figure 6: Client Seeking Multiple Legal Services

44 responses

Incorporate the company and bill

him accordingly. 20 (45.5%)

Decline to incorporate the
company because you consider
this transaction to be unethical.
Decline to incorporate the
company because you consider
this transaction to be illegal.

15 (34.1%)

8 (18.2%)

Report to the FIA as a suspicious

transaction. 5 (11.4%)

This question showed that most of the lawyers would incorporate a company for their client

who has been charged with corruption. However, the majority comprised less than 50% of the



participants. Some lawyers would opt to decline to incorporate the company based on ethical

or illegal grounds, and 11.4% would report to the FIA as a suspicious transaction.

4.1.2.2 Mere Advice on How to Conduct a Bribery Transaction

A businessman asks you for advice on how to purchase real estate on behalf of a public
official without his name being associated with the transaction. He tells you his intention to

incentivise the official to award him a government project. You are likely to:

Figure 7: Mere Advice on How to Conduct a Bribery Transaction

44 responses

Give him the advice and bill him

0,
accordingly. 8 (18.2%)

Decline to give advice because
you consider the intended
transaction unethical.

Decline to give advice because

15 (34.1%)

you consider the intended 24 (54.5%)
transaction to be illegal.
Reportto FIAas a susplcpus 16 (36.4%)
transaction.
0 5 10 15 20 25

The result of this question showed that most lawyers representing 54.5% of the participants,
would not advise on how to conduct a bribery transaction because they consider the
transaction illegal, whilst 34.1% consider the transaction unethical. 36.4% would report to
the FIA as a suspicious transaction, and in the minority, 18.2% would proceed to advise on

how to conduct a bribery transaction.



Expert opinion: Expert 1 believed that this was not privileged communication, and the lawyer
was obligated to report to the FIA as a suspicious transaction. According to Expert 1, the real
estate transaction fell within the scope of reportable transactions under the FCA as explained
under 4.1.1.2. In contrast, Expert 2 maintained that the lawyer was obligated to report if he
actively carried out the transaction. The lawyer was not obligated to report under the FCA

because the client was merely seeking advice.

4.1.2.3 Client Giving Suspicious Instructions

A public official instructs you to open a trust fund on his behalf because he has heard that
the president is after those who mismanaged the COVID-19 funds. He tells you in confidence

that he indeed took the COVID-19 funds for his personal use. You are likely to:

Figure 8: Client Giving Suspicious Instructions

44 responses

Open the trust fund and bill him

0,
accordingly. 5 (11.4%)

Decline to give advice because
you consider his transactions
unethical.

Decline to give advice because

you consider his transactions to 24 (54.5%)
be illegal.
Reportto FIAas a susplcpus 17 (38.6%)
transaction.
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The research findings indicate that most of the lawyers representing 54.5% of the
participants, would not advise because they consider the transaction illegal, whilst 25%
consider the transaction unethical. 38.6% would report to the FIA as a suspicious transaction.

In the minority were11.4% who would proceed to open the trust fund even though the source



of funds was suspicious.

Expert opinion: Expert 1 believed that the client's instructions themselves were criminal and,
therefore, this was not privileged information, and the lawyer was obligated to report.
According to Expert 1, the transaction to open a trust fund fell within the scope of reportable
transactions under the FCA. In contrast, Expert 2 believed that the lawyer was obligated to
report if he took up the instructions. However, in that case, by taking up the instruction, he

would be participating in money laundering activities.

4.1.3 Red Communication

In this research, communication which is not protected will be referred to as red

communication and it sought to test hypothesis 2 which states as follows:

Hypothesis 2

Suspicious Transactions Reporting mitigates money laundering risks in law firms because
lawyers would not participate in transactions that are deemed suspicious. Alternatively, AML
reporting obligations do not fully mitigate money laundering risks in law firms because

lawyers can participate in suspicious transactions.

The questionnaire posed the following hypothetical question where the lawyer-client
communication was not privileged information, and the lawyers were obligated to report

under the FCA:

4.1.3.1 Suspicious Client Activity

You have been managing your client's funds for years. Lately, you have noticed that he has
been transferring huge sums of money to a particular public official. Upon your inquiry, he

tells you, “Make him happy! It’s the only way | win the tenders.” You are likely to:



Figure 9: Suspicious Client Activity

44 responses

Continue managing his funds and

0,
billing him accordingly. 8 (18.2%)

Stop managing his funds
because you consider the
transactions to be unethical.

Stop managing his funds

17 (38.6%)

because you consider the 18 (40.9%)
transactions to be illegal.
Report to FIA as a suspicious 14 (31.8%)
transaction. e
0 5 10 15 20

The research findings indicate that 31.8% of the lawyers, representing less than half of the
participants were willing to report suspicious transactions in cases where they were obligated
to report under the FCA. Further, although in the minority, 18.2% would continue to manage
their client's funds even if the client was engaged in suspicious activities. The majority would
simply stop managing the client's funds; 40.9% considering the transaction illegal and 38.6%

considering the transaction unethical.

Expert opinion: Both experts believed that this was not privileged information, and the lawyer
was required to report it as a suspicious transaction. According to the experts, managing
clients’ funds fell within reportable transactions. Further, there were no exceptions for
privileged information listed under S.32 of the FCA in this scenario, such as legal advice or

legal representation and therefore the lawyer was required to report.
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4.2 Speaking Out the ‘C’ Word

The second part of the questionnaire sought to test hypothesis 3:

Hypothesis 3

Most law firms in Malawi mitigate corruption risks through the implementation of anti-
corruption compliance programmes. Alternatively, few law firms in Malawi mitigate

corruption risks through anti-corruption compliance programmes.

The questions focused on the lawyers' perception of corruption risks, their knowledge of
foreign bribery laws, and other anti-corruption compliance-related questions such as code of
conduct and training. The section included one question to further test Hypothesis 1 by
assessing the lawyers' perception of AML reporting obligation. The below section highlights

the perception-based assessments that were used in the questionnaire.

4.2.1 Lawyers’ Perception on AML Reporting Obligation

Lawyers should not report suspicious transactions in money laundering because it conflicts

with lawyer-client privilege.

Figure 10: Lawyers’ Perception on AML Reporting Obligation
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44 responses

® Agree
@ Strongly agree

Disagree
@ Strongly disagree

The results show that the majority of the lawyers representing 63.6% of the participants agreed
that AML reporting obligations conflict with lawyer-client privilege. On the other hand, 36.4%
disagreed.

4.2.2 Lawyers’ Level of Knowledge on Foreign Bribery Laws

On a scale of 1 to 5, how would you rate your knowledge on foreign bribery laws such as

the Foreign Corrupt Practices Act (FCPA) and the UK Bribery Act?

Figure 11: Lawyers’ Level of Knowledge on Foreign Bribery Laws

1 2 3 4 5

No knowledge O O O O O Very good knowledge

44 responses

20

19 (43.2%)

14 (31.8%)

7 (15.9%)

2 (4.5%) 2 (4.5%)

The research findings indicate that majority of the 44 lawyers who participated in the survey
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had little or no knowledge of foreign bribery laws, and only 4.5% of the lawyers had very good

knowledge.

4.2.3 Lawyers’ Perception on Corruption Risks in Law Firms
There is high corruption risk in law firms in Malawi.

Figure 12: Lawyers’ Perception on Corruption Risks in Law Firms

44 responses

® Agree
@ Strongly agree
Disagree

‘ @ Strongly disagree

The research findings indicate that majority of the lawyers representing 50% of the
participants agreed that there are high corruption risks and an additional 15.9% strongly
agreed. In the minority, 27.3% disagreed and an additional 6.6% strongly disagreed that law

firms have corruption risks.

4.2.4 Lawyers’ Perception on Corruption among Lawyers

Most lawyers in Malawi engage in corrupt practices.

Figure 13: Lawyers’ Perception on Corruption among Lawyers
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43 responses

® Agree

@ Strongly agree
@ Disagree

@ Strongly disagree

The research findings indicate that whilst the majority of the lawyers believed that there are
corruption risks in law firms as per question 4.2.3, there are mixed views on whether lawyers
themselves are engaged in corruption. In the majority are 48.8% of the participants who
disagreed and an additional 9.3% who strongly disagreed, representing a sum of 58.1 % who
disagreed that lawyers in Malawi engage in corrupt practices. In contrast, 34.4% of the
lawyers agreed, and an additional 7% strongly agreed, representing a sum of 41% who agreed

that lawyers in Malawi engage in corrupt practices.

4.2.5 Lawyers’ Perception on Corruption among Public Officials

There is rampant corruption among public officials in Malawi.

Figure 14: Lawyers’ Perception on Corruption among Public Officials

44 responses

@ Agree

@ Strongly agree
@ Disagree

@ Strongly disagree
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A clear majority of lawyers representing 97.7% of the participants believed that there is
rampant corruption among public officials in Malawi, with 56.8% strongly agreeing and 40.9%
agreeing. In the minority were 2.3% of lawyers who disagreed that there is rampant corruption

among public officials in Malawi.

4.2.6 Lawyers’ Perception on Money Laundering in Law Firms

Corrupt officials use law firms in Malawi as channels to launder the proceeds of

corruption.

Figure 15: Lawyers’ Perception on Money Laundering in Law Firms

44 responses

® Agree

@ Strongly agree
Disagree

@ Strongly disagree

The research findings indicate that the majority of the lawyers representing 68.1% of the
participants believed that law firms in Malawi are not used as channels to launder proceeds of
corruption, with 54.5% disagreeing and 13.6% strongly disagreeing. In the minority were
lawyers who believed that law firms in Malawi are used as channels to launder proceeds of

corruption, with 25% agreeing and 6.9% strongly agreeing.

4.3 Awareness of Anti-Corruption Compliance Programmes

The research sought to determine the level of awareness among lawyers on anti-corruption
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compliance programmes by finding out how many participants worked at law firms which have
anti-corruption compliance programmes and codes of ethics. Further, the research found out

how many participants had had training in anti-corruption in the past 12 months.

4.3.1 Code of Ethics

Does your law firm have its own code of ethics?

Figure 16: Code of Ethics

44 responses

® Yes
® No

The research findings indicate that majority of the lawyers, representing 61.4% of the

participants, did not have a code of ethics in their law firms. Only 38.6% had a code of ethics.

4.3.2 Anti-Corruption Training
Have you had anti-corruption training in the past 12 months?

Figure 17: Anti-Corruption Training

16



44 responses

® Yes
® No

The research findings indicate that most of the respondents, representing 75% of the
participants, had not had anti-corruption training in the last 12 months. Only 25% had had

anti-corruption training in the last 12 months.

4.3.3 Anti-Corruption Compliance Programme

Does your law firm have an anti-corruption compliance programme?

Figure 18: Anti-Corruption Compliance Programme

44 responses

® Yes
® No

& We have a compliance officer under the
FCA

@ In progress of being formulated
@ Its vegue and not clearly spelt out

The research findings indicate that majority of the lawyers, representing 84.1% of the
participants, did not have anti-corruption compliance programmes in their law firms. Only

9.1% had anti-corruption compliance programmes.
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4.4 Overall Research Findings

The study tested a total of six hypotheses and the research findings revealed that the following

predictions were correct:

(1 AML reporting obligations can potentially conflict with lawyer-client privilege because
there is uncertainty among lawyers on which lawyer-client communication is privileged

information as per the FCA.

(2) Reporting suspicious transactions does not fully mitigate money laundering risks in law

firms because some lawyers participate in the suspicious transactions.

(3) Few law firms in Malawi mitigate corruption risks through anti-corruption compliance

programmes.

4.5 Conclusion

This chapter has outlined the qualitative and quantitative data collected through the
questionnaire and expert interviews. It also outlined the hypothetical questions addressed in
the questionnaire and interviews as well as the overall responses of 44 respondents and two
experts. The chapter further showed the overall results of the perception-based questions and
the questions assessing the level of awareness of anti-corruption compliance programmes in
law firms. The hypothetical questions were in three categories: (1) green communication which
was privileged lawyer-client communication; (2) Grey communication which was not privileged
lawyer-client communication but fell outside the scope of AML reporting obligations and (3)
red communication which was reportable information not protected by lawyer-client privilege

and fell within the scope of AML reporting obligations. The results show that most lawyers
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chose not to report to the FIA in green communication, but a few lawyers chose to report,

although the communication was privileged information.

Grey communication scenarios included a client seeking legal advice on how to transfer real
estate discreetly, a client seeking advice on conducting a bribery transaction, a client giving
suspicious instructions, and a client giving multiple instructions (which included green and
red communications). There were some differences in opinion between the two experts about
whether or not to report grey communication. According to the survey, less than half of
respondents would report to the FIA in grey communications. However, the study also found
that most respondents would not report to the FIA even when the information was red

communication.

According to the perception-based questions, most lawyers believed that there are corruption
risks in law firms. Furthermore, the survey revealed that only a few law firms had anti-
corruption compliance programmes in place. According to the study's overall findings, there
are two major potential implications of imposing AML reporting obligations on lawyers: (1)
potential conflict with lawyer-client privilege and (2) mitigation of corruption risks in law firms.

The following chapters discuss these two major research findings in greater detail.
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CHAPTER FIVE: ANALYSIS OF THE LAWYER-CLIENT PRIVILEGE

5.0 Introduction

The formation of a lawyer-client relationship effectively binds a lawyer to secrecy concerning
his client's business interests and affairs acquired during their professional relationship (MLS
Code of Ethics, Chapter 8). The MLS Code of Ethics codifies the duty of confidentiality on
lawyers, which includes the duty not to disclose any confidential information and the duty not
to disclose a client's identity or the fact that the lawyer is representing the client (Chapter 8
rule 1 and 2). The said Code of Ethics makes an exception under Chapter 8 rule 8(i) that a
lawyer must disclose confidential information when required by law. The FCA imposes an
affirmative duty on lawyers to report suspicious money laundering transactions. Thus, in the
current study, the hypothetical questions about AML reporting obligations were intended to
challenge the lawyers to determine which lawyer-client communication was reportable and
non-reportable information. Although in the minority, some lawyers opted to report
communication which is protected by lawyer-client privilege to the FIA. The possibility that
AML reporting obligations cause lawyers to violate their lawyer-client privilege raises concerns
in the legal profession. In light of the research findings, this chapter discusses the following
factors that can help to reduce the potential conflict between AML reporting obligations and
the lawyer-client privilege: (1) Clear scope of AML reporting obligations (2) Defining privileged

information (3) Collaboration with the law society and (4) AML reporting guidelines.

5.1 Scope of AML reporting obligations

The FCA, which imposes a duty on the lawyers to report suspicious money laundering
transactions, outlines specific transactions that lawyers need to report. It also outlines the
exceptions to the reporting obligation. The FCA provision that defines the scope of lawyers'

AML reporting obligations in Malawi mirrors the preamble and recommendations under FATF



Recommendation 22. The FATF is an intergovernmental organisation whose goals include
setting standards and promoting the effective implementation of anti-money laundering legal
frameworks (FATF, 2021c). The FATF has a set of recommendations accepted as the
international standard for combating money laundering (FATF, 2021b). FATF and Malawi are
members of the Eastern and Southern Africa Anti-Money Laundering Group (ESAAMLG),
officially established in 1999 (ESAAMLG, 2019). The members and observers of the ESAAMLG
are committed to the effective implementation and enforcement of internationally recognised
standards against money laundering particularly the standards provided in the FATF
Recommendations (ESAAMLG, 2019; FATF, 2021a). FATF recommendations and interpretive
notes provide some guidance on the scope of lawyers' AML reporting obligations. The FATF
guide helps determine which lawyer-client communication constitutes reportable or non-

reportable transaction/communication.

5.1.1 Reportable Suspicious Transactions

In the present study, of all the hypothetical questions posed in the questionnaire survey, only
the red communication was a reportable lawyer-client communication because it was the only
scenario where the lawyer carried out the transaction. According to the definition under S. 2
of the FCA, similar to FATF Recommendation 22 designated non-financial business and

professions include:

Legal practitioners, notaries, other independent legal professionals and accountants
when they prepare for or carry out transactions for their client concerning the
following activities—

(i) buying and selling of real estate;
(i) managing of client money, securities or other assets;

(iii) management of bank, savings or securities accounts on behalf of clients;
(iv) organisation of contributions for the creation, operation or management of
companies; or
(iv) creation, operation or management of legal persons or arrangements, and buying
and selling of business entities (S.2, FCA) (emphasis added).

The use of the words 'when they prepare for or carry out transactions' entails that the lawyer

has taken up the client's instructions and is doing the work or preparing to do it. This
2



definition means that simply providing advice on how to carry out such a transaction is not
covered (Schott, 2006). It is only when a lawyer is actively involved in carrying out the
transaction or is preparing to carry out the transaction that the reporting obligation is
triggered. In other jurisdictions such as Mauritius, they have guided lawyers on the meaning
of 'when they prepare for or carry out transactions." According to the Mauritian
Barristers/Attorneys and Notaries AML guidelines 2020, preparing or carrying out transactions
for clients may include, for example, drafting legal documentation in the context of the
formation of a corporation. It also includes preparing an act of sale of a company or real
estate, arranging for a financial transaction to be carried out on behalf of a client, and
preparing incorporation documentation (Barristers/Attorneys and Notaries AML guidelines,
2020). These guidelines help lawyers understand that communication with the client in giving
advice or communication that does not lead to taking up the instructions fall outside the

reporting obligation.

5.1.2 Non-reportable Communication

Although scenarios of grey communication in the survey appeared to be reportable suspicious
transactions, they were not reportable because the lawyer was not preparing or carrying out
transactions. The scenarios involved mere advice, legal advice, and instructions that fall
outside the scope of lawyers' AML reporting obligations under the FCA. Non-reportable
transactions essentially mean that the lawyer has no affirmative duty under the FCA to report
suspicious transactions. However, other ethical and legal obligations still apply. For example,
the MLS Code of Ethics provides that a lawyer must disclose confidential information when
necessary to prevent a crime. Thus, a lawyer can still report grey communication to relevant
authorities to prevent a crime, although this is outside the scope of AML reporting obligation
under the FCA. While green communication is not reportable because it contains privileged
information, grey communication is not reportable because it falls outside the scope of the

FCA's AML reporting obligation.



According to the research findings, lawyers reported grey communication that appeared to
have suspicious activity. For example; in a grey communication 4.1.2.3 above, the scenario

was:

A businessman asked a lawyer for advice on purchasing real estate on behalf of a
public official discreetly. He informed the lawyer of his intention to incentivise the

official to award him a government project.

According to the research results, 36.4% of the lawyers opted to report to the FIA. However,
this was not a reportable transaction because the lawyer was not preparing for or carrying out
the transaction. This scenario appeared to be red communication due to notable red flags:
public official, real estate, and incentive to award a contract. However, when deciding whether
or not to report, the scope of the AML reporting obligation should be the first consideration.
In this case, mere advice in the absence of preparing for or carrying out transactions falls
outside the scope of the AML reporting obligations. Notably, in a similar scenario with no red
flags of a public official and incentive to award a contract, the results were different; fewer

lawyers opted to report to the FIA. The scenario was:

A businessman asked a lawyer for legal advice on transferring some of his real estates

to his girlfriend without his wife's knowledge and consent.

According to the research findings, only 4.5% of the respondents opted to report to the FIA
as a suspicious transaction. The majority, 63.6%, would proceed to give legal advice on how
to transfer real estate. The respondents focused on red flags rather than the scope of the AML
reporting obligations under the FCA. However, before lawyers report suspicious transactions,

the scope of AML reporting obligations under the FCA should be the first point of reference.



Of note, some grey communications can become red communication if the lawyer takes up

the instructions. For example, in the survey question 4.1.2.4 above, the scenario was:

A public official instructed a lawyer to open a trust fund on his behalf because he
heard that the president is after those who mismanaged the COVID-19 funds. He told

the lawyer in confidence that he indeed took the COVID-19 funds for his personal use.

In this scenario, the lawyer taking up the instructions would trigger the reporting obligation,
but the reporting obligation is not triggered if the lawyer does not take up the instruction.
Therefore, the number of lawyers who opted to take up the instructions needed to match the
number of lawyers reporting to the FIA. However, the results showed that 38.6% of the lawyers
opted to report to the FIA, while only 11.4 % had opted to open the trust fund and bill the
client accordingly. Therefore, although some lawyers opted to report, they need not have

reported because they were not preparing for or carrying out the transactions.

On the other hand, red communication is reportable communication because it falls under the
scope of the AML reporting obligation and is not exempt as privileged information. For

example, in the scenario on 4.1.3 above, there was red communication. The scenario was:

A lawyer had been managing his client's funds for years. Lately, he noticed that the
client has been transferring huge sums of money to a particular public official. Upon
the lawyer's inquiry, the client tells him, “Make him happy! It's the only way | win the

tenders ".

According to the research results, only 31.8% of the lawyers opted to report to the FIA. Unlike
the grey communication above, this was a reportable transaction and the lawyers should have

opted to report



The research results indicate that there is uncertainty among lawyers on the scope of their
AML reporting obligations under the FCA. Perhaps, there would be more clarity on the scope
of the AML reporting obligation under the FCA if Malawi had a guideline on lawyers' AML
reporting obligations that defined 'when they prepare for or carry out transactions." As Expert
1 did, one could argue that the scope of lawyers' AML reporting obligations should expand to
include suspicious advice, legal advice, or suspicious instructions to strengthen the fight
against money laundering. However, broadening the scope of AML reporting obligation to
legal advice or any communication between the lawyer and the client, so long as it is
suspicious, would likely erode lawyer-client privilege. As explained in chapter one, the proper
functioning of the legal system depends on the freedom of communication between lawyers
and clients, which would not exist without the protection of privileged information (Itsikowitz,
2006). The legal system relies on the understanding that people should talk with their lawyers
without fear of breach of confidentiality. Malawi's constitution recognises privacy as a human

right and the right to consult confidentially with a lawyer.

The current state of the FCA allows for the enjoyment of these fundamental constitutional
rights by limiting reportable transactions to legal preparatory work or actual execution of
instructions. A better option for broadening the scope of AML reporting obligations under the
FCA would be to include a longer list of financial activities, such as all activities listed in
Recommendation 22. Another broader option would be to have a catch-all phrase at the end
of the list of reportable financial activities such as: and any other financial activity that would
allow clients to engage in potential money laundering or terrorist financing transactions.
Meanwhile, AML reporting guidelines for lawyers would be useful in Malawi as they would help
lawyers meet their AML reporting obligations without jeopardising their legal professional

duty to protect lawyer-client privilege.



5.2 Defining Legal Professional Privilege

According to FATF Recommendation 23, lawyers, notaries, other independent legal
professionals, and accountants should report suspicious transactions when they engage in a
financial transaction on behalf of or for a client concerning the activities described in
Recommendation 22. Interpretive note to Recommendation 23 provides that these professions
are exempt from reporting suspicious transactions if they obtained the information under
professional secrecy or legal professional privilege. The FATF has left each country to
determine which matters are protected by legal professional privilege or professional secrecy.
According to the FATF recommendations, the following are examples of privileged
information: information obtained from a client in the course of determining the client's legal
position; or representing the client in matters relating to judicial, administrative, arbitration,
or mediation proceedings. In Malawi, S. 32 (2) of the FCA provides the scope of privileged
information which is exempt from lawyers' AML reporting obligation. Privileged information
includes information communicated to the legal practitioner to provide advice to the client,
defend the client, or provide other legal assistance to the client in connection with an offence

under any law.

5.2.1 Information Obtained While Representing a Client

The protection of privileged information under S.32(2) applies to reportable transactions.
Otherwise, the protection would be rendered ineffective if the lawyer-client privilege was only
applicable to transactions that did not fall within the scope of the AML reporting obligation.
Even if the financial transaction involved one of the financial activities listed in
Recommendation 22, the transaction is exempt from reporting if the lawyer obtained the
information while determining the client's legal position or representing the client. For
example, suppose a lawyer manages a client's funds. The client is later charged with

corruption. The client appoints the same lawyer to represent him in court. While representing
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him on the corruption charge, the client admits to the lawyer that the monies he has been
managing for him all along are proceeds from corruption. In this scenario, although the
financial transaction of managing the client's funds is reportable, the lawyer is bound by
lawyer-client privilege and cannot report to the FIA because the information was obtained by

the lawyer while representing his client on a criminal charge.

5.2.2 Information Obtained While Giving Advice

The FCA exempts lawyers from reporting to the FIA if the lawyer-client communication was to
enable him to provide advice to the client (S. 32(2)(a), FCA). The FCA does not define "advice,"
which would constitute privileged information, and there are no established AML guidelines
for lawyers in Malawi to provide clarification. Limiting the scope of advice is important because
advice could be mere advice or legal advice. For example, suppose that while processing the
purchase of real estate on behalf of his client, the client seeks advice on how to transfer the
purchased real estate to a public official discreetly. The client reveals that the real reason he
has been buying and selling real estate is to incentivise certain public officials. Whether this
communication is privileged information largely depends on the meaning of advice in the

context of lawyer-client privilege.

In some jurisdictions, courts have assisted in defining the meaning of legal advice in the
context of privileged information. In the case of Three Rivers District Council and Others v.
Bank of England, (2001 UKHL 16), the court of appeals defined legal advice as communication
between a lawyer and a client for the primary purpose of providing or receiving advice on legal
rights and liabilities and enforceable law. Communication of that purpose is also privileged
information. However, advice on presentational issues, on the other hand, is not protected
unless given in conjunction with advice on legal rights and liabilities (Three Rivers District
Council and Others v. Bank of England, [200] UKHL 16). Similarly, FATF gives an example of
privileged information as that which includes information obtained from a client in

determining the client's legal position or representing the client. Therefore, although Section
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32(2) of the FCA broadly states that information obtained by a lawyer when providing advice
is exempt from the reporting obligation, this does not necessarily mean that all
communication disguised as advice is protected. The courts in Malawi faced with an AML
reporting violation may interpret advice as strictly legal advice on legal rights and liabilities.
However, to avoid ambiguity about the scope of advice protected as privileged information,

an AML guideline for lawyers would help provide such clarifications.

5.3 Collaboration with the Law Society

One of the arguments against imposing AML reporting obligations on lawyers is that legal
professional ethics are sufficient to mitigate corruption risks in law firms because such ethics
keep lawyers from engaging in criminal activities. Whilst this could be true, the research
findings indicate that some lawyers were willing to advise how to conduct criminal activity.
For example, in the grey communication 4.1.2.3 above, where the businessman asked for
advice on conducting a bribery transaction, 18.2% of lawyers were willing to give the advice.
In these scenarios, the better option for lawyers would be to refrain from providing advice
that would facilitate crime. The FATF Interpretive Note to Recommendation 23 allows lawyers
to discourage their clients from engaging in illegal activities. According to FATF, this is not
considered tipping-off. For example, in the scenario described in grey communication 4.1.2.3,
the lawyer can advise the client that bribing a public official is a serious crime under Malawian

law. This advice would not be regarded as tipping-off.

Moreover, according to FATF Interpretive Note to Recommendation 23, countries may permit
lawyers to send their suspicious transactions reports to their appropriate self-regulatory
organisations, which would then cooperate with the FIU. A collaboration between the Malawi
Law Society and the FIA can also be beneficial when the lawyer is unsure on whether or not
the information is privileged. In such cases, the lawyer would report to the Malawi Law Society

rather than directly to the FIA.



Code of ethics for the legal profession can also specifically tackle issues of money laundering
and corruption. Even in the current status, the MLS Code of Ethics complements efforts against
corruption and money laundering. For example, Chapter 10 rule10 of the MLS Code of Ethics
provides that a lawyer must not carry out a client's instructions contrary to professional ethics
and must withdraw if the client persists in such instructions. Further, rule 11 states that a
lawyer may not advise or assist a client in committing a crime or fraud. Similarly, according
to the American lawyers' ethical obligations imposed under Model Rule of Professional
Conduct 1.2(d):

Lawyers must not advise or assist clients in engaging in criminal or fraudulent conduct.
However, a lawyer can discuss the legal consequences of any behaviour with a client
and can advise or help a client make a good faith attempt to establish the validity,
scope, significance or application of the law (Rule 1.2(d).

These provisions in codes of conduct for lawyers are consistent with FATF recommendations,
which allow lawyers to discourage clients from engaging in illegal activities. Although some
lawyer-client communication is exempt from the FCA reporting obligation, it does not mean
that the lawyer is authorised to engage in money laundering activities disguised as privileged
information. It is critical to include AML in legal professional ethics. Consider the following
scenario: A client charged with corruption wishes to incorporate a company to conceal the
funds. Since the lawyer obtained the information while representing the client, the information
is privileged and the lawyer is bound by lawyer-client privilege not to report to the FIA.
However, if the lawyer proceeds to incorporate the company for his client, his conduct would
be against his professional ethics. It would also be illegal because he would be actively
participating in money laundering. The takeaway point is that legal professional ethics are a
valuable supplement to the fight against money laundering rather than a shield for money

launderers.

5.4 AML Reporting Guidelines

In some jurisdictions, lawyers have clear guidelines that serve as a point of reference when

dealing with specific types of transactions. The guidelines provide the necessary clarity for
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lawyers to act per the legal obligations while upholding their professional ethics. For example,
the United Arab Emirates (UAE) AML guidelines for DNFBPs provide guidance and assistance
to supervised institutions that are DNFBPs to better understand the effective performance of
their statutory obligations under the UAE's AML legal and regulatory framework (AMLUAE,
2021). Similarly, in Mauritius, the Attorney General's Office, in collaboration with the Financial
Intelligence Unit of Mauritius, developed guidelines to prevent money laundering for lawyers
(Mauritius AG and FIA 2020). The Mauritian guidelines guide the scope of AML reporting
obligations for lawyers by elaborating on what it means to prepare for or carry out
transactions, among other things. The Mauritian guidelines also categorise the types of legal

professionals who are covered and the types of work that may necessitate their application.

The classification of legal professionals subject to AML reporting obligations is important
because lawyers work in various fields and organisations. While this study focused on lawyers
working in private law firms, another survey on lawyers working in other sectors could yield
different results. The FCA has not classified legal practitioners or other legal professionals
subject to the AML reporting obligation in Malawi. The FATF has defined lawyers, notaries,
other independent legal professionals as sole practitioners, partners or employed
professionals within professional firms (FATF 2021b, P.120). Legal practitioners do not refer
to in-house professionals working for companies, government organisations, or other
agencies that already have AML/CFT measures (FATF 2021b, p.120). In addition to lawyer
classification, Malawi's AML guidelines could help with: providing clarity for the scope of
privileged information; elaborating standards of suspicion; clarifying when a lawyer is liable
for money laundering; and harmonising AML obligations with legal professional ethics. The
FIA could collaborate with the Malawi Law Society and Attorney General's office in coming up

with these guidelines.
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5.5 Conclusion

This chapter has examined the research findings, specifically the survey results of the
hypothetical questions. It further suggested that having a clear scope of AML reporting
obligation, a clear definition of privileged information, collaboration with the law society, and
clear guidelines for lawyers can reduce the potential conflict between AML reporting obligation
and lawyer-client privilege. The chapter also discussed the scope of AML reporting obligations
under the FCA in light of the FATF Recommendations. In addition, it also explained that the
AML reporting obligation on lawyers applies where the lawyer is preparing for or carrying out
financial transactions specified in the FCA. Merely providing advice without acting on the
client's instructions falls outside the scope of the lawyers’ AML reporting obligation. According
to this analysis, grey communication is non-reportable because it falls outside the scope of
AML reporting obligations. Green communication is non-reportable because it contains
privileged information. Finally, red communication is reportable because it falls within the

scope of AML reporting obligation, in addition to the information not being privileged.

The chapter further discussed the meaning of privileged information and lawyer-client
privilege. It defined privileged information as information obtained by a lawyer to provide
legal advice about the client's legal position (the client’s legal rights and liabilities) or to
perform the task of defending or representing that client. The chapter further suggested that
legal professional ethics can complement the FCA in the fight against money laundering.
However, additional AML reporting guidelines for lawyers in Malawi would be beneficial as
these would assist lawyers in meeting their AML reporting obligations while maintaining their
legal professional duty to protect lawyer-client privilege. The following chapter discusses
another possible implication of imposing AML obligations on lawyers: the potential to reduce

corruption risks in law firms.
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CHAPTER SIX: MITIGATION OF CORRUPTION RISKS IN LAW FIRMS

6.0 Introduction

The study used a perception-based survey questionnaire to determine how lawyers view law
firms' corruption and money laundering risks. The research findings indicate that most
lawyers representing 68.1% of the participants believed that law firms in Malawi are not used
as channels to launder the proceeds of corruption. Further, 58.1% disagreed that most lawyers
in Malawi engage in corrupt practices. Although the majority seemed to disassociate lawyers
from engaging in corrupt practices, the general perception of participants regarding
corruption risks in law firms in the country indicates that 65.9% of the participants believed
that the risks are high . In addition, a clear majority of the lawyers representing 97.7% of the
partcipants believed that there is rampant corruption among public officials in Malawi . This
chapter discusses five ways of mitigating corruption risks in law firms: (1) AML reporting
obligations; (2) Anti-corruption compliance programmes; (3) prosecuting lawyers as

launderers; (4) collective action and; (5) supervising and monitoring law firms.

6.1 AML Reporting Obligations

The FCA, following FATF Recommendation 23, requires lawyers to report suspicious
transactions when they engage in certain financial transactions subject to legal professional
privilege, on behalf of or for a client. Arguably, reporting money laundering suspicious
transactions to the FIA has the potential to mitigate corruption risks in law firms in the
following ways: (1) it enhances detection of corruption; (2) it limits channels for laundering

the proceeds of corruption; and (3) it reduces lawyers’ participation in corrupt activities.



6.1.1 Enhanced detection of corruption

Increased accountability decreases corruption because as per the principal-agent theory,
corruption results from a cost-benefit analysis made by rational individuals who weigh the
benefits of corruption against the possibility of being caught (Klitgaard, 2012). If the benefits
of corruption are high and the possibility of getting caught is low, corrupt individuals will
likely engage in corrupt activities. Corrupt individuals use gatekeepers in corruption-related
laundering schemes to help them create complex legal structures and carry out transactions
without detection. For example, criminals use lawyers to launder the proceeds of corruption
through financial activities such as buying and selling property, setting up corporations and
other legal entities, opening bank accounts, creating trust funds, or managing clients' funds
(FATF, 2013). The idea behind lawyers as gatekeepers is to reduce the connection between
themselves and the corrupt proceeds for the corrupt individuals. However, reporting
suspicious transactions reveals the connection between the corrupt individual and the corrupt
proceeds, thereby, increasing the risk of being caught. Therefore, using the cost-benefit
analysis, the higher the chances of being caught, the lesser the individuals will be motivated

to participate in corrupt practices.

Although AML reporting obligations can reduce corruption, research findings reveal that there
is still a high level of corruption among public officials in Malawi. According to Transparency
International, one of the leading international organisations that use perception-based surveys
to measure corruption, corruption rank in Malawi increased to 129 in 2020 from 123 in 2019.
Confirming the Transparency International findings, the present study, with a sample size of
44 respondents comprising lawyers, found that 97.7% of the respondents believed that there
is rampant corruption among public officials in Malawi. Lawyers’ AML reporting obligation can
assist in reducing the high level of corruption in Malawi. However, a recent country evaluation
report shows that there has been only one suspicious transaction report from lawyers between
2014 and 2018. Interestingly, the survey answers to the hypothetical questions show that
31.8% of respondents were willing to report red communication which is a suspicious
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transaction. The research findings demonstrated some level of willingness on the part of
lawyers to report suspicious transactions. This finding could mean that AML reporting
obligations can effectively be used as a tool to combat corruption if lawyers have the proper

training, guidance and support in implementing their AML reporting obligations.

6.1.2 Limited channels for laundering proceeds of corruption

Reporting suspicious transactions has the potential to limit channels for laundering proceeds
of corruption. As discussed in chapter two, there is an interplay between money laundering
and corruption. For example, in money laundering, Politically Exposed Persons (PEPs), which
include people holding political office and other public officials, are ranked high risk because
of their propensity to launder the proceeds of crime, including corruption. The PEP status in
itself does not necessarily mean an individual is corrupt or incriminated in any corruption.
However, PEPs are susceptible to corruption and money laundering because they can exert
undue influence on decisions regarding business conduct by private sector parties or have
access to state accounts and funds (Wolfsberg group, 2017). FATF requires reporting
institutions to treat every transaction with a PEP as high risk by imploring enhanced ongoing
monitoring of such business relationships. This AML requirement means that public officials
have to craftily think of money laundering schemes that fall outside the AML reporting
obligation to prevent detection. Further, any person with the intent to launder proceeds of
corruption would have to use other channels to launder money that do not involve lawyers or
other reporting institutions. Although there are other possible money-laundering schemes
beyond the reach of AML reporting obligation, the reportable financial activities listed in the

FCA cover common methods used by money launderers to conceal illicit funds.

Money launderers faced with limited laundering channels may opt to bribe lawyers so that
they do not report to the FIA. As explained in chapter two, the interplay between corruption

and money laundering demonstrates that these two crimes can act as a catalyst for the other.
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Regulators can mitigate the corruption risk in AML reporting obligations by reducing the
discretionary power of lawyers in deciding what constitutes a suspicious transaction. The
Large Currency Transaction threshold provides a useful mandatory reporting requirement.
However, regulators can also reduce discretion by giving clear guidelines on what constitutes
a reportable suspicious transaction. Further, there is a need for cooperation of the anti-
corruption and anti-money laundering legal and compliance frameworks because they seek to

prevent closely related crimes.

The research findings further demonstrate the need for lawyers to be aware of various money
laundering typologies that do not involve public officials. The research found that in scenarios
not involving public officials, more lawyers were willing to give advice to a client or perform
suspicious transactions. For example, in a scenario where a businessman asked for legal
advice on how to transfer some of his real estates to his girlfriend without his wife's
knowledge and consent, 63.6% would give legal advice on discreetly transferring the real
estate. Moreover, in another scenario where the client was charged with corruption and
instructed the lawyer to incorporate a company on his behalf, 45% of the lawyers
participating in the survey opted to incorporate the company. The tricky part of these two
scenarios is that there was no hint of crime, and there was a hint of privileged

communication, respectively.

Money launderers can use subtle situations that are not obviously criminal to advance their
money laundering schemes. FATF's Typologies Report (2013) gives an example of where a
client, charged with drug trafficking, asked his lawyer to prepare a power of attorney to give
his girlfriend control of all of his assets, including the power to dispose of the assets. The
lawyer then prepared a deed of conveyance under which the girlfriend transferred all of the
property to the client’s brother and sister. This FATF case study was a money-laundering

scheme, although not involving a public official. Similarly, in the above two scenario questions,



the safer option for the lawyers was to decline to give advice and to decline to incorporate the

company.

6.1.3 Reduction of lawyer participation in corrupt activities

AML reporting obligations, including other AML requirements under the FCA, can reduce
lawyer participation in corrupt activities. According to S. 42 of the FCA, a person commits a
money laundering offense if he or she reasonably believes that any property is the result of a
predicate offence and assists another person in transferring or concealing the illicit origin of
the property. The provisions against aiding and abetting money laundering may hinder
lawyers from participating in a suspicious transaction. FATF report (2013) notes that lawyers
are vulnerable to money launderers because their access to legal expertise can make the
laundering process easier. Furthermore, a transaction done by a lawyer provides respect and
legitimacy for the activity, which attracts criminals to use lawyers (FATF, 2002; FATF, 2013).

Furthermore, criminals can abuse the lawyer-client privilege to pursue their criminal activities
through lawyers. However, the law provides that lawyers actively participating in money
laundering can be prosecuted for money laundering. AML laws can, therefore, demotivate

lawyers from carrying out suspicious transactions.

The research found that despite the money laundering offences under the FCA, some lawyers
were willing to advise a client or perform transactions that involved suspicious financial
activities. For example,11.4% of the respondents would open a trust fund for their client to
conceal corrupt proceeds; 18.2% would advise a business person on how to conduct a bribery
transaction. Another 18.2% would continue managing funds for a corrupt client, and 45.5%
would incorporate a company for their client charged with corruption. The research findings
show that the AML reporting obligations by themselves are not enough to deter lawyers from
participating in money laundering activities. The limitation of lawyer-client privilege and the
limited scope of AML reporting obligations necessitate complimentary measures to mitigate

corruption risks in law firms. Implementing an effective anti-corruption compliance
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programme can contribute to mitigating corruption risks in law firms.

6.1.4 Implementation of AML Compliance Programmes

Lawyers, as reporting institutions, have other AML obligations under the FCA, such as the
requirement to conduct Customer Due Diligence (CDD), record keeping, conducting training,
and having a compliance officer in place. According to S. 29 of the FCA, every reporting
institution shall pay particular attention to any complex, unusual or large transactions of no
apparent or visible economic or legal purpose. Further, every reporting institution shall
conduct ongoing due diligence to ensure that they meet the FCA obligations. For example,
reporting institutions should keep up-to-date records, data, or information collected under
the FCA's customer identification requirement. Contravening these AML obligations imposed

under the FCA is an offence punishable by a heavy fine or imprisonment.

Research findings found that 61.4 % of the respondents did not have a code of ethics in their
law firms; 75% had not had any training in anti-corruption in the last 12 months. In addition,
84.1% did not have anti-corruption compliance programmes, and 43.2% did not know foreign
bribery laws. This study proposes that law firms should implement anti-corruption compliance
programmes to supplement AML compliance programmes in order to mitigate corruption risks

in law firms effectively.

6.2  Anti-corruption Compliance Programmes in Law Firms

Law firms should implement anti-corruption compliance programmes to supplement the AML
legal framework. Anti-corruption compliance consists of those mechanisms that a company
undertakes to ensure compliance with legal requirements and internal policies and procedures

to prevent and detect corrupt practices by its employees and other representatives (OECD,
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2020). The programme's framework depends on the business activities, perceived risks, and
even the company's resources (OECD, 2020). The compliance programme can follow national
or foreign laws requirements (lvanov, 2018). Further, the design of the compliance
programme can follow international soft law standards such as ISO 37001 on anti-bribery
management systems; guidance from international organisations such as the Organisation for
Economic Co-operation and Development (OECD) (lvanov, 2018). Unlike the AML legal system
in Malawi, which makes it mandatory for reporting institutions to have an AML compliance
programme, the CPA does not make it compulsory for companies to have an anti-corruption
compliance programme. Moreover, as argued by lvanov (2018, p. 20), "[t]he "technical" part
of an anti-corruption compliance programme is very similar to corresponding parts of
AML/CFT compliance programmes.” Nonetheless, most compliance programmes include
policies that explicitly prohibit corruption, training, third party due diligence, whistleblowing

mechanisms, investigations, disciplinary actions and continued monitoring (OECD, 2020).

Having an anti-corruption compliance programme with a "tick in the box" approach would not
be effective in mitigating corruption risks in law firms. Instead, law firms should aim for a
culture of compliance. A culture of compliance refers to the shared belief within any given
organisation that legal compliance is important or legitimate in the light of other pressure and
objectives (Langevoort, 2017). For example, a value-based compliance programme can focus
on instilling high ethical standards in law firms. Even if the possibility of detection is low,
lawyers should still refrain from participating in money laundering or corrupt practices. As
Langevoort (2017) points out, some critics may perceive the idea of instilling values and ethics
to combat corruption as hopelessly naive. However, the idea behind a culture of compliance
is that lawyers should refrain from participating in criminal activities to comply with the law

and as a habit formation and sustainable corporate identity (Langevoort, 2017).

There are several guidelines for good practices or standards for compliance programs for
corruption, which identify elements of an effective compliance programme. The OECD's
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Compliance Good Practice guidance, for example, lists strong senior management
engagement, a clearly defined anti-corruption strategy, recorded training, and suitable
disciplinary procedures as parts of an effective compliance program (OECD, 201 8). In addition,
leaders in the organisations can take the value-based approach by setting the right tone. The
expression "tone at the top" is when leaders illustrate a strong culture of integrity and
behaviour (Ganintegrity, 2021). Leaders can set the right tone by, among others, establishing
a code of ethics; constantly communicating on the values of the company; being fair in
decision making; setting ethical examples in the workplace; ethically conducting their
personal lives; listening to employees; and disciplining employees who violate ethical
standards (Reilly et al., 2014). Therefore, owners of law firms or senior lawyers in a law firm
can exemplify a strong culture of integrity and ethical behaviour through their actions and

commitment to anti-corruption compliance.

6.3 AML and Anti-Corruption Compliance Incentives for Law Firms

Regulators may impose sanctions against legal firms that are actively involved in AML or
corruption, but they may also provide leniency programmes to those firms that have AML and
anti-corruption programmes. Some scholars have observed that lawyers are not a special class
of citizens that the regulators cannot prosecute them for money laundering (Weinstein, 1988).
However, when developing or applying laws that target lawyers as launderers, legal
professional ethics must be considered to avoid a potential conflict. For example, some
scholars have argued against the enforcement of laws on money laundering that prosecute
lawyers for receiving representation fees from tainted money (Weinstein, 1988). Similarly, in
Canada (Attorney General) v. Federation of Law Societies of Canada (2015] 1 S.C.R. 401), the
Supreme Court of Canada struck down money laundering laws that allowed officials from the
government to search law firms and seize records without an order. The court said the laws
turned lawyers into unwitting state agents who cannot even inform their clients if a public

agency is likely to see their confidential records. Drawing a lesson from the Canadian court,
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Malawian courts are also likely to protect the confidentiality of the communication between

the lawyers and their client.

The Government of Malawi, with the help of regulators such as the FIA and the ACB, can
establish a legal framework to incentivise lawyers to implement AML and anti-corruption
compliance programmes. For example, a statute that prompts law firms to genuinely comply
with the law and cooperate with the public authorities in return for complete exoneration or
reduced liability could be designed. The statute, for example, could take the form of
corporate liability defences, where regulators incentivise law firms to comply in order to

prevent sanctions rather than solely focusing on the sanctions for non-compliance.

6.4 Collective Action

The concept that different lawyers will employ their collective efforts to attain a shared
objective of fighting corruption is central to the idea of collective action as way to mitigate
corruption in law firms. Collective action is a collaborative and sustainable process of
interaction between stakeholders; it enhances the impact and credibility of individual actions,
and leads vulnerable individual actors into an alliance of similar organisations (Pieth, 2012).
Collective action can take the form of business coalitions that are subject to certification,
integrity pacts, anti-corruption declarations, and principle-based initiatives (World Bank
Group,2008). The degree of enforceability of common commitments characterises the form
of collective action (Aiolfi, 2017). However, all these approaches, demonstrate a cooperative

effort to combat corruption.

This study proposes that lawyers can mitigate corruption risks in law firms through collective
efforts. For example, the Kuleta Haki in DRC started as an experimental project to combat

corruption in the Criminal Justice System (CJS) (Barnard-Webster, 2018). The project received
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donor support for two years. The programme’s actors and its funders made a transition review
in 2017. After two years, the network continued its anti-corruption collective efforts, with
around 80 to 100 members, including attorneys, magistrates, police officers, clerks and

representatives of civil society (Barnard-Webster, 201 8).

Kuleta Haki's idea was that if ethical people in the CJS form close connections among
themselves, they will be more protected and empowered to act with ethics because they will
get support from the people inside the network. The Kuleta Haki served both providers and
consumers of the security and justice system; people that were not happy with the effects of
corruption on access to justice and quality (Barnard-Webster, 2018). These people, with their
common objective to fight corruption, strengthened the resistance to the systemic corruption
practices through their individual and collective efforts. During its 2-year trial phase, the
network found various forms and strategies to fight corruption. Collective efforts included:
'‘circumvention' (asking to be removed from a file), 'passive resistance' (refusing to engage
when others of their rank might be expected to act differently), 'active resistance' (saying no
to corruption) (Barnard-Webster, 2018). The Kuleta Haki provides a good example that even

the legal profession can join forces to fight corruption.

Lawyers in Malawi could enter into integrity pacts not to engage in corruption. With the help
of the MLS, lawyers can agree to an integrity pact to resist corruption demands when
confronted with them and work together to consider and eliminate the root causes of
corruption. The MLS and its members can eliminate corruption by raising awareness and
enforcing the MLS anti-corruption principles. In addition, MLS and its members can co-develop
and exchange best practices, partnering with civil society organisations, governments and
non-governmental organisations to address the root causes of corruption. Lawyers
participating in the initiative would benefit by having fair trade, fair competition, a level

playing field, in addition to their good reputation which would be good for business.
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6.5 Supervision and Monitoring of Law Firms

The Self-Regulatory Bodies (SRB) have a role in the supervision and monitoring of its members
(FATF, 2019). The FATF defines the SRB as an organisation representing a profession that
contributes to the regulation of qualified individuals to enter and practice in the profession.
SRB may exercise supervision or monitoring powers to implement regulations to guarantee
that persons who practice the profession respect high ethical and moral standards. For
example, the Malawi Law Society is an SRB in Malawi with the legislative authority under the
Legal Practitioners and Legal Education Act to oversee the professional behaviour of lawyers,
including law firms. MLS could play a role in mitigating corruption and money laundering risks
in law firms per the FATF guidelines through the supervision and monitoring of AML and anti-
corruption issues. For example, it could verify that lawyers underwent AML and anti-corruption
training before renewing their licenses. It could also implement the supervision in AML and
anti-corruption training by including AML and anti-corruption training in its existing
Continuing Professional Development (CPD) training programmes. Further, the society could
supervise and monitor the implementation of AML and anti-corruption compliance programme
in law firms. It could also assist its members in implementing effective anti-corruption
compliance programmes through on-site and off-site supervision, enforcement, guidance,

training and creating a network information exchange between the public and private sector.

The FCA’s AML regulations also cover self-regulatory bodies such as the Malawi Law Society.
Under S.38 of the FCA, a self-regulatory body shall ensure the effectiveness in monitoring and
compliance of obligations under the Act based on the risk sensitivity of the specified DNFB.
Further, SRB should ensure that its members comply with their obligations under this Act to
avoid the commission of offences. According to S. 38 of the FCA, the MLS must take all the
measures necessary to ensure that criminals or their accomplices are not professionally
accredited. The MLS is further required to ensure that criminals do not hold or have beneficial

ownership, significant interest, control, or managerial role (5.38, FCA). The MLS shall ensure
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that any Member who fails to comply with this Act has a suitable, appropriate and deterrent
punishment (S.38, FCA). This obligation on the self-requlatory body implies that the MLS
should take into account the AML compliance of its members when renewing licenses and

when registering and approving new law firms.

For example, the Law Society of Ireland is the educational, representative and regulatory
authority of lawyers in Ireland. The Society is also responsible for checking lawyers’
compliance with the anti-money laundering and anti-terrorist funding laws as per the Criminal
Justice (Money Laundering and Terrorist Financing) Act, 2010. The society also has legal duties
under the Solicitors Act. The Law Society of Ireland uses a risk-based system when choosing
firms for inspection in addition to conducting several random inspections. Further, CPD
Regulations 2015 (S.I. No. 480/2015) require firms to appoint an AML Compliance Partner.
The AML Compliance partner must do an annual minimum of three hours of regulatory
training, with at least 2 hours for AML compliance and accounting (FATF, 2019). Similarly,
Malawi can ensure that legal professionals are subject to adequate oversight through the
supervision performed by the MLS, which can take the role of ensuring that its members

comply with their obligations under the FCA.

6.6 Conclusion

This chapter has discussed five ways for mitigating corruption risks in law firms: AML
reporting obligations, anti-corruption compliance programmes, prosecuting lawyers as
launderers, collective action and supervising and monitoring law firms. The chapter
explained that AML reporting obligations could potentially mitigate corruption risks in law
firms, for example, by increasing detection of corruption; limiting money laundering
channels; discouraging lawyers from participating in illegal activities; and encouraging the

implementation of AML compliance programmes in law firms. However, according to the
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research findings, most respondents were not willing to report suspicious transactions, and
some lawyers were willing to participate in suspicious activities involving money laundering
or corruption. The chapter, therefore, proposed that, in addition to the AML reporting
obligations, law firms could mitigate corruption risks in law firms by implementing effective
anti-corruption compliance programmes. It further proposed a value-based anti-corruption
compliance programme where leaders in law firms demonstrate ethical values through their
actions. The chapter further suggested the establishment of a legal framework that would
incentivise law firms to comply with AML reporting obligations. Finally, it proposed that
collective action and supervision of law firms could contribute in mitigating corruption risks

in law firms.
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CHAPTER SEVEN: CONCLUSION AND RECOMMENDATIONS

7.0 Introduction

This study sought to find out the implications of applying AML reporting obligations on
lawyers as a tool to combat corruption in the context of lawyer-client privilege. The research
used a questionnaire survey and expert interviews to collect data. The research used
qualitative data analysis to analyse both qualitative and quantitative data. This chapter briefly
outlines the key conclusions of the research, provides recommendations and highlights areas

of future research.

7.1 Key Conclusions

The research design of this study comprised research questions and hypotheses that guided
the research. The main research question was ‘what are the implications of applying AML
reporting obligations on lawyers as a tool to combat corruption?” After conducting the
research, there were two key findings to the main research question: (1) AML reporting
obligations can potentially conflict with lawyer-client privilege and (2) AML reporting

obligations can potentially mitigate corruption risks in law firms.

7.1.1 Conflict with Lawyer-Client Privilege

AML reporting obligations can potentially conflict with lawyer-client privilege because there is
uncertainty among lawyers on which lawyer-client communication is considered privileged
information as per the FCA. In addition, reporting suspicious transactions does not fully
mitigate money laundering risks in law firms because lawyers can participate in the suspicious
transactions. The research provided four recommendations that the regulators can implement

in collaboration with the Malawi Law Society to reduce the potential conflict between lawyers'
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AML reporting obligation and the lawyer-client privilege.

(1) The first recommendation is that the FCA should have a clear scope of AML reporting
obligations so that lawyers are aware of the reportable and non-reportable lawyer-client
communication. The study categorised lawyer-client communications into three: green
communication, which is not reportable because lawyer-client privilege protects the
information from disclosure; grey communication that falls outside the scope of AML
reporting obligations; and finally, red communication which is reportable because it
falls under the AML reporting obligations, and has no lawyer-client privileged

information.

(2) The FCA should have a clear definition of privileged information. The study suggested
that the FCA's privileged information, defined under S.32 as ‘information
communicated to the legal practitioner in order for him to provide advice to the client’,
is too broad and can include advice on illegal conduct and can lead to abuse of lawyer-
client privilege. The study proposes that privileged information should include
information obtained by the lawyer in giving legal advice on the client's legal rights and
liabilities. Privileged information should also include information obtained by the

lawyer in the course of representing the client.

(3) The study proposes that the FIA should collaborate with the law society in enforcing
AML reporting obligations. This collaboration would be helpful because some situations
would fall outside the AML reporting obligations but within reach of the ethical
obligations of lawyers. Further, the lawyers' MLS Code of Ethics already imposes ethical
obligations on lawyers to refrain from assisting their clients through advice or conduct

from engaging in illegal activities.



(4) It proposes that the AML regulators, in collaboration with the Malawi Law Society and
the Attorney General's Office, should develop lawyers' AML reporting guidelines. The
guidelines should clarify the scope of lawyers' AML reporting obligation to encourage

lawyers to meet their obligations while upholding their legal professional ethics.

7.1.2 Mitigation of Corruption Risks in Law Firms

The study proposes the following five ways of mitigating corruption risks in law firms: (1) AML
reporting obligations, (2) anti-corruption compliance programmes, (3) incentivising lawyers to
comply to prevent prosecution, (4) collective action, and (5) supervision and monitoring. Below

is a summary of the five ways of mitigating risk:

(1) AML reporting obligations can potentially mitigate corruption risks in law firms by
increasing detection of corruption, limiting money laundering channels, discouraging
lawyers from participating in illegal activities, and encouraging the implementation

of AML compliance programmes in law firms.

(2) Law firms can mitigate corruption risks in law firms by implementing effective anti-
corruption compliance programmes. The study proposes a value-based anti-
corruption compliance programme where leaders in law firms demonstrate ethical

values through their actions.

(3) The study further proposes a legal framework that would incentivise lawyers to
implement AML and anti-corruption compliance programmes to prevent liabilities for
non-compliance. The Government of Malawi can design a statute that prompts law
firms to genuinely comply with the law and cooperate with the public authorities
whilst taking into account the legal professional ethics. The statute could take the

form of corporate liability defences where companies including law firms are
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7.2

incentivised to comply rather than solely focusing on sanctions for non-compliance.

The thesis proposes that the MLS together with its members could form a collective
action initiative. The initiative can be in the form of integrity pacts where members
agree to use concerted efforts to counter corruption. The study further proposes that
the initiative could collaborate with the civil society organisations, the government and

non-governmental organisation to address corruption from its roots.

It also proposes that the MLS should implement the AML supervision and monitoring

as per the FCA. For example, MLS should take into account AML Compliance when

renewing practicing licenses for lawyers or when registering new law firms.

Proposed Guidelines for Lawyers’ AML Reporting Obligations

The study proposes that the FIA in collaboration with the MLS and the Attorney General’s

office should develop guidelines for AML reporting obligations for lawyers. The guidelines

could do the following:

Define the scope of AML reporting obligation by: t offering the meaning of prepare for
and carry out, in the context of reportable communications.

Define the types of legal practitioners who are required to report. For example, in-
house lawyers working in AML reporting institutions may not be required to report
because their institution is already required to do so.

Define what constitutes privileged information in green communication.

Clarify the individual liability of lawyers in money laundering activities by,for instance,
using hypothetical scenarios to demonstrate when a lawyer is liable for actively

participating in money laundering.



e Refer to the MLS Code of Ethics and incorporate ethical considerations such as clarifying
that legal advice for lawyer-client privilege shall not consist of aiding a client to engage

in illegal activities.

e Clarify the standard of suspicion; whether a lawyer reasonably suspects a transaction
in connection to money laundering activity on the standard of a reasonable lawyer, or

the reasonableness of the individual lawyer in question.

7.3  Proposed Future Research

This study focused on lawyers working in law firms. It is unknown whether the questionnaire
survey responses would have been different if the respondents included lawyers working in
other sectors. Therefore, future research can assess the perception of lawyers in different
sectors on corruption and money laundering issues. Furthermore, this research did take a
deep dive to find out the implications of generally applying AML reporting obligations on all
lawyers, including in-house lawyers. Future research can determine the implications of
imposing individual AML reporting obligations on in-house lawyers of non-reporting

institutions.

7.4 Conclusion

This chapter has provided the conclusion to the thesis by outlining the key conclusions,
recommendations and proposed future research. The chapter explained that the research
found two main implications for applying AML reporting obligations on lawyers. First, AML
reporting obligations can potentially conflict with lawyer-client privilege if the scope of
reporting obligation and privileged information are not well defined. Secondly, AML reporting
obligations can potentially mitigate corruption risks in law firms if lawyers are given proper

training, support and guidance of their reporting obligation. The chapter suggested that
5



having a clear scope of AML reporting obligations, a clear definition of privileged information,
collaboration with the law society, and clear guidelines for lawyers can reduce the potential
conflict between AML reporting obligation and lawyer-client privilege. It further highlighted
five ways of mitigating corruption risks in law firms namely implementing AML reporting
obligations, anti-corruption compliance programmes, compliance incentives for law firms,
collective action and supervising and monitoring law firms. The chapter outlined various
proposals that were made in the paper including the proposal that the FIA, in collaboration
with the MLS and the Attorney General office, should develop AML guidelines for lawyers. The
guidelines would help lawyers meet their AML reporting obligations while upholding their

legal professional ethics.



Appendix 1: Interview Consent form

TO TELL OR NOT TO TELL: APPLYING ANTI-MONEY LAUNDERING REPORTING OBLIGATIONS ON
LAWYERS AS A TOOL TO COMBAT CORRUPTION

By Salome Chapeyama | +265999648083| schap3@yahoo.com
A. PURPOSE AND BACKGROUND

Thank you for taking part in this research. This interview is part of academic research for the
International Master of Anti-Corruption Compliance and Collective Action (IMACC) thesis at the
International Anti-Corruption Academy (IACA). The study is conducted for academic research purposes,
with the goal of exploring the implications of applying anti-money laundering reporting obligations on
lawyers as a tool to combat corruption in light of the lawyer-client privilege.

B. CONFIDENTIALITY

The thesis will use codes in replacement of individual names. Only research personnel and only those
with an essential need to see names or other identifying information will have access to the
identification documents. No individual names will be used in the thesis or in any publications resulting
from this study.

C. VOLUNTARY PARTICIPATION

Your decision whether or not to participate in this study is entirely voluntary. If you choose not to
participate in this study, you can withdraw your consent and discontinue participation at any time
without prejudice.

D. QUESTIONS

If you have any questions about the study, please contact Salome Chapeyama by calling
+265999648083 or email schap3@yahoo.com.

E: CONSENT

You have decided to participate in this after reading all the information and you have understood the
information in this form. You are at liberty to seek further clarifications and the right to request a copy
for this form for you to keep.

Name:

Signature:

Date:




Appendix 2: Questionnaire

Survey: Lawyers' AML Reporting Obligations vis-a-vis lawyer-client privileges

Thank you for taking part in this research. This survey is part of academic research for the
International Master of Anti-Corruption Compliance and Collective Action (IMACC) thesis at the
International Anti-Corruption Academy (IACA). The study is conducted for research purposes, with
the goal of exploring the implications of applying anti-money laundering reporting obligations on
lawyers as a tool to combat corruption in light of the lawyer-client privilege. The survey takes about
10 minutes to fill in. Should you have any questions you may contact the researcher Salome
Chapeyama through her email, schap3@yahoo.com or on her mobile number +265999648083.

THE ONLY CORRECT ANSWER TO THE QUESTIONS IS YOUR HONEST OPINION.

PART |: TO TELL OR NOT TO TELL

Check the option(s) most applicable to you. You can choose more than one option.

1. A business man asks you for legal advice on how he can transfer some of his real estate to

his girlfriend without his wife’s knowledge and consent. You are likely to:

O Give him the advice and bill him accordingly.
o Decline to give legal advice because you consider the transaction to be unethical.
O Decline to give legal advice because you consider the transaction to be illegal.
o Report to FIA as a suspicious transaction.
2. A businessman asks you for advice on how to purchase real estate on behalf of a public

official without his name being associated with the transaction. He tells you his intention to

incentivise the official to award him a government project. You are likely to:

O Give him the advice and bill him accordingly.
O Decline to give advice because you consider the intended transaction
unethical.
o Decline to give advice because you consider the intended transaction to be illegal.
o Report to FIA as a suspicious transaction.
3. A public official instructs you to create a trust fund on his behalf because he has heard that

the president is after those who mismanaged the government Covid-19 funds. He tells you

in confidence that he indeed took the COVID-19 funds for his personal use. You are likely to:

0O00o0o

Open the trust fund and bill him accordingly.

Decline to give advice because you consider the intended transaction unethical.
Decline to give advice because you consider the intended transaction to be illegal.
Report to FIA as a suspicious transaction.



4. A public official tells you that he started his business after receiving huge sums of money
from a businessman whom he awarded a contract. He is worried about the seizure of his
assets because all he hears these days is anti-corruption. He wants legal advice on his

potential legal rights and liabilities. You are likely to:

O Give him the advice and bill him accordingly.
O Decline to give advice because you consider his transactions unethical.
o Decline to give advice because you consider his transactions to be illegal.
o Report to FIA as a suspicious transaction.
5. You have been managing your client’s funds for years. Lately you have noticed that he has

been transferring huge sums of money to a particular public official. Upon your inquiry he

tells you, “Make him happy! It’s the only way | win the tenders “. You are likely to:

O Continue managing his funds and billing him accordingly.
O Stop managing his funds because you consider the transactions to be unethical.
O Stop managing his funds because you consider the transactions to be illegal.
o Report to FIA as a suspicious transaction.
6. A public official has been charged with corruption. He tells you in confidence all his corrupt

activities and seeks your legal representation. You are likely to:

O Give him the legal representation and bill him accordingly.
O Decline to give legal representation because you consider his transactions
to be unethical.
O Decline to give advice because you consider his transactions to be illegal.
o report to the FIA as a suspicious transaction.
7. Your client who has been charged with corruption instructs you to incorporate a company on

his behalf. You are likely to:

| Incorporate the company and bill him accordingly.

O Decline to incorporate the company because you consider this transaction
to be unethical.

O Decline to incorporate the company because you consider this transaction
to be illegal.

o Report to the FIA as a suspicious transaction.

PART II: SPEAKING OUT THE “C” WORD

“I was then told that there was one word | could not use, which was the ‘C’ word, the ‘C’ word
being ‘corruption’. James Wolfensohn, 9th President of the World Bank Group; 1995-2005.

Choose only one option most applicable to you.

1. On a scale of 1 to 5 how would you rate your knowledge on foreign bribery laws such as the
Foreign Corrupt Practices Act (FCPA) and the UK Bribery Act?



No knowledge () (o (O (o (o Very good knowledge

2. Lawyers should not be made to report money laundering suspicious transactions because it

conflicts with lawyer-client privilege.
o Agree

o Strongly agree

o Disagree

o Strongly disagree

3. Law firms in Malawi are used by corrupt officials as channels to launder proceeds of

corruption.

o Agree

o Strongly agree

o Disagree

o Strongly disagree

4. There is high corruption risk in Law firms in Malawi.
o Agree
o Strongly agree
o Disagree
o Strongly disagree

5. Most lawyers in Malawi engage in corrupt practices.
o Agree
o Strongly agree
o Disagree
o Strongly disagree

6. There is rampant corruption among public officials in Malawi.
Agree

o Strongly agree

o Disagree

o Strongly disagree

O

PART Ill: ANTI-CORRUPTION COMPLIANCE PROGRAMME

Choose either yes or no.

1. Does your law firm have its own code of ethics?
o Yes
o No

2. Have you had an anti-corruption training in the past 12 months?
o Yes
o No



3. Does your law firm have an anti-corruption compliance programme?

o Yes
o No
Other:

PART IV: A LITTLE ABOUT YOU.

This survey is completely confidential. The information gathered in this section is solely for
research purposes. There will be no need to provide a name.

1. Your age
Below 25
25-35
36-45
46-55
Above 55

O O O O O

2. Years of practice
Below 5 years
5-10 years
11-15 years
16-20 years
Above 20 years

O O O O O

3. Gender
o Male
o Female
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