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Abstract

Corporate corruption is a significant phenomenon that is constantly increasing.
Multinational corporations face increasing pressure by regulators in multiple
jurisdictions and are often required to comply with conflicting domestic laws and
regulations. Many companies seek to proactively identify suspicious behaviour via
data analytics, and lately, some have been considering adopting Al-based tools for
anti-corruption purposes. Yet, a sound empirical analysis of the benefits and
challenges of such tools in the corporate context is still lacking. This research
explores whether — and, if so, to what extent — within a bottom-up approach, Al-
based tools are effective in detecting (and preventing) bribe-giving and taking in
corporate contexts, and what would be the main risks and challenges related to such
a use of Al. Methodologically, this thesis relies on mixed methods of research and
draws both on primary and secondary data, gathered mainly through self-completion
questionnaires and expert interviews. The collected data have been analyzed under a
conceptual framework that considers Al as an electronic agent-instrumentality of the
company’s shareholders also for anti-corruption purposes. Findings suggest that the
motivations for companies to adopt (or not) Al tools for preventing or detecting
bribery are various. The results of this research supports the idea that the recourse
to Al models for anti-corruption compliance is not viable for all organizations, being
it opportune to employ such tools only after careful consideration of a dedicated
business case. Finally, evidence suggests that the ethical, legal, and additional risks
and challenges that the Al poses in this context should be of primary concern, and
duly considered through the various steps of the Al lifecycle.

Keywords Corporate Corruption - Anti-Corruption - Artificial Intelligence - Machine

Learning - Bribes
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Glossary

Agency

Al

Algorithm

Big Data

Blockchain

Class

Imbalance

Corporate

Corruption

Corruption

Contract under which a principal delegates the performance of
some activities on his/her behalf to an agent.

Learning algorithms that can perform functions for which human
intelligence  would be required, having the following
characteristics: i) a certain autonomy; ii) ‘artificial’ nature; jii) the
capacity to receive data, to have an effect on the surroundings,
and to chase specific objectives.

Set of instructions aimed at computers on how to manage,
process, and transform data.

Data sources having at least one of the following characteristics:
big volume, high speed velocity, variety of sources, and
truthfulness.

Form of distribute ledger technology that allows not to store
centrally a list of transactions, but instead saves them on each part
of a blockchain network (node).

Situation in which the Al algorithm, over two classes of data (one
significantly more numerous than the other) tend to focus on the
first one, leading to inaccurate results.

Corruption (see definition below) when committed in a business
context.

Act in which a party intentionally abuses entrusted power for
private gain by offering, promising, or giving any undue pecuniary
or other advantage, whether directly or through intermediaries, to
a foreign public official, for that official or for a third party, in order

that the official act or refrain from acting in relation to the



Data Noise

Deep Learning

False Negative

False Positive

ML

Natural
Language
Processing
Neural
Network

Overfitting

Random Forest

Red Flags

performance of official duties, in order to obtain or retain business
or other improper advantage in the conduct of international
business.

Presence of meaningless information in the data used by the Al.
Subtype of ML that uses artificial neural networks to structure Al
algorithms.

Result in which the Al-based tool mistakenly identifies a
component of the ‘negative’ cluster.

Result in which the Al-based tool erroneously identifies a
component of the ‘positive’ cluster.

Computational method that ‘learns’ from information and
experiences without having been specifically programed for/with
them, usable also to make predictions.

Category of ML that comprehends different computational
techniques employed to review and process language and texts in
a way similar to humans.

Net of interlinked nodes, organized such as neurons in the human
brain.

Situation in which the Al algorithm is incapable of improving after
a certain point.

Type of ML algorithm that integrates the results of different
decision trees in a unique output.

Indicators of a possible corrupt behaviour, including, for instance,
the involvement of a high-risk jurisdiction and/or of a public

official, the high value of a transaction, etc.

Xl



Rule-Based

Programing

True Negative

True Positive

Underfitting

Computer system that is programed by humans to review large
amounts of data and then get to a solution based on pre-
established rules.

Result in which the Al-based tool correctly identifies a component
of the ‘negative’ cluster.

Result in which the Al-based tool correctly identifies a component
of the ‘positive’ cluster.

Situation in which the Al cannot reflect the variability of the data.
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1. Introduction’

1.1 Overview of Chapter 1

The present chapter introduces the thesis. After indicating the structure of the
research, it provides an overview of the topics being discussed, explains the rationale
of the study, and outlines the research questions/sub-questions and the related

working hypotheses that the thesis is aimed at addressing.

1.2. The structure of the thesis

The present thesis is composed of five themed chapters, including this introductory

chapter.

The first chapter introduces the present research, its rationale and objectives, and

outlines the research questions/sub-questions and the working hypotheses.

Chapter 2 begins by examining relevant academic literature on the effectiveness of
Al-based tools in identifying instances of the giving and taking of bribes in the private
sector (hereinafter, the “Anti-Corruption Purposes”). It then goes on to review some
of the major scholarly debates on the reasons motivating companies to adopt Al tools
for Anti-Corruption Purposes and the viability of such tools. Finally, it concludes with
a discussion of the literature on the main shortcomings and challenges deriving from

the recourse to Al-based tools in identifying corruption in corporations.

' The expression “Intelligent compliance” employed in the title is drawn from Maia (2021, p.
3).



The third chapter is concerned with the methodology used for this study. Ethical
considerations as well as challenges and limitations of the research are also

illustrated.

The fourth chapter presents the findings of the research, focusing on the key themes
that emerged in both surveys and interviews, namely the effectiveness of Al-based
tools when used for Anti-Corruption Purposes, the key steps leading to the adoption

of those tools, and the challenges deriving from the latter.

The final chapter draws upon the entire thesis, tying up the various theoretical and
empirical strands to present the findings of the work. It also includes a discussion of

the implication of the findings to future research into this area.

1.3 The rationale of this thesis: the “corporate corruption” issue

“Men had mechanised justice. They drew the judgments by lot. Clic, clac! What gushed
from the metal lips were immunities and months in prison, guardianships of children
and divorces, disqualifications and bankruptcies, fines and human lives.” This is how
Charpentier (2015) describes his imaginative justice by lottery, in a dystopic world

where human judges do not exist anymore.

Even without going that far, Artificial Intelligence (“Al”) has changed our lives in many
ways, being it employed for analyzing data and for making predictions; using different
techniques to, among others, back trace past solutions; identify patterns; and/or

generate content (Khan and Hanna, 2023; Kaminski, 2023).

Whilst Al is the catch-all common term for algorithmic, autonomous, and semi-

automated machine systems, the present research will have a narrower focus, mainly



concentrating on machine learning (“ML”), a computational method that ‘learns’ from
information and experiences without having been specifically programed for/with

them, usable also to make predictions (Mohri, et al., 2018).

Many are already the practical applications of Al in criminal law, including applying
interim measures even before the start of criminal trials, analyzing video and images
to identify suspects, reviewing gunshot pattern signatures, and even predicting

crimes (Canzio, 2021; Basile, 2019; Gialuz, 2019; Rigano, 2018).

In terms of proactive uses, or assisting with compliance with laws and regulations,
the applications of Al have been many and continue to grow. Among others,
companies are starting to consider employing Al to replace existing fraud analytics

tools and software and so advance their anti-corruption efforts.

The reasons for this are not difficult to imagine. Corruption, a very ancient,?
“multifaceted” (Andersson, 2016, p. 2), and context-specific (Mason, 2021; Belfiori,
2022b; 2022c) phenomenon, has been recognized to have direct economic costs
amounting to approximately 2% of the global gross GDP (Lagarde, 2016). Corruption
negatively impacts growth and development, hinders investments, and nurtures
inequality and the lack of trust in governments (Lagarde, 2016; Belfiori, 2022b;

20220).

The phenomenon is no less serious when corruption is committed in a business

context (“corporate corruption”), particularly in multinational corporations (“MNEs”).

The data collected by Ortiz-Ospina and Roser (2019) show how the percentage of
corporations experiencing at least one request for paying bribes significantly

increased in the last years.

2 Corruption has appeared as early as the fourth century BC within the Lagash community
(Mason, 2021).



Certain countries, such as Angola, Madagascar, Ethiopia, Malawi, and Afghanistan,
experienced an absolute change in the percentage of bribery incidence above ten
points (Ortiz-Ospina and Roser, 2019). In Sierra Leone, the bribery incidence in firms
more than doubled between 2009 (18.10%) and 2017 (46.10%), while in Montenegro,
the percentage of firms experiencing bribery skyrocketed from 3.30% in 2009 to
21.40% in 2019 (Ortiz-Ospina and Roser, 2019). In nations such as Liberia, Syria,
Cambodia, Yemen, Guinea, Kyrgyzstan, Congo, and Angola, at least one company out
of two was requested one bribe within six transactions related to access to utilities,

permits/licenses, and taxes (Ortiz-Ospina and Roser, 2019).

Corporate corruption is certainly not an exclusive prerogative of developing countries.
In the UK, one in twenty corporations has been involved in corruption in the last three
years, with more than two thirds of businesses having experienced more than one
corruption episode, for a yearly overall cost of at least 1 million pounds (UK Home

Office, 2020).

In the US, over the last year, two of the main US enforcement authorities in the
anticorruption space, i.e. the Department of Justice (“DOJ”) and the Securities and
Exchange Commission (“SEC”), resolved ten corporate cases pursuant to the Foreign
Corrupt Practices Act® (“FCPA”) with corporate penalties amounting to almost 1.70
billion dollars (Shearman and Sterling, 2023). The SEC alone, in 2023, increased its
enforcement actions by 9% and ordered financial penalties of 4.2 billion dollars,
approximately three times higher with respect to 2022 (Akin Gump, 2023). The FCPA

is often enforced outside of the US, involving US publicly traded companies from Latin

3 Foreign Corrupt Practices Act of 1977, 15 U.S.C. § 78dd-1, et seq.



America, Africa, and Asia, including those from Venezuela, Brazil, Mexico, Nigeria,

Congo, Egypt, Vietnam, Turkey, India, and China (Shearman and Sterling, 2023).

In 2022, European enforcement authorities resolved many anti-corruption
enforcement actions, not only in the UK — where the fine of 280 million pounds
against a mining MNE was the largest ever imposed in UK corporate criminal law —
but also in France, Switzerland, Germany, and at the wider European Union level,
where the European Public Prosecutor’s Office opened almost 600 investigations,
some of which are related to corruption and fraud against the EU financial interests

(Sharp, 2023; Covington, 2023).

In such context, it is even more important for companies to identify bribery
occurrences in a timely manner, as self-reporting under many domestic anti-bribery
regimes can significantly reduce fines and penalties. Yet, for various reasons many
companies of all sizes continue to struggle to identify evidence of non-compliant or

suspicious acts related to bribery and corruption occurring within their organization.

MNEs, due to their operations worldwide, are required to comply with different local
and international regimes of laws and regulations: first and foremost, with local anti-
bribery laws — forty-six in the world (Donohue, 2022) — which may have an
extraterritorial reach and thus apply over state borders, such as in the case of the

FCPA and the UK’s Bribery Act* (“UKBA”).

Even if a company does not operate in all of the jurisdictions in which there is
legislation that prohibits private-to-public bribery, this still represents only a fraction
of the laws and regulations with which an MNE must comply. Securities laws, anti-
money laundering, sanctions and data protection requirements, contractual

provisions, and government contracting regulations are but a few of the myriad of

* Bribery Act 2010 (c.23).



laws the average MNE must comply with, and those entities that are publicly traded

must contend with even stricter regulatory requirements.®

In this context, companies are called upon to adopt adequate compliance programs
to properly manage a multiplicity of risks and compliance with laws and regulations®
(DQJ, 2023; Benjet and Kurtz, 2022), but complying is not always easy. Maintaining
operations and subsidiaries worldwide may significantly complicate companies’
abilities to conduct a comprehensive bribery risk assessment and, ultimately, to
detect and prevent corporate corruption. Compliance is still (too often) perceived as
an unbearable cost, and the temptation to adopt a mere paper program may well

result in the inadequate management of corruption risks.

Inadequate resources attuned to managing risks and keeping a company in
compliance may result in identification of non-compliance or corrupt acts when it is
‘too late,” resulting in consequences that are potentially quite serious: substantial
pecuniary penalties, losses of permits and contracts, reputational damage, and
corporate criminal liability, that may even put the existence of the company at risk

(Teichmann, 2017).

It is no surprise then that many MNEs have decided to adopt software for anomaly
detection, anti-fraud, and compliance over the last two decades. Incorporating data
analytics in corporate compliance programs has been encouraged to monitor
compliance with internal controls, identify fraud patterns, and detect possible

irregularities (Macmillan and Hall, 2023). Risk scoring techniques have been employed

> Publicly traded companies face even stricter regulatory requirements, such as those MNEs
traded in the US, subject to the financial record keeping requirements mandated by the U.S.
SOX Act.

® These can include obligations to demonstrate, among others, endorsement of compliance by
senior management, the adoption of an anticorruption policy and of a code of conduct,
adequate autonomy and resources for the corporate compliance and legal departments,
systematic performance of risk assessment and due diligence activities, as well as training and
continuous monitoring requirements (DQJ, 2023; Benjet and Kurtz, 2022).



within risk assessments, whereas network analytics have been used to identify
connections between data and identify hidden relationships between individuals

and/or companies (Macmillan and Hall, 2023).

In the context in which compliance hurdles are becoming more and more challenging
and reporting and compliance requirements are multiplying, detection automation via
data analytics can reduce the costs related to such activities and organize and process

significant quantities of data uniformly (Bamberger, 2010).

Mere data analytics does not seem to be sufficient, though. A 2021-2022 Risk Report
by Kroll revealed that most of the respondent organizations (86%) are currently
employing data analytics to spot bribery cases, and still, almost half of them (46%)
have lamented a lack of visibility into third parties with whom they conduct business

(Kroll, 2022).

Taken together, these results suggest that data analytics may simply not be enough,
and that more refined types of algorithms may be needed. Replacing current software
with ML-driven analysis may represent a possible improvement at least in two
respects: ML has autonomous learning capabilities, meaning that it learns as it carries
out its activities and continuously improves in its bribery detection capacity (Kobis, et
al., 2022). Simpler forms of data analytics may be useful to identify schemes and
patterns in data retrospectively; ML and neural networks may be more suitable to a

predictive analysis of bribery risks (Zwiebel, 2020a; Rusch, 2021).

Additional pressures on companies to equip themselves with Al may derive from the
fact that even the regulators are making recourse to it to identify misconduct, such
as what the SEC is doing to identify possible malpractices committed by investment

managers (Daniels, et al., 2018).



Certain MNEs — including a primary international brewing company and a tech giant
(Rusch, 2021) — have already started to employ ML to manage high-risk transactions
and contractual parties, sometimes in an integrated compliance perspective aimed at
mitigating additional compliance risks, such as AML, conflict of interest issues, and

antitrust (Rusch, 2021).

In one case, an MNE active in the real estate sector decided to employ an Al-based
tool to detect possible instances of bribery in its supply chain: among the documents
reviewed by the Al, 561 were flagged as relevant, twenty-five of which included
evidence of bribery red flags such as falsification of project costs, irregularities in
gifts and entertainment expenses, and misuse of corporate money (DLA Piper, 2023).
Such a review took nearly seventy hours to complete, substantially faster if compared
to the approximately 9500 hours that would have been needed for an ‘ordinary’

human-led forensic review (DLA Piper, 2023).

Given that a sound empirical analysis on the potential and pitfalls of using Al in anti-
corruption compliance is lacking, the ultimate goal of the present research is
examining whether — and, if so, to what extent — Al-based tools are effective in
detecting and fighting corporate corruption, and what would be the main risks and

challenges related to such a use of Al.

1.4 Existing gaps in literature and research motivations

Too little attention has been devoted by scholars to the potential benefits and pitfalls

of employing Al to fight corporate corruption.

Kobis, et al. (2021) suggest that the improvement of Al may represent a new weapon

against corruption, and Petheram and Asare (2018, p. 1) even describe Al as “the next

8



frontier in anti-corruption.” In the face of such enthusiasm, however, other authors
caution that the actual use of Al for Anti-Corruption Purposes “is still in its infancy”

(Kobis, et al., 2022, p. 12).

The relationship between Al and corruption has been more extensively dealt with in
gray literature and non-academic sources (ProZorro, 2023; Open Knowledge Brazil,
2023; Tafara, 2020; Aarvik, 2019). Further, the predominant focus on Al uses to
combat corruption have been on top-down anti-corruption initiatives adopted by and

for the public sector.

With respect to the private sector, except for the work conducted by a few authors
(Zwiebel, 2021; 2020a; 2020b; Rusch, 2021; Morra, et al., 2020; Daniels, et al., 2018),
previous research has primarily concentrated on the effectiveness of Al-based tools in
identifying fraud patterns (Hilal, et al., 2022; Achakzai and Juan, 2022; Pourhabibi, et
al., 2020) and the application of Al in managing financial and other corporate risks

(Murugan, et al., 2023; Liu, et al., 2022; Blicker, et al., 2022).

Some attempts have been made to investigate the potential of Al-based tools within
internal investigations (Gebauer and Yormark, 2018; Sidoti and Diaz, 2017), even
though most of this literature is non-academic in nature and does not provide

empirical evidence of the effectiveness of such use of Al.

Such a knowledge gap leaves corporations that may want to employ Al solutions to
tackle bribes paying with no clear evidence of its efficacy. Due to the insufficiency of
existing empirical findings, this study is aimed at contributing with additional
scientific evidence. This research presents at least two innovative traits if compared

to existing literature.

Odilla (2023) and Kobis, et al. (2022; 2021) distinguish between top-down and

bottom-up approaches in the use of Al against corruption, and argue that, while top-



down initiatives managed by governments may also result in a form of control of the
population, bottom-up approaches may actually have the potential to “flip the script”
(Kobis, et al., 2022, p. 7) and advance the anti-corruption efforts of civil society and
citizens. However, whilst some research has been carried out on bottom-up initiatives
adopted in the public sphere, there is very little scientific evidence of whether, and if
so, how, such approaches could assist in the fight against corruption in the private

sector.

Although some studies have investigated the impact of Al-based tools in the fight
against fraud in the private sector (Hilal, et al., 2022; Olszewski, 2014; Sharma and
Panigrahi, 2012), far too little attention has been paid to Al-based tools being used
for the purposes of identifying the giving and taking of bribes. Consequently, the

present research will critically focus on corporate corruption.

It is envisioned that the ML tool subject to this thesis will review possible bribes paid
to public officials and to private parties to gain other business advantages such as
winning contracts across all accounts and including subsidiaries. This research
purposely excludes from the scope of this review: i) fraud, considering that in some
countries fraud is not deemed as a crime against the Public Administration and is
rather regarded as a criminal offence against property (Fiandaca and Musco, 2007);
ii) lobbying payments; iii) charitable and political contributions, considering that they

are legal in some jurisdictions; and iv) conflicts of interests.

Apart from the intention to fill a gap in the literature, the present research topic was
chosen also by virtue of its actual relevance, being it is currently much debated, and
because of the personal interest/experience of the author, who was selected to be
directly involved in the training and development of an Al-based tool aimed at

detecting bribery and corruption risks in business.

10



1.5 Conceptual framework

1.5.1. Corruption’

Corruption is perhaps one of the most elusive concepts to define, given the various
forms in which it can manifest itself, the many different contexts in which the corrupt
act may take place, and the relevance of cultural, socio-political, and legal factors in

our perception of this phenomenon (Ross and Somos, 2022; Liu, 2016).

One of the most popular definitions of corruption was proposed by TI, describing it
as “the abuse of entrusted power for private gain” (TI, 2021; Belfiori, 2022c). TI's
definition comports with that of the World Bank’s, who defined, in 1997, corruption

as the "use of public office for private gain" (World Bank, 1997).

The OECD, the Council of Europe, and the UN Conventions do not specifically define
“corruption.” Instead, they establish the offences for a range of corrupt behaviour
(OECD, 2007). However, the OECD does reference the definition employed by the
UNODC (2019), the arm of the United Nations tasked with addressing crimes including
corruption, observing it to be one that is “frequently used” in “policy development and
awareness-raising, as well as for elaborating anti-corruption strategies, action plans

and corruption prevention measures” (OECD, 2007, p. 19). The UNODC’s larger

7 As allowed by the IACA Academic Handbook, par. 4, part of the present paragraph
“Corruption” has been derived from the “The Transparency’s definition of corruption: a critical
evaluation” section of an earlier assignment of the author, namely: Belfiori, O., 2022c. Defining
and measuring corruption: using lItaly as an anti-corruption ‘testing ground’. M1-Course 1:
Understanding corruption: definitions, themes, trends, consequences, and measurements.
[unpublished essay] Vienna: International Anti-Corruption Academy. In any event, every part
of the previous assignment was duly in-text referenced and, if considered together, accounts
for less than the 10% of the present thesis.
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definition posits three elements central to most definitions of corruption: i) a breach
of rules of conduct or professional duties; ii) “entrusted power,” meaning that
corruption occurs when someone exceeds the limits of the power he/she has as a
consequence of his/her position; and iii) private gain, referring to the benefit of any

kind received by the corrupt (UNODC, 2019).

This definition certainly bears some advantages, such as its comprehensiveness and
the differentiation of corruption from other illicit behaviors, such as conflict of interest
and mismanagement (UNODC, 2019; Belfiori, 2022c). However, as stressed by U4
(2021), this definition does not allow for any difference between various typologies

of corruption (e.g. between grand and petty corruption).

Considering that: i) the present work is focused on corporate corruption and ii)
corruption committed within MNEs may likely include acts of international/foreign
bribery; this thesis employs a combined definition of “corruption” — utilizing those
suggested by Tl and the OECD, with that proposed by Teichmann (2017):
“an act in which a party intentionally abuses entrusted power for private gain
by offering, promising, or giving any undue pecuniary or other advantage,
whether directly or through intermediaries, to a foreign public official, for that
official or for a third party, in order that the official act or refrain from acting
in relation to the performance of official duties, in order to obtain or retain

business or other improper advantage in the conduct of international
business.” (Teichmann, 2017, p. 17)

1.5.2. Al

There is no one single exact definition of Al (Wang, 2019). Such a term has even been
defined as a “popular buzzword” by Li (2022, p. 5), and is employed differently by
regulators worldwide (Malaschini, 2022). According to Wang (2019), it is still

opportune to find a proper working definition of Al to study it.
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At a general level, Al can be defined as the “study of computations that make it
possible to perceive, reason, and act” (Winston, 1993, p. 14). Various definitions of Al
have been formalized within legislation from governmental bodies and international
standards (ISO-IEC, 2023; Council of Europe, 2023; European Union, 2023; OECD,
2019). There is consistency in several of these definitions (Tiulkanov, 2023),
including: i) a certain autonomy; ii) the ‘artificiality’ of the system; iii) the capacity to
receive data, to influence the surroundings, and iv) that such systems pursue human-

defined specific objectives.®

With respect to the way in which Al algorithms are structured, one of the main
subtypes of Al is ML, whose main learning scenarios include supervised,
unsupervised, semi-supervised, and reinforcement learning, depending on the
autonomy of Al system within the learning/training process (Mohri, et al., 2018;

Hurwitz and Kirsch, 201 8).

A subtype of ML is deep learning, which uses artificial neural networks to structure Al
algorithms (Yao, et al., 2018; Hurwitz and Kirsch, 2018). Another category of ML is
Natural Language Processing (“NLP”), which comprehends different computational
techniques employed to review and process language and texts similarly to humans

(Liddy, 2001).

The Al systems developed thus far belong to the so-called ‘weak Al,’ that is algorithms

and autonomous systems limited to the performance of single/specific tasks; whereas

& Further details about the functioning of Al systems have been provided by Duraipandian
(2022), according to whom, based on its tasks and computational effects, Al can be classified
into four different categories: i) Reactive Al, which cannot learn from its experience and can
only execute the instructions coded in its algorithms — meaning, for algorithm, a set of
instructions aimed at computers on how to manage, process, and transform data (Hurwitz and
Kirsch, 2018); ii) Limited-memory Al, being equipped with a narrow memory storage, able to
limitedly learn from its past; iii) Theory-of-mind Al, able to decipher the reactions and emotions
of humans and act accordingly; and iv) Self-aware Al, still not existent at the moment, supplied
with an intelligence comparable to the one of humans and able to substitute the latter in
certain specific activities.
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a ‘strong Al’ has still not been achieved, considering that, as anticipated, Al still
cannot match human intelligence in several respects, including language, creativity,

and emotions (Boden, 2018).

Drawing on the definitions provided above, as anticipated in par. 1.2, and for the
purposes of the present thesis, Al will be mainly identified with ML, and should be
differentiated from other technologies sometimes used in conjunction with Al but not
necessarily coincidental with it, such as rule-based programming,® big data,' and

blockchain.™

1.5.3. The Conceptual Framework linking Al and corruption'

For this research, the most suitable conceptual framework to examine the connection

between Al and corruption is agency theory.

The agency relationship can be defined as a contract under which a principal delegates
the performance of some activities on his/her behalf to an agent (Jensen and
Meckling, 1976; Belfiori, 2022b). This relationship rests on various assumptions,

including individuals being self-interested, of bounded rationality, and averse to risk,

° Rule-based programming consists of a simpler computer system programed by humans to
review large amounts of data and get to a solution based on pre-established rules (Rusch,
2021; Jacky, 1996).

'° Big data are data sources characterized by large volume, high speed velocity, variety of
sources, and truthfulness (Hurwitz and Kirsch, 2018).

" Blockchain is a form of distributed ledger technology that saves rather than stores centrally,
a list of transactions on each of the so-called “nodes” — on each user part of a blockchain
network (Berryhill, et al., 2018).

'2 As allowed by the IACA Academic Handbook, par. 4, the second, third, and fourth paragraphs
of the present sub-chapter have been derived from part of par. Il (Conceptualizing corruption:
the agency theory) of one of the earlier assignments of the author, namely: Belfiori, O., 2022b.
Anti-corruption incentives and agency theory: the Linde Medicale case study. M4-Course 5:
Economics of corruption. [unpublished essay] Vienna: International Anti-Corruption Academy.
In any event, the previous assignment was duly in-text referenced, and in any event, accounts
for less than the 10% of the present assignment.
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as well as the inherent divergence of principal and agent interests, and is
characterized by an information asymmetry, since the principal cannot exercise
effective control on the actions of the agent (Eisenhardt, 1989; Centonze, 2017;

Teichmann, 2017; Belfiori, 2022b).

Information systems may contribute to reduce such information asymmetry, so
inducing the agent to satisfy more efficiently the interests of the principal (Eisenhardt,

1989; Teichmann, 2017; Belfiori, 2022b).

Bostrom (2014), in one of his major works, pioneered the idea that humans and Al
may be linked by an agency relationship. Since then, other authors, such as Grénlund,
et al. (2010), specifically identified that emerging technologies, including Al, could
contribute to reducing information asymmetries, and have analyzed the peculiarities
of a principal-agent relationship in which algorithms serve the role of agents (Kim,

2020; Kihl, et al., 2019).

The only author who has investigated the agency relationship involving Al
contextualizing it in the anti-corruption domain, is Rehman (2022), who, nevertheless,
grounds his theories in the conferment of legal personality to Al. This fictional
granting of personality to Al is consistent with authors such as Asaro (2007), Balkin
(2015), Calo (2015), and Solum (1992), who propose applying to Al the legal
personality categories usually employed for corporations, making recourse to a sort
of “half-way status” (Hars, 2021, p. 335) that would entail granting Al faculties or

rights only when needed.

For the purposes of this thesis, the conferment of legal personhood to Al has been

examined and, nevertheless, deemed unnecessary, mainly based on two grounds.

Only a minority of authors agree with the possibility of granting legal personhood to

Al, for a variety of ontological, instrumental, and legal reasons (Novelli, 2022; Gordon,
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2020; Solaiman, 2017). Conferring legal personhood on Al is to a certain extent not
required, considering that it is well established in common law that Al shall be
considered as an electronic agent. In her analysis of the scope of agency, DeMott
(2015) identifies three main constitutive elements of the latter, mainly the fiduciary
nature of the principal-agent relationship, the principal’s possibility to control the
agent, and the agent’s capacity to influence the legal relationships that the principal
has with others. Based on these assumptions, DeMott (2015, p. 2) posits that agents
represent “an extension of the principal,” a sort of instrumentality of whom uses it,

despite acting to an extent autonomously.

This approach is consistent with the treatment reserved by common law countries to
electronic agents holding common-law agency, where, under statutory agency law,
software is commonly considered as machines or tools (Norwood, 2006; Lerouge,

1999).

This is further confirmed by relevant American and Canadian laws and regulations,
including, inter alia, the U.S. Uniform Electronic Transaction Act (“UETA”), the U.S.
Uniform Computer Information Transaction Act (“UCITA”), and the Canadian Uniform

Electronic Commerce Act (“UECA”).

Wettig and Zehendner (2004) conducted a comparative analysis of the definitions of
“electronic agent” employed in the UETA, UCITA, and UECA and found that the three
definitions share the substantial component of agents from a legal standpoint,
identifying electronic agents in those computer programs and electronic means that
can act, with greater or lesser autonomy, without a human reviewing their activities

or intervening firsthand (Wettig and Zehendner, 2004).

A confirmation of the validity of the choice to identify Al as an agent of the

person/entity using it, can be drawn from the fact that the narrow Al subject of the
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present thesis was coded and instructed by humans to search for specific indicators
of bribery and corruption, without being able to autonomously change the object of
their research. Al tools are not conferred legal personhood and do not need the latter

to accomplish their tasks.

Nevertheless, as Rehman (2022) suggests, Al could prove as an efficient agent in
corporate contexts for Anti-Corruption Purposes, if used as a tool to effectively
implement business and organizational strategies within organizations. In this
setting, Al would be able to make the interests of its principal (i.e. the shareholders
or executives of the company making recourse to Al) by identifying fraud near-
instantly, reducing agency costs, and enhancing corporate governance (Rehman,

2022).

1.6. Research questions/sub-questions

Q1: Applying the agency theory to the study of corruption, are Al-based tools
effective in identifying instances of bribe giving and/or taking occurring within

corporate environments? Why/why not?

The scope of the analysis is limited to examining the effectiveness of Al-based tools
in identifying questionable behavior patterns, bribery ‘red flags’ and eventually —
where possible — actual corruptive behavior, through the examination of corporate
data, including internal books and records, travel and entertainment expenses, and
documents received in the context of third parties’ due diligence (Daniels, et al.,

2018). This research will assess the possible deployment of Al as a first, second, and
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third line of defense, according to the risk management framework developed by the

Committee of Sponsoring Organizations (“COSQ”)."

- SubQ1la) What are the main reasons that motivate companies (or not)
to adopt Al tools for the purposes of bribery prevention and
detection?

This sub-question investigates what are the main factors that would
motivate corporate organizations to seek the adoption of Al-based
solutions (Enholm, et al., 2022; Rehman, 2022; Amoako, et al., 2021).

- SubQ1b) Is the recourse to Al-based tools adaptable to/viable for all

companies willing to adopt Al solutions to detect bribe giving

and/or taking? Why/Why not?

This sub-question seeks to extend our knowledge about how/why
certain organizations may find it harder to employ Al, mainly due to
various organizational, technological, and environmental factors
(Enholm, et al., 2022; Manzocchi and Romano, 2022; Alsheibani, et al.,

2020; 2018).

- SubQ1c) Which data should be used to train the Al-based tool to

ensure a greater effectiveness in fighting corruption?

This sub-question contributes to existing knowledge by investigating

the main challenges related to data source and quality of input data

> The COSO Framework sees internal controls as developed and applied at three different
levels (Carbone, 2020; Dragicevi¢ Radigevi¢, et al., 2017): i) first line of defense, i.e.
management controls and additional internal control systems; jj) second line of defense,
represented by the controls carried out mainly by Compliance and Risk Management, but also
by other departments (e.g. Quality, Security, etc.); and Jjii) third line of defense, represented by
Internal Audit, to which a further ‘level’ of controls may be added (external audits,
investigations by external counsel).
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(Enholm, et al., 2022; Zwiebel, 2021; 2020a; 2020b; Alsheibani, et al.,

2020; 2018).

- SubQld) How should Al algorithms be assessed to test their

effectiveness in fighting corruption?

This sub-question aims at providing additional evidence about the main
metrics generally employed to evaluate the effectiveness of Al-based
tools, testing their suitability to ‘measure’ the latter also when Al is
being employed for Anti-Corruption Purposes (Giudici, et al., 2024;

Blagec, et al., 2020).

Q2: What are the main shortcomings and challenges deriving from the recourse
to Al-based tools in identifying instances of bribe giving and/or taking occurring

from within corporate environments?

This question is aimed at enhancing the understanding of the main ethical, legal, and
governance risks connected to the use of Al. For this, the main ethical principles that
should regulate the Al are identified in the existing literature (Blackman, 2022;

Bartneck, et al., 2021; Dubber, et al., 2020).

The ethical aspects related to the use of Al-based tools are assessed against the
Recommendation on the Ethics of Artificial Intelligence (the “Recommendation”)
adopted by UNESCO in late 2021. Such guidance was selected by the author for its
significance, representing the first global agreement on the ethical aspects related to
the use of Al — thus far adopted by 193 UNESCO’s member States (UNESCO, 2023) —
as well as for its comprehensiveness, seeing as it also includes principles generally
neglected in other Al ethics guidelines. This is confirmed by a recent study by Attard-
Frost, et al. (2022), who found that the so-called FAST principles (Fairness;

Accountability; Sustainability; Transparency) were adequately considered only in four
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of the guidelines examined. Such principles are, in contrast, adequately covered in

the Recommendation.

1.7. Working hypotheses

H1: Typically, the main reasons that motivate companies to adopt (or not) Al tools for
the purposes of bribery prevention and detection include the possibility to identify
the latter near-instantly, the virtual elimination of agency costs, and more generally,
the enhancement of corporate governance (Rehman, 2022; Enholm, et al., 2022;

Rusch, 2021; Alsheiabni, et al., 2019).

H2: Typically, the recourse to Al-based tools to identify instances of bribe giving
and/or taking in corporate contexts is not viable for all companies, being it opportune
to employ Al-based tools only after careful consideration of a dedicated business case
(Enholm, et al., 2022; Bartneck, et al., 2021; Rusch, 2021; Alsheiabni, et al., 2019;

Alsheibani, et al., 2018).

H3: Typically, Al-based tools are effective in identifying instances of bribe giving
and/or taking in corporate contexts, if the data used to train the Al are of good quality
and reliable (Enholm, et al., 2022; Zwiebel, 2021; 2020a; 2020b; Alsheibani, et al.,

2020; 2018).

H4: Typically, the effectiveness of Al-based tools in identifying instances of bribe
giving and/or taking in corporate contexts is to be assessed not only through
accuracy, but also through other indices such as precision, recall, and F1Score

(Giudici, et al., 2024; Rusch, 2021; Blagec, et al., 2020).

H5: Typically, Al-based tools are effective in identifying instances of bribe giving

and/or taking in corporate contexts, if appropriate measures are adopted to address
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bias in Al, as well as additional ethical, legal, and governance risks inherent to the use

of Al (Blackman, 2022; Attard-Frost, et al., 2022; UNESCO, 2021; Rusch, 2021).

Chapter 1 has introduced the key themes discussed in the present thesis and its
structure. The following chapter will examine and discuss the academic literature

relevant for the issues at hand.
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2. Literature review

2.1. Overview of Chapter 2

This chapter is concerned with some of the main scholarly discussions on the topics
being researched. While some references are made to the use of Al in the fight against
fraud and in other compliance domains, the focus is on the recourse to Al in

identifying instances of bribes giving and taking in a corporate context.

2.2. The effectiveness of Al-based tools in identifying instances of corruption

Previous research has indicated that Al may prove useful in conducting predictive
analyses of corruption — both at the national level (Gallego, et al., 2018'; Ash, et al.,

2021; 2020'°; Neves, et al., 2019'¢; Odilla, 2023'7; De Blasio, 2020)'® and on a global

“Gallego, et al. (2018) used Al to predict possible corruption investigations or other
irregularities within a dataset composed by over two million Colombian public contracts.

> Ash, et al. (2021, 2020) applied the link they identified between bribery occurrences and the
composition of the budgets of governments to a tree-based classifier, to measure the
probability of corruption occurring in Brazil.

'* Neves, et al. (2019) found that the Supreme Audit Institution of Brazil has made recourse to
Al to better detect fraud and corruption in the public sector, despite at a slow pace due to the
still incomplete integration of Al-based tools into the day-to-day audit activities. The study has
confirmed that, already back in 2019, high-level institutions of the country were experimenting
with big data analytics for Anti-Corruption Purposes. That said, one of the main challenges
encountered in this context was the low level of trust of the auditors of such institutions in Al
techniques, a fact that hindered the dissemination of Al-based tools.

7 Qdilla (2023), in a recent study, examined thirty-one Al-based anti-corruption initiatives in
Brazil and concluded that the latter were adopted within the most important government
functions — primarily in relation to public spending/procurement — mainly to assist humans
in reviewing potentially anomalous cases.

'® De Blasio, et al. (2020) made recourse to the predictive capabilities of Al by applying them
to the Italian context and managed to spot a little less of the 80% of the white-collar crimes
(including fraud, corruption, and collusion) committed in Italian municipalities between 2012
and 2014.
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basis (Ghahari, et al., 2021"; Lima and Delen, 2020%; Lépez-lturriaga and Pastor-
Sanz, 2017°") — as well as in ranking transactions based on specific corruption risks
indicators in public procurement (Grace, et al., 2016%; Decarolis and Giorgiantonio,
2022%). While these studies have gone some way towards enhancing our
understanding of how Al could be beneficial toward predicting corruption levels and
risk-ranking transactions, no considerations on the potential application of these

techniques in corporate contexts for Anti-Corruption Purposes were made.

To this author’s knowledge, the only systematic literature review specifically dealing
with the use of Al for Anti-Corruption Purposes not strictly from a single-country

perspective, was performed by Adam and Fazekas (2021).

Said study has contributed to enhancing our understanding of what Adam and
Fazekas (2021, p. 3) define as the “impact channels” of new technologies, including
Al, on corruption. According to Adam and Fazekas (2021), in this respect, new

technologies may well have both positive and negative effects: on one hand, they

' Ghahari, et al. (2021) applied neural network techniques to a dataset related to over 100
countries over a ten-year time frame and so were able to predict corruption levels for each of
the predetermined clusters of countries employing a neural network technique based on the
indicators of the Corruption Perception Index (“CPI”) published by Transparency International
(“TI"). The accuracy of such predictions was appraised by checking the mean square errors of
the model, i.e. the ratio between the number of square errors and the degree of freedom of
the Al (Ghahari, et al., 2021). This study has shown that such a technique may bring “reliable
future values” (Ghahari, et al., 2021, p. 1) of the CPI worldwide for each cluster and may be
used as a helpful starting point by governments and countries to evaluate the efficacy of their
anti-corruption policies.

2 Lima and Delen (2020) applied Al techniques to detect corruption predictors in 132
countries, concluding that Random Forests — i.e. a type of ML algorithm that integrates the
results of different decision trees in a unique output — appear to be the most accurate models
for these kinds of predictions.

2! Lopez-lturriaga and Pastor-Sanz (2017) established an early warning system consisting of
self-organizing maps to conduct a predictive analysis of corruption in Spanish provinces,
based on factors such as real estate taxes and prices, economic growth, and other political
factors. The researchers have maintained that their model would be able to predict corruption
cases up to three years before they occur (Lépez-lturriaga and Pastor-Sanz, 2017).

2 Grace, et al. (2016) developed a classification system that uses information regarding
monetary awards and involvement in past investigations to identify those contracts with the
World Bank that appear ‘riskier’ from an anti-corruption perspective.

# Decarolis and Giorgiantonio (2022) relied on certain red flags to detect corruption risks in
procurement through ML models.
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would improve transparency, accountability, and civil society participation, as well as
support anti-corruption efforts by, inter alia, limiting information asymmetries,
supporting collective action, and automatizing public processes; on the other, new
technologies may create new opportunities for corruption, making it easier to conceal
illicit assets and favouring the efficiency of global corruption nets. Adam and Fazekas
(2021) also take a stance that new technologies, including Al, are not a silver bullet
against corruption, especially considering that relevant research on Al and corruption

is still scant.

While this work is one of the very few contributing to existing knowledge in the field,
a few important limitations need to be considered. With specific regard to Al, the
authors recognized that the effects of the latter on corruption are difficult to appraise
currently, due to the “lack of broad-based scientific evidence” (Adam and Fazekas,
2021, p. 12). Another limitation lies in the fact that the study examined only empirical
evidence related to the use of Al for Anti-Corruption Purposes in the public sector,
with only two exceptions but that were not related to bribe giving and taking but

rather to fraud and credit risk analysis.

Research to date on private sector adoption of Al for compliance purposes has tended
to focus on the effectiveness of Al-based tools in identifying fraud patterns (Hilal, et
al., 2022; Achakzai and Juan, 2022; Pourhabibi, et al., 2020; Adewumi and Akinyelu,
2017) or otherwise assisting within different compliance domains (Murugan, et al.,
2023; Liu, et al., 2022; Achakzai and Juan, 2022; Barefoot, 2022; Biicker, et al., 2022).
However, those studies failed to clarify whether such Al techniques may be useful and
effective in also tackling cases of bribe giving and taking; consequently, such

expositions are not entirely satisfactory for the purposes of the present research.

Little to no empirical investigations have been conducted that surveyed the potential

and the challenges related to the use of Al to detect bribery and corruption risks
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within the private sector. The study conducted by Morra, et al. (2020) is the only one
of its type to attempt to investigate the recourse to Al techniques within compliance
assessments aimed at identifying corruption risks in companies. Morra, et al. (2020)
developed a system in which Natural Language Processing (“NLP”) is combined with
neural network techniques, to spot, process, and summarize relevant corporate
information and detect possible risks that corruption is committed by the top
management. The authors concluded that such an Al-based tool could provide

“accurate and precise predictions” (Morra, et al., 2020, p. 193).

The study conducted by Morra, et al. (2020) certainly makes a relevant contribution
to the current literature by providing empirical evidence that an NLP model used in
conjunction with deep learning techniques can prove effective in conducting

compliance assessments for evaluating corruption risks.

While most research on the topic is primarily descriptive in nature,? noteworthy is the
contribution of Daniels, et al. (2018), who recognized the potentially beneficial
employment of Al in the anti-corruption compliance space, to process and analyze
substantial amounts of information faster, identify behavior patterns, and spot
possible corruption ‘red flags’ (Daniels, et al., 2018). The findings by Daniels, et al.
(2018) are supported by the research conducted by Zwiebel (2021; 2020a; 2020b)
and Rusch (2021), who both concluded that Al holds significant promise to become a

powerful weapon to advance anti-corruption efforts.

This author agrees with the views expressed by Daniels, et al. (2018), Zwiebel (2021;
2020a; 2020b) and Rusch (2021), in the sense of recognizing the potential that Al has

to be a useful tool to assist human decision-making in corporate corruption-related

** Such additional literature (Gullo, 2023; D’Agostino, 2023; Severino, 2022; Morgante and
Fiorinelli, 2022; Florio, 2022; Vecchio and Vieira, 2021; Barbosa, 2020; Vorontsov, et al., 2020;
Thuy and Hieu, 2020), while still enhancing our understanding of the issues at hand, is mainly
limited to generally stating the benefits and challenges of what is variously defined either as
“digital criminal compliance” (Nisco, 2022, p. 5) or “intelligent compliance” (Maia, 2021, p. 3).
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analyses, for instance for the detection of possible bribery ‘red flags’ within the
analysis of travel and entertainment expenses, as well as in conducting third parties’

due diligence process and compliance audits.

It is this author’s idea that another field in which Al holds significant promise is the
support within internal investigations activities, replacing the first level of review
(previously entrusted to ‘humans’), provided that the second level of review is
conducted by experienced lawyers and/or compliance professionals, so ensuring that

a ‘human element’ is preserved also within the review of the output of the tool.

This comports with the results of the present empirical analysis, which substantiated
the idea of Al as an effective ‘ally’ in compliance matters. Al may also serve as a
second or third line of defense, possibly bringing a number of advantages — in terms
of speed of analysis and cost and time savings — if adopted following a risk-based
corporate business case that duly takes into account several factors, including the
cost-effectiveness of the adoption of the Al solution, and if certain concerns
(particularly of ethical and legal nature) are duly taken into account within the Al

lifecycle.

The general lack of broad-based empirical evidence described above makes the topic
examined in this thesis particularly worth addressing, confirming the relevance of an
academic study aimed at rigorously examining the significance of Al in the fight

against corporate corruption.

2.3. The main reasons motivating companies to adopt Al tools for Anti-Corruption

Purposes

A large and growing body of literature has investigated the benefits of adopting Al
solutions (Enholm, et al., 2022; Amoako, et al., 2021; Mikalef and Gupta, 2021;
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Toniolo, et al., 2020), identifying them in: i) “first-order impacts” (Enholm, et al., 2022,
p. 13), which mainly consist in improved efficiency, the uncovering of patterns in data,
and innovation of business processes and ii) “second-order impacts” (Enholm, et al.,
2022, p. 13), including improved performance by either launching or refining
products and services, boosting financials, strengthening presence in the market, and

advancement of sustainability efforts.

It is this author’s contention that the impacts above would substantially find
application also when Al is used for Anti-Corruption Purposes, even though with some
peculiarities. While the effects of Al solutions in this space may not be considered
transformational, it could still confer many benefits on an organization from an anti-

corruption perspective.

Some of the primary reasons why corporations may want to adopt Al to fight corporate
corruption include, as also emphasized by some authors (Kobis, et al., 2022; Daniels,
etal., 2018; Zwiebel, 2021; 2020a; 2020b; Rusch, 2021): i) reducing compliance costs
and the time required to perform compliance checks; ii) improving the efficiency of
corporate corruption detection; iii) better complying with the increased pressure
coming from regulators and avoiding sanctions; and iv) exploiting the advantages
brought by the Al, in terms of autonomous learning abilities, computing power and

lack of self-serving interests in decision-making.

This is confirmed by the result of this empirical study, which also identified additional
factors that may come into play, including the perceived utility and cost-effectiveness
of the tool, the characteristics of the business, a solid corporate compliance culture,

and strong ethical safeguards relating to the use of the Al.
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2.4. The viability of Al-based tools in companies willing to detect instances of

bribe giving and/or taking

This author takes the stance that, in line with certain relevant literature (Enholm, et
al., 2022; Alsheibani, et al., 2020; 2018; Rusch, 2021), the adoption of an Al-based
tool should follow the duly consideration of a rigorous and risk-based corporate
business case, which should take into account, among others: i) the “technological
readiness” (Alsheibani, et al., 2018, p. 5) of the organization, also in terms of the
perceived advantages of adopting an Al solution; ii) a corporate culture and a top
management favorable to Al; jii) sufficient resources — both in terms of financials and
HR — to implement the tool; iv) the need to comply with regulatory and other legal

and ethical requirements; and v) the availability and quality of data.

Saving both time and costs is one of the main drivers of companies’ decisions in
adopting Al or ML-based compliance software; even though it is certainly advisable to
take into account the other considerations above, underestimating the relevance of
good-quality, unbiased, and reliable data, or not having the necessary endorsement

from senior management, inter alia, may seriously impair the functionality of the tool.

In addition to the aspects above, when the Al is to be used for Anti-Corruption

Purposes two other considerations are critical.

The organization should evaluate which would be the best Al model (i.e. either ruled-
based programming or ML), depending on the size of data available and the type of
analysis that will be demanded of the Al system (Rusch, 2021). As anticipated in the
introductory chapter, and noted by Zwiebel (2020a), simpler forms of data analytics
may be used to identify schemes and patterns in data, while a predictive analysis

would require more refined forms of Al such as ML and neural networks.
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Moreover, organizations should carefully evaluate whether they would like to manage
additional compliance risks using Al (Rusch, 2021). This is a pivotal consideration to
make, especially at a time when regulators call for ‘integrated compliance’ and a
coordinated management of compliance risks. While this certainly is a desirable
outcome, Al may not be necessary to manage all the organization’s compliance risks,

based on its risk profile and compliance needs.

Once the decision to adopt an Al-based tool for Anti-Corruption Purposes is made,
the so-called Al lifecycle is composed of three primary phases: i) the design of the Al
based on the type of bribery predictions and/or analysis demanded to the tool?’; ii)
the development, training, and testing of the Al — a burdensome process in which
particular attention should be paid to the possible technical issues that may arise in
this phase, such as class imbalance,?® overfitting and underfitting?” — and iii) the
optimization and deployment of the Al, making sure that continuous monitoring and
testing process are in place, and re-training the Al whenever such a need arises (Laato,

et al.,, 2022; Lu, et al., 2022; 2021; Nascimento, et al., 2020).

Overall, it is possible to conclude that the decision to adopt an Al solution to tackle
corporate corruption is not a foregone solution, but rather involves the consideration
of several determinants: starting from understanding whether the adoption of an Al
tool may be opportune or not to tackle bribery risks based on the company’s proposed

efforts and resources and, if so, understanding which would be the best Al model to

> Among others, in this phase the organization should frame the specific problem that needs
to be addressed, in our case the type of bribery predictions and/or analysis that would be
demanded to the Al, and identify the most suitable Al technique for this purpose based on the
typology and quantity of data available (Enholm, et al., 2022; Rusch, 2021; Zwiebel, 2020b;
Alsheibani, et al., 2020; 2018).

* |In class imbalance, the Al algorithm, over two classes of data (one significantly more
numerous than the other), tends to focus on the first one, leading to inaccurate results
(Elrahman and Abraham, 2013; Guo, et al., 2008).

7 Qverfitting and underfitting are two opposite phenomena that entail either the incapacity of
the Al algorithm to improve after a certain point (overfitting), or conversely the impossibility
of Al to reflect the variability of the data (underfitting) (Cunningham and Delany, 2020; Bashir,
et al., 2020; Ying, 2019; Dietterich, 1995).
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adopt, based on the typology of anti-bribery checks that the company would like to

put in place.

This comports with the findings of the interviews conducted as part of this study,
where most interviewees, with just one exception, expressed the view that Al-based
tools are not adaptable to all organizations, and their adoption should follow a
consideration primarily of the cost-effectiveness of the Al, with constant attention to

the possible ethical concerns deriving from the use of Al in this space.

2.5. Selecting the ‘right’ data to train an Al-based tool for Anti-Corruption

Purposes

Previous research has emphasized how the use of data for Al decision-making is a
multi-stage and iterative process that includes many phases — from business and
data understanding, through data preparation and modeling, up to their evaluation
and deployment (Kelleher and Tierney, 2018; Chapman, et al., 1999)*® — and that
comes with many challenges, including the incompleteness and/or incorrectness of

data, data noise, and bias (Enholm, et al., 2022; Alsheibani, et al., 2020; 2018).

According to the principle of “garbage in, garbage out” (Enholm, et al., 2022, p. 1716;
Lee, et al., 2019), when data of inconsistent quality are used to train Al, it is the

effectiveness of the Al-based tool itself that is at stake. This is particularly critical if

8 As per the main phases connected to the use of data, Kelleher and Tierney (2018) — building
on the Cross Industry Standard Process for Data Mining (hereinafter, “CRISP-DM”) developed
by Chapman, et al. (1999) — identify six main stages, as follows (Kelleher and Tierney, 2018):
i) business understanding and ii) data understanding, where data scientists attempt to
appreciate the goals of the project and which data are available to put the latter into practice;
iii) data preparation, where various available data are assembled in a dataset, whose quality
also needs to be checked; iv) modeling, where Al models are set up that encode patterns
retrieved from the dataset; finally, v) evaluation and vi) deployment, where the Al model is
tested in light of the applicable business needs and eventually integrated into the business
environment.
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an Al tool is to be used for Anti-Corruption Purposes, considering that an inaccurate
analysis by the tool may result in wrongly accusing individual(s) of corporate

corruption.

Companies wishing to adopt Al solutions for Anti-Corruption Purposes should then
first and foremost think critically about their data and examine them from a
compliance perspective. Said analysis may lead some entities to conclude that an Al-
based tool is suitable for them, or not, depending on the data and quality of said
analysis that is available. In the words of Zwiebel (20204, p. 1), organizations should
look at their data “through a compliance lens” and critically assess available data

sources to better understand how data should be preferably gathered and designed.

This comports with the remarks made by survey respondents as part of this research,
who flagged the lack of data quality, as well as the inaccurate elaboration of results

or data among the main issues to be considered through the Al lifecycle.

One of the main obstacles, as emphasized also by relevant literature (Kobis, et al.,
2022; Zwiebel, 2020a), is the lack of open-access datasets available to companies, so
that the latter are mainly obliged to rely on their own data; however, that data may
not have real-life examples of the same kind of behaviors and/or red flags they would

like the Al model to identify or predict.

Some possible strategies to make up for the lack of data in this context may include:
i) training the Al over a longer time frame, and/or risk-ranking transactions to detect
anomalous transactions, so that the tool can benefit from a wider pool of available
data for training purposes (Zwiebel, 2021); ii) making recourse to open data programs
and crowdsourcing platforms to share data amongst companies, or even asking
citizens to gift data to advance anti-corruption efforts (Kobis, et al., 2022; Rusch,

2021).
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2.6. Assessing Al algorithms used for Anti-Corruption Purposes

Many different metrics have been used to measure the performance of the Al,

including accuracy,? precision, recall, and F1-Score*® (Blagec, et al., 2020).

Considering that True Positives — “TP” (i.e. bribery occurrences) — would likely be
only a very small fraction of the sample of data/transactions identified in the data
reviewed, this may result in a high risk of class imbalance or inaccurate predictions
by the tool. It has been proposed that those employing Al for these detection purposes
rely not only on accuracy, but also on precision — which would help to understand
how good the model is in predicting occurrences of corporate corruption — and recall
— which would provide indication of the completeness of such predictions (Rusch,
2021). The F1-Score could also be of use, insofar that it considers both precision and
recall “by giving more weight to false negatives and false positives, while not letting

large numbers of true negatives affect the score” (Rusch, 2021, p. 35).

Apart from considering the single metric to be used, a view has been expressed in
relevant literature that measuring the performance of any Al tool would represent the
result of a trade-off between not having too many false positives (“FP”) — which may
intimidate and overburden the corporate functions that are required to supervise the
Al — and not having too many false negatives (“FN”) — to avoid missing actual

corruption cases (Kobis, et al., 2022; Daniels, et al., 2018).

2% Accuracy consists in the ratio between the correct results identified by the Al and the total
number of items (Blagec, et al., 2020).

% Those indexes express alternatively (Blagec, et al.,, 2020; Rusch, 2021): j) in case of
precision, the probability that an item classified as positive actually is a TP; ii) in case of recall,
the proportion of well-defined TP, i.e. the “fraction of positive instances that are correctly
classified as positive” (Blagec, et al., 2020, p. 13); and finally, iii) for the F1-Score, the harmonic
mean between precision and recall.
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It is this author’s belief that none of the metrics above represents a definitive solution
for assessing how good an Al model is, and companies should mainly have their focus
on ‘substantive’ issues, such as addressing technical issues and the ethical and legal
challenges that Al solutions pose, most notably bias. The Al-based tool should rather
be subject to a ‘holistic’ review that takes into account both ‘figures’ connected to

such metrics and, most notably, more material aspects to assess performance.

This is supported by the survey and interviews findings, where experts noted that,
“Indexes are not the only input Al needs,” considering that the evaluation of the
performance of the Al is too complex to be reduced to a single metric or score, and
that attention to ethical concerns should always remain a priority, with no

differentiation between Al effectiveness and ethical evaluations.

2.7. Shortcomings and challenges deriving from the recourse to Al-based tools in

identifying corruption in business

It is this author’s belief that ethical issues should be of primary concern when
developing an Al-based tool for Anti-Corruption Purposes, as illustrated below. This
comports with survey findings, which saw 92% of respondents expressing the view

that the ethical use of Al-based tools should be ensured by organizations.

i) Bias and Discrimination. According to the UNESCO Recommendation
(2021), discriminatory or biased applications of the Al should be always
avoided to ensure fairness. However, previous research has identified
cases of, inter alia, discrimination in criminal justice, and predictive
policing, where areas in which higher crime rates were predicted tended
to be the ones where the disadvantaged lived (Stahl, et al., 2023). It has

been suggested that in anti-corruption compliance, particularly
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ii)

concerning are those biases that result in discriminatory outputs of the
Al based on gender, race and ethical origins, and sample and learning
biases deriving from the selection and training phase of the Al (Rusch,
2021).

It is not difficult to imagine how such circumstances could impair the
effectiveness of the Al when used for anti-corruption compliance: bias
and discrimination could result in the Al concluding that the individuals
more likely to pay or receive bribes within the corporation would
necessarily be women, or people belonging to ethnical minorities, based
on a flawed decision-making path.

It is this author’s idea that, while a certain component of bias is
somehow inevitable — seeing as the development of the tool is always
the result of human decisions — still every effort should be made to at
least minimize it, possibly integrating ethical consideration in the Al
discourse since the design phase (“ethics by design,” Kieslich, et al.,
2022, p. 1). This is supported by the outcome of surveys and interviews,
where many respondents and all interviewees mentioned bias as an
ethical concern to be addressed, even though one interviewee conceded
how biases consist in ‘value judgments’ that may not necessarily be
negative.

Not keeping a ‘Human in the Loop.’ Considering that, according to the
Recommendation (2021), it should always be possible to attribute
ethical and legal responsibility for the Al tool to ‘humans,’ a “human-
centric” use of Al has been recommended (Lepri, et al., 2021, p. 3;
Kieslich, et al., 2022), especially in anti-corruption compliance (Rusch,
2021; Zwiebel, 2020b; Daniels, et al., 2018), where delegating too many

decisions to the Al may entail the loss on the part of the ‘human-decision
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iii)

makers’ of the capacity to take appropriate decisions and the diminished
engagement of public officials in anti-corruption efforts (Kobis, et al.,
2022).

While these issues are certainly relevant, what is more concerning is the
possibility that, due to the lack of involvement of a human in the
process, individuals may be wrongly investigated and ultimately accused
of bribery. The Al should be considered a tool useful to support
decision-making, but ultimately human liability and accountability
should never be replaced, especially in a field, such as anti-corruption
compliance, in which individual rights and freedoms are at stake. This
is supported by the empirical findings gathered through the present
thesis, where respondents and interviewees repeatedly stressed the
importance of having ‘humans’ reviewing the output of the tool.
Accountability. According to the Recommendation (2021), Al
accountability should be guaranteed through proper oversight
mechanisms. However, previous research has indicated that numerous
are the challenges that may hinder it, including the complexity and
opaqueness of Al algorithms, which often operate as a ‘black box,’ so
excluding the possibility to explain a posteriori how the Al reached a
certain conclusion (Kobis, et al., 2022; Busuioc, 2020).

In this respect, this author shares some the views expressed within
interviews, according to which accountability should follow ordinary
legal rules also in this context, based on the adopted by the various
actors involved; thus, if not the Al (not having legal personality), the
developer(s) of the tool, the company who deployed the latter, and the
individuals who used the Al improperly/unlawfully, may all be held

accountable.
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iv)

Lack of Explainability and Transparency. While according to the
Recommendation (2021), the output of the Al should always be
intelligible and challengeable, with a view to ensure the full respect of
individual rights, it has been observed that having more accurate
predictions may entail deploying a more refined Al model, that would
act as a ‘black box’ and would not be entirely explainable (Kobis, et al.,
2022; Blackman, 2022).

Proper strategies should be adopted in this respect, such as maximizing
bias awareness, using rigorous validation strategies for the Al, and
documenting each step of the Al lifecycle, as proposed by Rusch (2021),
even though the value of transparency should not be overestimated.
This view is supported by the outcome of the interviews conducted as
part of this research, where one interviewee remarked that transparency

should not be regarded as a ‘game changer.’

It is this author’s view that also additional challenges and risks (also of legal nature)

arising in connection with Al in this context should be duly considered as follows.

This comports with survey findings, which saw most respondents, inter alia, agree

that organizations should ensure compliance with privacy laws and regulations (90%)

and with cybersecurity requirements (91%).

Legal issues, including: a) Privacy issues: According to the
Recommendation (2021), privacy should be safeguarded throughout the
whole Al lifecycle, possibly also through privacy impact assessments, within
which data controllers and/or processors must clarify the purpose and legal
basis for data processing and indicate the measures adopted to protect

personal data (Stahl, et al., 2023); b) Cybersecurity concerns: Seeing as
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cybersecurity risks (e.g. lack of proper Al security measures, Al-generated
malware, unsecure neural nets, and unintended behaviors by the Al) may
arise at all stages of Al lifecycle (Onwubiko, et al., 2020), it would be
advisable to adopt a proper cybersecurity framework to be kept always
updated in light of significant changes to the organization and its IT
network (Rusch, 2021); ¢) Labor law violations: potentially occurring as a
result of bias and resulting, among others, either in discriminating potential
candidates for a job on the base of sex and ethnicity, or in unlawfully
monitoring employees (Sonderling, et al., 2022; De Stefano, 2020), as also
remarked by some of the interviewees.

Additional risks and issues, including (Rusch, 2021; Schwartz, et al.,
2022; Cascella, 2022; Stahl, 2021): i) manipulation of the tool to devise
bribery; ii) governance challenges deriving from the implementation of the
Al; iii) possible harm to the physical integrity of the data, bias embedded in
certain organizational cultures (systemic risks), and unintended
consequences of the use of the tool; and iv) lack of a sound internal control

system in which the Al should be integrated.

Different scholarly debates on the recourse to Al in the fight against corruption have

been presented in the preceding chapter. Chapter 3 will present and review the

methodology that has been selected and used for the present research.

3.

Methodology
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3.1. Overview of Chapter 3

This chapter is concerned with the methodology used for the present thesis. The
research strategy, the sampling techniques, and the data collection tools and methods
adopted will be illustrated. The chapter concludes with outlining the ethical

considerations underpinning this research and its limitations and challenges.

3.2. Research strategy

This thesis mainly relies upon qualitative research, supplemented by a mixed method
that includes quantitative elements,® due to the possibility of triangulating findings
obtained through quantitative and qualitative research, respectively (Bryman, 2012).
This choice was also driven by the fact that, especially for those aspects for which
scarce empirical data have been collected, the research was more ‘precursory’ in

nature and so closer to an inductive approach (Bryman, 2012).

A purely quantitative approach was deemed less suitable to the present study, being
primarily aimed at testing already existing theories (Bryman, 2012), but still useful in

the data collection phase, through self-completion questionnaires/surveys.

3.3. Sampling

Given the specific and technical knowledge needed to provide a substantial and
meaningful contribution to this research, a random sampling method would have not
been suitable. The study made recourse to non-probability sampling methods, to
select interviewees based on their field of expertise and long-standing level of

experience (Patton, 2002).

' In his major academic work, Bryman (2012) distinguishes between deductive and inductive
approaches to research. While in deductive studies, “theory guides research” (Bryman, 2012,
p. 19), in inductive studies the theory is rather the result of academic research (Bryman, 2012).
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The sample was selected according to purposive sampling techniques (Bryman, 2012,
p. 418), strategically considering the relevance of the participants’ knowledge and

experience, and in some cases the responses previously provided to the survey.

3.4. Data collection methods

3.4.1. Primary data

This research mostly relied on primary data, gathered through surveys and semi-
structured interviews with ten experts, the latter being a data collection method that
is considered one of the most informative within qualitative research (Graneheim and

Lundman, 2004).

Additional primary data was collected through a careful analysis of the regulatory
framework on Al, looking both at international, European, and national relevant

sources (Malaschini, 2022).

3.4.2. Secondary data
The research data for this thesis were also drawn from secondary sources, primarily
from existing academic literature, but also from reports/gray literature, online

sources, and additional publications deemed relevant.

3.5. Data collection tools

3.5.1. Self-Completion Questionnaires/Surveys

One of the main data collection tools employed in this thesis is a survey administered

through SurveyMonkey. Participants were invited to take part in the survey via e-mail
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or via another online platform (Slack, Linkedln, SurveyMonkey, SurveyCircle), and

answer the questions autonomously.

The questionnaire was based on a careful and critical review of relevant academic
literature. It mainly included Agree/Disagree type of questions, where each of the
alternatives was attributed a score from one to five.* In one case, with respect to
ethical values for Al, participants were asked to rank them from one to nine in order
of decreasing relevance. Screening questions were added at the beginning of the
questionnaire when sent to respondents not known to the researcher to ensure that
they had a suitable background in legal matters/Al. A complete list of the questions

of the questionnaire can be found under Appendix 2.

The respondents to the questionnaires, seventy-three in total, were mostly selected
by the researcher, considering their experience and knowledge in Al and anti-

corruption, with a particular focus on the private sector. These individuals included:

- Professors and researchers who taught and wrote extensively in the
field;

- Lawyers and other legal, compliance, and internal audit professionals
with a demonstrated track record and interest in new technologies and
Al;

- Coordinators, team leaders, and participants to policy clinics and
dedicated seminars focused on Al,

- Al data scientists; and

- Additional participants with a background in law and/or Al.

A closed-answer questionnaire was deemed appropriate considering that it allowed

for standardized responses and facilitated the collation and analysis of the results.

32 Strongly Agree = five; Agree = four; Neither Agree nor Disagree = three; Disagree = two;
Strongly Disagree = one.
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The responses provided better allowed the author to select some of the experts that
were subsequently interviewed, as previously done by Bloor (1997) and Deacon, et al.
(1998). Finally, according to the concept of “triangulation” (Bryman, 2012, p. 392),
the researcher was able to verify the data gathered through questionnaires using the

results of the interviews to ensure a greater robustness of the findings.*

3.5.2. Interviews

It was deemed opportune to interview only experts for the purposes of this research.
This sampling method is not exempt from limitations, primarily the fact that
presumably experts are not directly involved in paying and/or receiving bribes
(Teichmann, 2017). Nevertheless, such a selection of experts was regarded as the
most adapt, considering the quite innovative nature of the research questions and the

niche knowledge required to grasp the topics under discussion.?

The author was keen on having representatives from various cultural backgrounds,
both from the academic and the professional domains (Teichmann, 2017). However,
the author did not manage to find experts available to be interviewed from certain
areas (such as Africa or the Middle East): this should be acknowledged as a limitation

of the present research.

A total of ten experts was interviewed, as follows.

3% |In such a way, the results of the questionnaires served both as a source of data in themselves
and as a ‘guide’ to identify the experts more suitable to be interviewed at a later stage (Bryman,
2012).

* As anticipated, it was considered appropriate to perform a first selection of experts based
on their research interests and their extensive professional experience (Bellamy, et al., 2006).
Additional interviewees were then identified as suitable based on the questionnaires previously
administered (Bryman, 2012), due to their wealth of knowledge on the subject.
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Interviewee

Interviewee 1

Interviewee 2

Interviewee 3

Interviewee 4

Interviewee 5

Interviewee 6

Interviewee 7

Interviewee 8

Interviewee 9

Interviewee 10

Role
Researcher, Professor,

PhD holder

Post-Doc Researcher,
Privacy Engineer
Director of Operations

and Delivery

Product Manager
Data Scientist, Software
Engineer, Information
Technologist

Law Professor, Lawyer

Manager

Lawyer (Partner)

Senior Research Scientist,
Post-Doc Researcher

Law Professor

Table 1: List of Interviewees

Sector/Industry
Social Sciences and Public
Policy, Criminology and
Criminal Justice, Anti-
Corruption, Journalism, Al

Privacy Engineering, Al

Anti-Corruption, Law,
Compliance, Journalism,

Al

Al, Anti-Corruption, Law
Criminal Investigations,
Asset Recovery, Anti-
Corruption, AML, Al
Anti-Corruption, Law,
Compliance, Al
Data Visualization, Al
Criminal Law, Anti-
Corruption, Compliance
Al, Anti-corruption,
Behavioral Economics
Criminal Law and Justice,

Anti-Corruption, Al
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Getting access to those experts was not an easy task, due to their busy professional
life. The author mainly contacted them by e-mail, stating the main purpose and the
significance of the present research (Bogner, et al., 2019). Before being interviewed,
experts were fully informed about the purpose of their involvement and were asked

to sign a dedicated consent form.

Interviews were conducted via the online video-conferencing platforms Teams and
Zoom to allow the researcher to schedule them at a short notice, and without the need

for travel (Teichmann, 2017).%

Interviews were primarily aimed at exploring the respective points of view of the
experts and were focused on the same topics tested with the questionnaire. Questions
were open-ended to stimulate discussion. A complete list of the questions can be
found under Appendix 3. Some flexibility was applied by the author with respect to
the order of the questions, as required, with no negative impact on the content of the

interview (Fontana and Frey, 1994; Teichmann, 2017).

Interviews lasted on average fifty minutes and were conducted mainly in English — in
Italian, in one case — according to the preference of interviewees. Interviews were

recorded and transcribed with the consent of participants to facilitate analysis.

A first transcript of the interviews was made in real time through Teams or Zoom.
Then, the transcripts were imported into MAXQDA, to enable the researcher to verify

them in their entirety (Teichmann, 2017).

The declarations made by the experts were then summarized according to the
methodology indicated by Mayring (2014), which entailed: i) paraphrasing the text by

eliminating any elements with no/limited content; ii) generalizing the paraphrased

% In this respect, video-conference interviews were deemed more suitable than phone calls,
because they allowed the author to also appreciate the facial expression of interviewees and
to establish with them a more direct contact (Teichmann, 2017).
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text by abstracting it; iii) progressively reducing the text by cutting non-substantial

elements.

The transcripts of the interviews, so summarized, were then analyzed by the author
through MAXQDA to identify more easily their main themes,** and their most relevant

passages, as deemed relevant, have been quoted in this research.

3.5.3. Critical literature review
Relevant academic sources were selected and examined rigorously, according to

precise criteria.

This author applied in this context some of the principles identified by Moher, at al.
(2009): i) launching strings of keywords in dedicated web portals and databases and
conducting research on-site in physical libraries; ii) selecting academic sources based
on the relevance for this study, the soundness of the theoretical framework and the

validity of the findings; iii) subsequently analyzing the so selected academic literature.

3.6. Data processing and analysis

This thesis employed both qualitative and quantitative methods for analyzing the
data, in line with the mixed method adopted for research. The data gathered from
self-completion questionnaires were mostly analyzed through quantitative methods,
whereas the responses of participants to interviews were mainly examined with

qualitative methods.

*The main themes identified, as further explored in the following chapter, are: i) The
effectiveness of Al-based tools in identifying instances of bribes giving and/or taking occurring
within corporate environments; ii) A business case for Al; iii) Development and deployment of
Al-based tools for Anti-Corruption Purposes; and iv) Ethical, legal, and other issues related to
the use of Al-based tools for Anti-Corruption Purposes.
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3.7. Ethical aspects
Confidentiality and other ethical implications were duly considered, prior to
commencing the study and throughout it, in compliance with IACA’s guidelines and

the European Code of Conduct for Research Integrity.

Interviewees signed a consent form prior to their involvement with the research, which
included information about, among others: i) the identity of the author, her contact
details, and academic institution/program; ii) benefits, purpose, and future use of the
research; iii)) the measures adopted to safeguard the right to privacy and the
anonymity of the participants; iv) an express mention of the fact that participants
could either refuse or withdraw from the research at any time with no negative
consequences; v) the expected duration of interviews; and vi) the possible risks that

may derive to participants as a consequence of taking part into the research.

In compliance with IACA’s guidelines, the information under i), ii), iii), iv), and v) above

were included also at the beginning of the questionnaire.

A full copy of the Interview Consent Form is attached under Appendix 1.

3.8. Challenges and limitations

Every piece of research has its limitations, and this one is no exception.

The major limitation of this study is the difficulty in gathering relevant data. Due to
the low response rate, the researcher had access only to a limited number of experts
and respondents, over a limited time frame, and without being able to ensure that all

cultural background and geographies in the world were represented.
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For surveys, the risk of inaccurate answers should not be underestimated. However,
it is believed that such a risk may be somewhat mitigated by the long-standing

exposure of the participants to the issues under discussion.

Data collection and analysis were adequately documented (Bogner, et al., 2019), and
efforts were made to incorporate in the present research the widest number of

viewpoints possible, considering both time and effort constraints.

Despite the limitations and challenges encountered in conducting the present
research, the latter still meets the quality requirements identified by Mays and Pope
(2020) for mainly qualitative research, as follows: i) relevance of the academic
research; ii) clearness of the research questions; iii) selection of suitable research
methods and sampling techniques; and iv) proper (and documented) processes of

data collection and analysis.

The findings of the present thesis consequently can be considered a valuable

contribution to the academic field.

Chapter 3 has addressed the methodology employed in this thesis, including an
illustration of the data collection methods and tools, and of the main ethical
considerations and limitations of the study. In the following chapter, the findings of

the research will be discussed.
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4. Research findings

4.1. Overview of Chapter 4
Chapter 4 illustrates the findings of the present thesis. The outcomes of both surveys
and experts’ interviews are hereby presented, as per the main themes identified within

the data collection and analysis phase.

4.2. The effectiveness of Al-based tools in identifying instances of bribe giving

and/or taking occurring within corporate environments

In examining the answers provided to the survey (Question 5), strong evidence of the
perceived effectiveness of Al-based tools in identifying behavior patterns, bribery red
flags, and actual corruptive behavior through the examination of corporate data was

found.
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Disagree, 2% Strongly
Neither Agree nor Disagree, 0%

Disagree , 14%

Strongly Agree,
29%

Agree, 55%

Graph 1: Answers to question 5 of the survey

As show in Graph 1, overall the 84% of the respondents either stated they strongly
agree (29%), or that they agree (55%) with recognizing the effectiveness of Al-based
tools used for Anti-Corruption Purposes, whereas nobody strongly disagreed with this

statement.

Respondents highlighted the advantages of using Al in this context, including how Al
has made “significant progress [...] in spotting these behaviours,” and the increased
efficiency in terms of time, cost, and resources deriving from making recourse to Al,*’
especially at a time when the “explosion of data” has made it “increasingly difficult for

companies to effectively monitor for bribery in corporate communications.”

3 In this respect, survey participants’ comments were as follows: “Al-based tools can effectively
minimize the amount of time that needs to spend by lawyers to actually gather all relevant
documents while investigating certain entity and looking for ABC behaviours. It helps to save
time, money and people.”
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Nevertheless, a limited number of participants warned that Al may not always be
necessary to spot bribery cases,? and that Al tools may be able to recognize patterns
“but not actual corruptive behavior” and may also “fail with many false positives in the
real world.” In one case, the risk that Al could be used to actually “hide” or “cover”

corruptive behavior was highlighted.

A variety of perspectives were expressed on this issue during interviews (Question 1),
where some of the interviewees argued that the use of Al for Anti-Corruption Purposes
is “helpful” (Interviewee 7) and “very beneficial” (Interviewee 4) to identify those
patterns that are difficult to spot for humans, and to screen vast amounts of data and
review procedures, provided that a second level of review is entrusted to lawyers
(Interviewee 8).3° Other experts felt “skeptical” regarding such a use of Al (Interviewee
2), emphasizing that the latter is less likely to be “super effective” at the moment

(Interviewee 1).

As Interviewee 7 put it, “I believe that Al can be extremely helpful and will help
transform compliance and society at large but there are lots of ways in which it can
go wrong and those risks need to be properly addressed,” a fact that left the expert
“excited” and “terrified” at the same time. This view was supported by Interviewee 10,
according to whom there is a “vision that Al can be made effective,” even though at
this stage there may be doubts that the Al is already “trustworthy enough to really go

that way [...].”

While the advantages of Al in this context was recognized, experts still warned we

should be mindful of the related limitations and challenges. This is further confirmed

¥ The comment of the survey participant is the following: “Network analysis is very useful —
but it doesn’t necessarily require any Al applications so far in my experience. | do see how Al
could be useful though.”

* Interviewee 8, about the ‘human in the loop’ requirement, further noted as follows: “For the
possible prevention of bribery cases by means of Al, thus a kind of high-level risk assessment,
it would be preferable to entrust these functions to humans...”
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by the fact that both survey respondents and interviewees have highlighted how the
success of Al for tackling instances of bribes giving and taking is dependent on many
factors, including: i) the lack of bias; ii) the amount and the accuracy of the data used
for training the Al model; iii) keeping a ‘human in the loop’ to analyze the Al’s output
(Interviewees 8 and 7, the latter of whom noted that training the tool is like building
a house, it cannot be further automated); and iv) the data parameters/limitations of

the Al (Interviewee 3).

With respect to the challenges that developing an Al model for Anti-Corruption
Purposes brings, as remarked by Interviewee 6, they would mainly consist in the lack
of specific categories of disallowed behaviors and of ‘thresholds,” as opposed to
money laundering, a fact that makes ‘illegal’ transactions not easy to spot. This is
why, commented Interviewee 6, it may make sense to look at other specific indicators
(‘anomalous’ invitations to dinner, for instance), and make sure that other potentially
relevant categories of data are identified, in order to rely also on those, e.g. by cross-
referencing corruption indicators with other information, such as the inclusion of the

individuals involved in a transaction in the sanctions lists.

Similar views emerged, both within surveys and interviews, when participants were
asked to comment on the effectiveness of Al models for Anti-Corruption Purposes

either as the second or third line of defense.

As it can be seen from Graph 2, the vast majority of the respondents to the survey
(for a total of 87%, counting the strongly agree and the agree answers altogether)
confirmed that, according to them, Al can be effective also as a second line of defense,
to enhance the anti-bribery and corruption work of compliance and legal departments

(Question 6).
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Neither agree nor Disagree Strongly Disagree
disagree 2% 2%

9%

Strongly Agree
38%

Graph 2: Answers to question 6 of the survey

Also in this case, respondents emphasized the advantages of deploying such tools for
Anti-Corruption Purposes* and, at the same time, remarked multiple times on the
importance of keeping ‘humans’ on board to conduct a thorough review of the Al
outputs.® Quite interestingly, survey respondents emphasized the importance of
having a culture within the organization that promotes the recourse to Al-based tools
and suggested a prior assessment of the internal control system of the company

before deployment.*

“ The comment of a survey participant was as follows: “If the limitations of the Al model are
well understood, it is possible to leverage those results that can actually be useful to e.g.
speed up the process by filtering out the very clear cases [...]"

*In this regard, survey participants’ comments were the following: “It can be of a great help
and as soon as we are in a possession of such Al tools, we should try to team it up with real
lawyers”; “Al is a tool for the second line but ultimately, humans ought to make the decision”;
“Al should be seen as a complementary tool that can enhance the effectiveness and efficiency
of the three lines of defense and not a replacement for it”; “Al can assist the first line role of
red flags identification; second level may require human interactions.”

*2 One of the respondents commented: “Obviously it will be necessary to decide on the right
situations to deploy this capability — but businesses should already be reassessing the
adequacy of their existing policies and procedures in light of the capability of this new
technology.”
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Consistent results were obtained when respondents were asked to comment on
whether Al may be effective as a third line of defense to support organizations in

identifying evidence of any possible corruptive misbehavior (Question 7).

Disagree Strongly Disagree

Neither agree
nor disagree
15%

Strongly Agree
31%

Graph 3: Answers to question 7 of the survey

As indicated in Graph 3 above, over 80% of those surveyed thought Al held
advantages as a third line of defense: 31% of the respondents strongly agreed and
50% of them agreed with such a statement, emphasizing that Al “could probably be
most useful in this context,” potentially having a quite significant impact on

investigations,* also due to its advanced capabilities.*

1t is not the only tool in the toolbox, but it is a very effective one, that can be deployed with
dramatic impact on how investigations are and can be run.”
*“ “It is impossible for humans to triangulate data in such ways and faster than technology

”

can.
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Participants still warned about the importance of a certain ‘complementarity’ between
Al and humans, who should not be replaced by technology, but rather supported in

compliance efforts, also mindful of the limitations of the AlL.*

Such results were substantially confirmed by the outcome of interviews, where the
majority of the interviewees felt that Al models could be effective either as a second
or third line of defense when used for Anti-Corruption Purposes (Questions 2 and 3),
even recognizing it to have “huge benefits” (Interviewee 4), also in terms of cost-

effectiveness and cutting labor hours (Interviewee 3).

At the same time, nearly all interviewees evinced the importance of being mindful of
the limits of such effectiveness, mentioning that Al could be used for Anti-Corruption
Purposes as a screening mechanism (Interviewees 2 and 8) or to support in decision-
making, subject to a further check by ‘humans’ and without replacing them
(Interviewees 1, 8, and 9), taking into account the level of technology and the time

and efforts spent for the tool (Interviewee 7).

Overall, these results indicate that Al may definitively have a role to play as an ‘ally’
in anti-corruption compliance, also within the second and third line of defense of the
organization, even though the limitations and challenges related to its deployment
should be duly considered, particularly when it comes to bias and always maintaining

a ‘human’ element into the process.

* Survey participants’ comments in this regard were as follows: “Al should be seen as a
complementary tool that can enhance the effectiveness and efficiency of the three lines of
defense and not a replacement for it”; “l don't know if in the future it could be possible for the
Al tools to search and find the issues by themselves, without any human input”; “Al models
will always find patterns in the data they are fed, and such patterns can be shared with the
investigators. Again, it's very important for these investigators to know the limitations of the

model.”
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4.3. A business case for Al

As to the experimental evidence on the business case potentially needed before
adopting Al, respondents to the survey were asked to indicate whether, in their view,
companies are motivated enough to adopt Al tools for Anti-Corruption Purposes
(Question 8). As can be seen from Graph 4, the results obtained are quite significant:
none of the participants strongly agreed with this statement, and almost two thirds
of them felt they could neither agree nor disagree (47%), or even disagreed completely

(12%).

Strongly Disagree Strongly Agree

3% 0%

Disagree
12%

Neither Agree nor
Disagree
47%

Graph 4: Answers to question 8 of the survey

A few participants expressed the belief that companies’ motivation to adopt such

tools is highly dependent on various factors, including the anti-corruption culture in
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place, the size and complexity of the organization, the trust such companies have in

new technologies, and the ‘perceived utility’ that such tools may have for them.*

A common view among respondents was that both the type and geographical
presence of the business would likely impact the decision to adopt Al-based tools for
Anti-Corruption Purposes, with certain economies being perhaps more ‘ready’ than
others to support companies’ efforts in this scenario.*” One respondent to the survey
further commented: “There is no free lunch, building and maintaining a good
framework (data acquisition, cleaning, deploy a model, etc.) has a non-irrelevant cost,
company has started to realize the power of these tools but there is a technological
gap to fill,” implying that companies should conduct a thorough cost/benefit analysis

before deciding to deploy such tools.

Other survey respondents alluded to the “relevant potential and significant risks” that
the Al is generally perceived to have, to the extent that “companies may not be fully
motivated to adopt an Al tool in a delicate field such as the anti-corruption detection,
if they are not provided in advance with strong safeguards concerning human control
and fundamental rights' protection.” This comment suggests, once again, how the
opportunity to keep a ‘human in the loop’ and paying constant attention to ethical

aspects remains a primary concern for those interested in deploying an Al model.

* Participants’ comments in this regard were as follows: “I think it depends more to how
motivated they are in general on Anti-Corruption. If yes, of course an Al tool is better and
easier”; “Only very big multinational companies or listed companies are”; “I still think there is
an element of distrust around Al for many companies although the advent of ChatGPT has
brought Al very much into public consciousness and curious about how it can be used”; “False
positives in this kind of investigations can have huge consequences for the companies that
deploy these models, so | would say they do not have a strong motivation unless they see real
utility out of them.”

* Respondents’ comments were the following: “This varies significantly on the nature and
location of the businesses. There is a mixture between actual regulatory obligations, fear of
failure and ESG compliance at play. Businesses will need to assess the suitability of the Al tools
available and decide what they should be doing”; “Based on my experience, it depends on
regions, in the US yes and UK slowly but in continental Europe companies are encountering

obstacles internally to adopt Al tools”; “In Poland — definitely not — they still want to hire
lawyers and not Al.”
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Similar views surfaced also within interviews (Question 4), where interviewees largely
confirmed — with only one notable exception*® — that adopting an Al model for Anti-

Corruption Purposes is not a foregone solution (Interviewee 4).

A common view among interviewees was that this decision rather depends on the
consideration of several factors, including avoiding sanctions from regulators and
reputational damage (Interviewee 5); the desire to lower corporate corruption levels,
also through a sort of deterrence effect deriving from the use of Al (Interviewee 9);
and, ultimately, the willingness of the organization to make more money (Interviewee

1).

Talking about this issue, Interviewee 7 stated that one of the main determinants in
the organizations’ choice to adopt an Al-based tool to detect bribery is the concern
that they are missing things, the “unknown unknowns,” and consequently they may
decide to adopt an Al solution hoping that it will work as a “miracle.” This belief,
according to the interviewee, is “delusional,” even though Al can still provide great

value in this space if enough training data are available.

Interviewee 6, when questioned on this point, remarked that the primary question
organizations should ask themselves, while considering their business case for Al, is
what they want to accomplish, considering that they may also decide to widen the
scope of their Al to manage additional compliance risks, so achieving “multiple

compliance objectives” with just one tool.

“8 It is the case of Interviewee 8, who noted as follows: “Yes, these are suitable solutions for all
companies, even though they make more sense for large volumes of activity and
documentation.... | see no reason why they should not be used even in simpler companies,
since the patterns are basically always the same... We need to understand how much the Al
has actually been trained though, how well ‘prepared’ it is.... in the presence of adequate
training, | see no limitations or difficulties in using it, considering that the costs are lower than
in human analysis, and will be increasingly so...”
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The empirical evidence above mostly confirms that businesses should preferably duly
ponder the opportunity to adopt Al for Anti-Corruption Purposes through a dedicated
business case. Considerations should primarily involve the cost-effectiveness of the
Al solution of the organization, the possibility to widen the scope of the tool to also
manage additional compliance risks, and the constant attention to the possible ethical

concerns deriving from the use of Al in this space.

The next section of surveys and interviews was concerned with a discussion on the
viability of Al solutions for Anti-Corruption Purposes for all companies willing to adopt

it (Question 9 - survey; Question 5 - interviews).

Strongly Disagree Strongly Agree
5% 5%

Disagree
14%

Neither Agree nor
Disagree
34%

Graph 5: Answers to question 9 of the survey

Approximately half of the survey participants either strongly agreed/agreed with this
statement (47% overall), and another half did not agree/disagree or disagreed
completely (53% in total). The strong bifurcation of opinion suggests that unanimous

consent does not exist on this issue.
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Most of the participants agreed on the opportunity to develop a thorough business

case — despite not having defined it as such — before adopting an Al solution.

In particular, one survey respondent commented: “I do not think the adoption of an
Al tool would be viable for all companies, as this evaluation may depend from several
factors, such as the structure of the company or its area of core business,” remarking
on the importance of duly considering the complexity of the organization before
deciding to deploy Al for Anti-Corruption Purposes. This view was also shared by
Interviewees 6 and 10, who highlighted how one of the main aspects to consider is
the cost-effectiveness of the Al, mindful of the size of the company, its area of

business, and risk profile.

Apart from that, respondents observed that additional determinants that should be
properly assessed include: i) the willingness of the company to invest money, time,
and resources in developing the tool; ii) the availability of a vast amount of data, iii)
the endorsement of the top management, and iv) the technological readiness of the

company.*

Commenting upon this issue, Interviewees 3 and 4 nevertheless highlighted that Al
could still be of great use to companies, being more efficient in spotting bribery
compared to humans, and that there would be a huge value for all companies in

understanding which data they have.

* Their comments in this regard, were as follows: “Al-based tools can require variably
expensive trainings for the personnel and might not suit some small companies. Also, Al

should work better with big amount of data”; “Without any training and clear willingness to

leverage those tools, | see a high risk of failure”; “Al tool shall be designed according to
companies digital environmental and capabilities. Al tool implemented in low digital
companies may bring low return”; “With enough internal data they could be self-sufficient, for
small companies it would be more difficult to build a model using only internal data
(outsourcing)”; “Yes but ultimately depends on the data available”; “Yes, however it requires
good IT systems and motivated directors - probably a lot of money too. But the most important

is to believe the AL-based tools can be of a help for real people.”
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In summary, these results suggest that the viability of Al-based tools is not a given
for any organization, seeing as it should be properly assessed through a dedicated
business case, considering, inter alia. the geography, type of business and
size/complexity of the organization, the availability of good quality data, and the cost-

effectiveness of the Al solution.

4.4. Development and deployment of Al-based tools for Anti-Corruption Purposes

As to the experimental evidence on the development and deployment of Al-based
tools, survey respondents were asked to indicate whether they agreed on the fact that
the main steps required to develop an Al-based tool for Anti-Corruption Purposes
include creating an adequate business case, defining the anti-corruption issue that
the tool is aimed at solving, preparing the dataset/data, training the tool, and
assessing its effectiveness (Question 10).

Disagree Strongly Disagree
0% 0%

Neither Agree nor

Disagree ;
23% 7%

Strongly Agree

Graph 6: Answers to question 10 of the survey
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As it can be observed in Graph 6, 77% of the participants either agreed or strongly
agreed with this statement, whereas, quite significantly, none of them disagreed or
strongly disagreed. The outcome of the interviews substantially confirmed such

results.

When asked about the main steps required to develop an Al-based tool for Anti-
Corruption Purposes (Question 6), a number of interviewees identified the following
main stages within the process: i) framing the anti-corruption problem to understand
how the Al tool should be ‘built’ and with which kind of algorithms (Interviewees 2
and 6); ii) determining which data are available in the organization that are relevant
to the Al model and then gathering, labeling, and transforming them in consistent
formats, identifying the types of behavior that the model should recognize, preferably
involving data scientists and compliance departments or experts to ensure that
relevant sources are not left behind (Interviewees 1, 2, 3, 4, 6, 7, and 10); iii) selecting
the quantifiable inputs that are needed from the tool, so that corporate compliance
functions can actually use them for their decision (Interviewee 6); iv) constructing the
dataset with “readable” and “accurate” data and then training the tool (Interviewees 2,
6, and 7); v) deployment, monitoring, and re-training of the Al, on which see further

question 8 below (Interviewees 1, 2, 5, 6, 7, and 10).

In this respect, Interviewee 10 emphasized how the steps above may vary significantly,
depending on the characteristics and dimension of the business, whereas Interviewee

8 called for the necessary involvement of qualified consultants to develop the Al.

According to survey respondents and interviewees, there are several challenges that

may arise within the process, which should duly be considered.
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Such challenges, include: i) technical issues such as class imbalance and
overfitting/underfitting* (Interviewees 2 and 6); ii) the availability of good quality and
“reliable data,” possibly consisting in real judicial cases (survey respondents®’;
Interviewees 1, 2, 3, 6, 8, 9, and 10); iii) ethical issues, such as bias and the lack of a
‘human in the loop’ (survey respondents®?; all interviewees); iv) the so-called “human
factor,” according to which employees in the company may either distrust the tool,
being reluctant to use it, or in contrast overly rely on Al for their job (Interviewee 9);
v) the greatest difficulty in identifying certain forms of bribery, also due to the legal
barriers that may impede access to certain data — for instance, to trace money trails
given to family members of individuals involved in corruption: a circumstance that
requires us to consider carefully what the Al can do realistically (Interviewees 1, 8,

and 9).

Taken together, these results suggest that there is some consensus about the main
phases required to develop an Al-based tool for Anti-Corruption Purposes, a process
in which the possible challenges deriving from the use of Al in this space — especially
in terms of data quality, as well as ethical, technical, and legal issues — should be

taken into account at all times.

* Such issues according to Interviewees 2 and 6 may require, in the first case, statistical
analysis and data augmentation, and, in the second one, cross validation, the expansion of
the dataset, or even changing the type of Al algorithm in use.

' Survey participants remarked in the following terms, regarding the availability of good
quality data: “Definitely, the program needs to be "fed" to work on the real cases and we have
to teach it all the time, for it to become better and better”; “The Al nowadays is as good as the
inputs it gets from humans [...]"; “[...] And it needs to be continually updated. It can only spot
what is trained to see so the more training it gets and updated with newer complex bribery
schemes — the better the tool will be.”

*2 In this respect, respondents commented as follows: “This is true up to a point. There are
ethical issues around building an Al that must be considered — is it biased?”; “Developing the

right culture internally, and also protecting against historical bias.”
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The following part of the survey and interviews required participants to comment on
whether Al algorithms should be assessed to test their effectiveness for Anti-
Corruption Purposes with a range of different indexes (Question 11 - survey) and, if

so, how (Question 7 - interview).

Disagree Strongly
Neither Agree nor 0% Disagree
Disagree (0573

15%

Strongly Agree
40%

Graph 7: Answers to question 11 of the survey

As show in Graph 7 above, the vast majority of those surveyed either agreed or
strongly agreed with the opportunity to assess the performance of Al through certain
metrics (85% overall) and clarified the critical role of “reliability and quality control”

for applications of Al in this context.

Experts have commented on the performance indexes above and, in one case, have

suggested that recall and precision may be perhaps most useful and recommended
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an additional index that may be helpful (Interviewee 5).>* One of the interviewees
noted that “there is no silver bullet” and that the evaluation of the performance of Al
is too complex to be reduced to a single metric or score, whereas it would be
preferable to use all the metrics combined to assess the quality of the system

(Interviewee 7).

In conducting this exercise, attention to ethical concerns should be a priority. As
Interviewee 10 put it, “[...] there shouldn't be a differentiation between effectiveness

on the one hand, and the ethical criteria on the other [...].”

This view is supported by the comments made by some of the survey respondents,
who emphasized that “Indexes are not the only input Al needs,” and that “No single
metric can capture how good an Al model is. More importantly, the metrics should
have specific meaning within the context of the application [...].” This suggests that
while being useful indicators, such metrics should still be part of a holistic evaluation

of the tool.

A common view among interviewees was that assessing the performance of the Al
model is the result of a trade-off between FP and FN, defined by Interviewee 9 as
“algorithm challenge”: on one hand, too many FP may overburden compliance and
lead to loose trust in the tool; on the other, too many FN may lead to missed actual
corruption cases, so exposing the organization to sanctions and to casting doubt into
the effectiveness of the Al (Interviewees 1, 2, 5, 6, 7, 8, and 9). In this respect,

Interviewee 8 remarked how, in balancing these conflicting needs, the priority should

>* It is the case of Interviewee 5 that after the end of the interview he/she reached out to
indicate an additional index that could be helpful in this context and that he/she could not
recollect during the interview, as follows: “The preferable machine learning performance
measure when both false positives and false negatives are of concern is the area under the
curve of the receiver operator characteristic graph. This is also known by its acronym — ROC-
AUC.”
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be ensuring that corruption cases are not missed, so suggesting that it would be

preferable to have more FP than less FN.

Overall, these results indicate that metrics could certainly be helpful as a starting
point, but ultimately the performance of Al-based tools used for Anti-Corruption
Purposes should be assessed comprehensively, with a view to finding the ‘right
balance’ between spotting a good number of corruption cases, without overstraining

the internal control functions of the organization.

The last survey and interview question for this section required respondents to
consider whether Al-based tools used for Anti-Corruption Purposes should be
monitored after deployment (Question 12 - survey), and, if so, how (Question 8 -

interviews).

Neither agree nor Disagree Strongly Disagree

disagree 2% ‘. 0%
5%

Strongly Agree
59%

Graph 8: Answers to question 12 of the survey
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Graph 8 shows the breakdown of the survey responses to question 12, which leaves
very little doubt about the perceived relevance of maintaining continuous monitoring
of any Al tool adopted, on which most of the participants either strongly agreed or

agreed (93% in total).

The majority of those who responded to this item felt that Al maintenance and
monitoring were a pivotal element. One survey respondent commented as follows: “Al
gives answers based on LLM models and extracts them without knowing if such
answers are correct or not, in other words without any consciousness therefore |

believe it would be imperative to monitor the outcome.”

These results were fully upheld in interviews, where all interviewees variously
remarked on the importance either of continuous monitoring or on-the-spot checks
after deployment, and of updating the tool and re-training it with new cases to allow
it to identify different and emerging bribery patterns, in a continuous fine-tuning
process involving all the main stakeholders (including compliance, developers, and

data scientists).

Another recurring theme, both in the survey and amongst interviewees (Interviewees
1, 5, 6, 7, 8 and 9), was the significance of the “human factor” in this context,
meaning that such monitoring functions should be still entrusted to experienced
professionals and not to the Al. As remarked by Interviewee 7, it would not be
advisable to let the tool replace our common sense or our human decision-making
ability: “It is not a tool to put your full faith in it” or otherwise “it will burn you and will
burn you very hard,” hinting to the possible negative consequences of totally

delegating our capacity to make decisions to the Al.

Taken together, the results for the present section of surveys and interviews indicate

that within the development and deployment of an Al-based tool for Anti-Corruption
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Purposes — and including, among others, creating an adequate business case,
framing the anti-corruption issue, preparing the dataset/data, training the Al model
and assessing its effectiveness — many challenges may be encountered by

organizations, of technical, ethical, and legal nature.

The importance of constantly evaluating the performance of the Al-based tool was
consistently recognized, possibly by means of different metrics considering that none
of them is decisive, and most notably holistically, trying to find the ‘best’ trade-off

between FP and FN.

Finally, the significance of continuously monitoring, updating, and re-training the tool
was emphasized, preferably ensuring the involvement of ‘humans,” who should not
be replaced in their decision-making role by the Al, especially in this context. Results
also suggest that ethical considerations remain of primary concern for those who

intend to approach, even just theoretically, the adoption of Al-based tools.

4.5. Ethical, legal, and other issues related to the use of Al-based tools for Anti-

Corruption Purposes

The following section of surveys and interviews required respondents to provide
information on the main ethical, legal, and additional issues and risks involved in the

use of Al for Anti-Corruption Purposes.

As can be observed in Graph 9, it is apparent that most survey participants (92% of
the total, considering both the strongly agree and the agree answers) are convinced
that the ethical use of Al-based tools should be ensured by organizations (Question

13).
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Graph 9: Answers to question 13 of the survey

Such evidence suggests that ethical risks remain a priority, as highlighted by one of
the respondents (“First things first!”) and most interviewees who, with one exception,**
confirmed this and remarked the opportunity to be critical of the Al-based tool “from

day one” to avoid possible ethical concerns (Interviewee 1).

At this point, the main ethical issues that may derive from the recourse to Al-based

tools in this context were explored.

Initially, survey respondents were asked to confirm whether, according to them, the
main ethical issues that may derive from using Al-based tools for Anti-Corruption
Purposes include unethical development and use of the tool, lack of management of

current risks, as well as absence of a 'human in the loop' (Question 14).

** In this respect, only one of the interviewees noted that ethical issues related to the use of Al
for Anti-Corruption Purposes may be less sensitive (Interviewee 3).
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Graph 10: Answers to question 14 of the survey

As shown in Graph 10, most of the respondents strongly agreed/agreed with this
statement (70% in total), and nobody strongly disagreed with it. There was still a
significant percentage of undecided persons (28%), a fact that is perhaps due to the

complexity of ethical issues that surrounds the use of Al.

When participants had the opportunity to further expand on this issue both in the
survey’s comment field and within interviews (Question 9), they identified some of the
main ethical issues in this space as follows: i) bias, both in the data and/or of the
programmers and users of the tool — even though Interviewee 10 conceded that
biases consist in “value judgments” and “normative orientations in data sets” that may
also be “good”; ii) discrimination, regarded by some as the “main risk” due to its
significant impact on society (Interviewees 2 and 4); iii) lack of involvement of a

‘human in the loop,” as remarked by three survey participants® and a number of

>> Those participants commented as follows: “Augmented Al — where humans supervise the
Al is the best way to safely deploy an Al | think [...]”; “Al should be considered a tool in the
hands of those who are in charge of monitoring anti-bribery behaviors so the primary
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interviewees — even though in one case it has been noted that having a human

element involved in the process may also represent an additional bribery risk.*®

In summary, these results show that ethical issues are considered of primary interest
when developing Al solutions for Anti-Corruption Purposes, and they include not only
the unethical development and use of the Al, the lack of management of current risks,
and the lack of involvement of ‘humans,” but most notably, also bias and

discrimination.

responsibility for assessing facts and drawing conclusions and checking the effectiveness of
the process should stay at all times with the owner of the monitoring activity”; “Al cannot
replace human oversight, it can only be used as supportive tool.”

*® One of the survey respondents noted that: “human in the loop’ may also mean another

corruption opportunity in the Al check/control workflow...”
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Experts were subsequently asked to rank in order of relevance the ethical principles
posited by the UNESCO Recommendation, which should inspire the design and use of
Al-based tools, also when used for Anti-Corruption Purposes (Question 15 of the

survey).

m UNESCO Principles, ranked in order of relevance

Graph 11: Answers to question 15 of the survey

As it can be observed in Graph 11, respondents appear to be mostly concerned about
ensuring that the principles of Safety and Security, Proportionality, and Fairness/Non-
Discrimination are respected. These results are in line with the previous answers to
the questionnaire, where participants highlighted multiple times the importance of
avoiding bias, as well as other ethical issues that may well result in unsafe and/or

discriminating applications of the Al-based tool.

It can be further seen from the Graph above that the principles of Transparency,

Human Oversight, and Responsibility/Accountability come immediately afterwards,
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with an average ranking of approximately 5 out of 9. Finally, the principles of
Sustainability, Awareness and Literacy, and Multi-stakeholder and Adaptive
Governance and Collaboration come last, with a mean score of (only) less than 3 out

of 9.

Such an outcome has been partly confirmed by the interviews (Question 10), where
experts mentioned among the ethical principles to be prioritized not only
Fairness/Non Discrimination (Interviewees 1, 2, and 9) and Safety and Security
(Interviewees 1, 2) — at the top of the survey results — but also Transparency
(Interviewees 1 and 9, while Interviewee 10 remarked that Transparency should not
be regarded as a ‘game changer’), Responsibility/Accountability (Interviewees 1 and

9), and Sustainability (Interviewee 1 and 9).

The significance of these inconsistent responses in the empirical evidence gathered
is somehow mitigated by the fact that, as Interviewees 5 and 7 noted, all the ethical
principles above should be duly considered. In this context, the most relevant ethical
issue would be removing human agency altogether “and giving it to the Al”
(Interviewee 7). What should be avoided at all costs, according to this expert, is
putting the entire decision in the hands of the algorithm, in other words “rubber-

stamping what the Al said.”

When the experts were asked how, in their view, corporations should ensure that Al-
based tools are ethically designed and used (Question 11 of interviews; survey), a
number of possible strategies was identified, including: i) “ethics by design,” so that
ethical issues may be avoided, or at least timely detected; ii) ensuring that ‘humans’
are always in charge of decisions (Interviewees 6 and 8); iii) involving in the training
of the tool and in the analysis of its outputs a composite team of competent
professionals, acting under the banner of “professional ethics” (Interviewee 8); iv)

having an adequate risk management system in place, also to be able to explain to
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regulators the outcomes of the tool (Interviewee 6); v) education and training on the
proper and ethical use of Al (Interviewee 2); vi) proper security measures and
testing/monitoring mechanisms (Interviewees 4, 5, 7, and 8); vii) ensuring that
compliance policies are robust and contain non-discrimination language (Interviewee
7); viii) having critical thinkers, academics, and journalists “making storms,” also
through raising-awareness initiatives (Interviewee 1); and ix) holding accountable

those responsible for violations.

This latter theme, focused on the principle of Accountability, was further explored in
Question 16, where survey respondents were asked their views about whether both
Al-based tools used for Anti-Corruption Purposes and the corporations that employ

them should be held accountable, in case of improper use of the tool.

Strongly Disagree

Disagree
3%

9%

Strongly Agree

Neither Agree : 35%
nor Disagree
20%

Graph 12: Answers to question 16 of the survey

What is interesting in this data is that, as can be seen from Graph 12 above, despite
only a small minority of respondents disagreeing with the posited statement (12% in

total), the remarks they made were mostly in the sense that only the organization
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using the tool, and not the tool itself, could be held accountable in case of violation,*’
with only one exception.*® Such a result may be due to some confusion between the
principles of liability and accountability, on one hand, and on the general tendency

not to recognize legal personhood on Al, on the other.

In any event, what is most striking is that none of the survey participants speculated
or implied in the comments field that the developers of the Al tool may/should be
held liable, in case of an improper use of the latter. A possible scenario that instead
emerged during interviews (Question 12), were the experts suggested possible
liability, if not of the tool, then of those who actually committed the violation, as well
as of developers. As one interviewee noted, there should be liability for having created
a tool that is too “generic” and that may be circumvented (Interviewee 2) — and liability
may attach to the companies using the Al-based tool for Anti-Corruption Purposes,
from the top management and possibly down to the chain of command, depending
on the circumstances (Interviewees 2, 3, 4, 5, 6, 7, and 10). One interviewee raised
the applicability in this circumstance of ordinary legal rules that make liability

dependent on human actions (Interviewee 8).

As Interviewee 6 noted, the accountability of organizations in this context is mainly
due to the fact that ultimately, they should not transfer decision-making to vendors
without putting in place proper controls, and also because it is the company that will
eventually need to face sanctions from regulators. As in any other compliance

discussion, it will be necessary to ensure that choices regarding the tool are properly

*” The comments of the survey respondents, in this respect, were as follows: “I do not see as
a tool could be considered accountable. The choice of such tool and its use are a responsibility
of the companies that select and adopt them and the same should be applicable for
accountability”; “Only the corporations should be liable”; “[...] Because if it's just a tool, | don't
think, in my opinion, that should be held accountable. Only the corporations. The latter also
for what Al tool they have chosen”; “Al-based tools cannot be held accountable: it's the
organizations engineering and using them who can be”; “Can an Al be held accountable? It is
what the corporation does with the Al output and if they have sufficient checks on the output
to verify its truthfulness.”

*¢ One of the participants noted: “Not sure about holding tools liable. But accountable — sure.”
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justified and documented (Interviewee 6), and that the Al tool, as well as any other

part of the business, is ethical (Interviewee 3).

A compelling point of view was expressed in this respect by Interviewee 10, who
remarked how it would be preferable to shift our perspective from Al Accountability,
which entails evaluating ex post what happens in case Al models “go wrong,” to

discussions regarding the ex ante legitimation of the Al.

As to the possible legal issues that may derive from the use of Al for Anti-Corruption
Purposes, survey respondents were asked to confirm whether they believe the latter
mainly consist in privacy violations, cybersecurity issues, or infringements of labor

laws (Question 17).

Strongly Disagree Disagree
0% 5%

Neither agree

nor disagree 5
18% &

Strongly Agree

Graph 13: Answers to question 17 of the survey

It is apparent from Graph 13 that very few respondents disagreed with the proposed
statement (only 5%), whereas most of them either (strongly) agreed (77% in total) or

remained undecided.
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The most interesting result emerges from the additional remarks made by participants
in relation to this question, where they highlighted the relevance of issues that are
not purely legal, but rather mainly of ethical or more practical nature, such as bias
and discrimination, lack of data quality, the necessity to find a good balance between
FP and FN, and/or the inaccurate elaboration of results or data.*® This suggests that
there may be some confusion between legal issues relating to the use of the Al and
other kind of considerations, mainly linked to a sense of ‘distrust’ in Al and, more
generally, to the opportunity of adopting an Al solution or not, depending on the

circumstances of the case.®

This outcome can be compared with the data in Graph 14, which shows the answers
to survey Question 18: respondents were asked to confirm whether corporations
should ensure that the collection, processing, and use of data for the purposes of
developing and deploying Al-based tools for Anti-Corruption Purposes is compliant
with privacy laws and regulations, among others through meeting the requirements
under the GDPR in relation to the fairness and lawfulness of processing, and limitation

of the collection purposes.

*9 In this respect, some of the comments of the respondents to Question 17 were as follows:
“There will be others, including bias and false negatives/false positives — but the above are
very relevant”; “Elaboration of results or data might be an issue”; "l don't know what's the legal
issue on false positives, i.e. when the tool says somebody bribed or was bribed but it is actually
not true. Defamation?”’; “Quality of data itself. Also, who has access to the data being used to

train the model? Who retains access to it.”; “Possibly also discrimination issues.”

% This sense of distrust is confirmed by the fact that, in one case, a survey respondent
commented that “what concerns our clients the most is whether they can really count on the
Al and whether it makes mistakes or not. They believe that real lawyers can examine the case
better.”
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Graph 14: Answers to question 18 of the survey

As can be seen from Graph 14 above, the vast majority of participants (90% altogether)
either strongly agreed or agreed with the posited statement, whereas nobody strongly
disagreed with it. Analyzing these figures together with the ones from Question 17,
the most relevant observation to emerge from the data comparison is that
respondents appear to be more concerned about possible privacy/data protection
violation arising from the use of Al for Anti-Corruption Purposes, than from more

‘generic’ legal violations.

Considering that legal infringements also encompass privacy violations, this outcome
may be considered peculiar. Perhaps the reason for this could be found in some of
the remarks made by the survey respondents, who, apart from emphasizing the

relevance of compliance with legal and ethical standards, also at the local level,®

® The comments made by survey respondents were as follows: “Will be necessary to make sure
that any tools used are in accordance with ongoing regulatory and legal obligations, as well
as ethical application”; “Companies should also abide by other local applicable laws. For
instance, in the use, HIPAA and newly deployed state privacy laws.”
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expressed worry about the extending reach of privacy regulations, to the point that

critical functionality of the tool may be compromised.®?

Such findings are substantially confirmed by the evidence collected during interviews.
While discussing the topic, the interviewed experts (Questions 13 and 15) flagged
possible privacy issues as one of the main concerns potentially deriving, under a legal
perspective, from the recourse to Al for Anti-Corruption Purposes in business.
Interviewees further noted how the mitigation of privacy risks would entail, inter alia,
i) constant coordination with privacy experts; and ii) handling information securely

and on a need-to-know basis (Interviewees 1, 2, 3,4, 5,6, 7,9, and 10).

If privacy is a priority, cybersecurity is even more so. As shown in Graph 15 below,
when survey respondents were asked whether corporations should adequately
mitigate cybersecurity risks while developing and deploying Al-based tools for Anti-
Corruption Purposes (Question 19), the 91% of them either strongly agreed, or agreed,

with such a statement.

% In this respect, comments of the participants were as follows: “I've heard GDPR is
overreaching in some aspects [...]”; “No doubt the violation of the GDPR Regulation would

undermine the trustworthiness of the tool and make it useless”; “Although doing that may
prove impossible, and can potentially be a showstopper for such a product.”
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Graph 15: Answers to question 19 of the survey

A survey participant remarked how such a choice constitutes “Best practice [...],” while
another two commented as follows: “Always — entities should be aware not to let the
Al become double-edged weapon”; “Cyber risks should be top of mind at all stages of
the Al cycle.” Safeguarding the company against cybersecurity risks related to Al is

even more reasonable, considering that, as one of the respondents commented,

“Collecting and storing high valuable data could be an incentive to be attacked.”

Also in this case, the interviewed experts (Questions 13 and 15) included
cybersecurity concerns among the most significant legal issues potentially deriving
from the use of Al in this context, which calls for having relevant data encrypted and
secure, with monitored access to them, as well as involving cybersecurity experts into

the discussion (Interviewees 1, 2, 4, 5, and 7).

According to the empirical evidence gathered, another priority is ensuring that the Al-

based tool used for Anti-Corruption Purposes is not used illicitly and/or unlawfully.
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When they were asked whether corporations should ensure that their Al-based tool is
not used for such improper aims (Question 20), most of the survey participants (92%
overall) either strongly agreed or agreed with such a statement. One of the
participants even emphasized the seriousness of such a possible outcome,

commenting as follows: “That would be a real tragedy.”

Disagree [} Neither Strongly Disagree
2% Agree 0%
nor
Disagre
e
6%

Strongly Agree
58%

Graph 16: Answers to question 20 of the survey

Interestingly, it is not only the legal risks that were important to respondents. In
response to Question 21 of the survey, 88% of the participants (strongly) agreed with
the fact that companies may encounter functional, systemic, and safety risks when

adopting Al-based tools for Anti-Corruption Purposes, as shown in Graph 17 below.
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Graph 17: Answers to question 21 of the survey

While commenting on this, two of the participants highlighted the relevance of
additional pitfalls and challenges in this context, in particular “reputational risks,” the
management of FP, and the lack of understanding of “the broader social context.”®
Once again, one of the respondents noted the importance of keeping a ‘human in the
loop,’® so confirming that this ethical factor is generally perceived as one of the main
issues to which attention should be paid with respect to the use of Al for Anti-

Corruption Purposes.

Consistent with the prior concerns expressed regarding challenges and risks related
to the use of Al for Anti-Corruption Purposes, 90% of the respondents confirmed that

corporations should adopt measures to adequately manage those risks both in the

& Please find here the complete citations mentioned above: “I'd say also reputational risks to
be considered”; “Cannot stress enough two (interrelated) challenges: false positives, and no
understanding of the broader social context.”

® The respondent noted as follows: “we still need the human factor; we should not use such a
tool blindfolded.”
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designing and in the deployment phase of the Al model, as shown in Graph 18 below

(Question 22).
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Graph 18: Answers to question 22 of the survey

In this respect, three of the participants remarked on the importance of having a
sound internal control system, which would contribute not only toward ensuring
compliance within the organization, but even in promoting the “social acceptance” of

the Al-based tool by reinforcing its credibility.®

When surveyed on these items (Questions 14 and 15), the interviewed experts
highlighted some additional possible risks and issues, including: i) a “human risk”

consisting in the fact that, due to the implementation of an Al model, employees may

® The comments of the respondents were as follows: “It depends how tangential they are to
the function being created. It is better to put in some procedures soon, rather than the best
procedures in the future”; “Indeed. The mapping of the risks, and the subsequent adoption of
prevention measures, are keys for both the credibility and the 'social acceptance' of the Al
tool”; “Of course internal policies and procedures are required to properly use Al tool.”
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feel less inclined to blow the whistle (Interviewee 9); ji) the risk that the Al tool itself
may be used to commit corruption (Interviewee 1) or may entail labor/employment
law violations, also in terms of unlawful monitoring of employees’ activities
(Interviewees 7, 8, and 10); iii) potential intellectual property issues that may lead
companies to protect their “good datasets” (Interviewee 10)°; jv) governance issues
(Interviewees 2 and 5); and v) systemic risks, such as systemic bias over certain
countries (Interviewee 5), or continuous reliance on a system that is deemed as perfect

but actually is not (Interviewee 7).

When imagining possible mitigating factors to those issues, interviewees remarked
that i) keeping a human in the loop; ii) ensuring top management’s oversight; iii)
adopting a worldwide regulation on the role of engineers and developers in this
context, and iv) raising awareness initiatives on the real capabilities of the Al, may all

be helpful (Interviewees 4, 5, 7, and 10).

In this respect, the considerations made by Interviewees 3 and 6 are particularly on
point, when they emphasized how the real risk may be companies paying money to
chase an Al solution that is not necessary or optimal for them, perhaps even skipping

steps in their compliance program due to the lack of a real ethical culture.

As further noted by Interviewee 3, compliance is difficult because it requires a lot of
emotional intelligence, and there are no workarounds to skip “the hard work.” It
should be ensured at all times that organizations adhere to a real, substantial
compliance culture that values integrity, from the CEO down to all the employees, and

when compliance culture is at stake, there is not Al solution for that.

% The declarations of Interviewee 10 in this respect were as follows: “[...] Uh, and my
presumption is that...Good datasets will be defended in the future...There will be legal battles
or there are legal battles already coming up with regard to these models....my prediction is
that this will also spill over into other models or other data set actually for highly specialized
models like anti-corruption...”
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Empirical evidence suggests that legal issues — especially privacy and cybersecurity-
related — and additional risks (concerning functional, systemic, and safety aspects)
should be considered very seriously when adopting an Al tool for Anti-Corruption
Purposes, and their mitigation should necessarily sink their root in a solid internal
compliance system and compliance culture, without which no anti-bribery and

corruption control — even if employing Al — could be really effective.

The present chapter has presented the results of the thesis based on the proposed
research objectives, the hypotheses formulated, and the evidence collected by means

of both quantitative and qualitative research methods.

The results suggest that the decision to adopt an Al solution for Anti-Corruption
Purposes should be preferably assessed through a dedicated business case, seeing as
the viability of Al-based tools depends on several factors: inter alia, the geography,
type of business and size/complexity of the organization, the availability of good-

quality data, and the cost-effectiveness of the Al solution.

Findings have shown that, within the main phases of development of the tool, many
challenges and issues of a technical, ethical, and legal nature may be encountered by
organizations including among others, bias, discrimination, privacy and cybersecurity
violations, and lack of accountability of those involved in the improper use of the Al-

based tool.

Interview and survey results have also revealed that constantly evaluating the
performance of the Al-model is important, possibly by means of different metrics,
considering that none of them is critical per se, but rather offers a good starting point

for researching a satisfactory trade-off between FP and FN.
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Finally, the significance of continuously monitoring, updating, and re-training the tool
was highlighted. Preference was emphasized for ensuring the involvement of
‘humans,” who should not delegate it entirely to the Al or allow themselves to be
replaced in their decision-making roles, but should rather be actively engaged in
promoting a compliance culture within the organization. As part of this effort,
consensus was that humans in the loop would better mitigate the legal, technical, and
ethical issues and the any additional risks that may arise when adopting an Al tool for

Anti-Corruption Purposes.

In the next (and final) chapter, the findings illustrated in the present chapter are
discussed together with relevant literature review. Finally, areas for further research

are identified.
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5. Conclusions

5.1. Overview of Chapter 5

Chapter 5 is concerned with a summary and critique of the results of this thesis, which
are discussed together with the main scholarly debates illustrated in chapter 2. This
chapter also includes a discussion of the implications of the findings to future

research into this area.

5.2. The main reasons motivating companies to adopt Al tools for Anti-Corruption

Purposes

This study has shown that corporations may want to adopt Al solutions for Anti-
Corruption Purposes to achieve improved efficiency, uncover patterns in data, and

innovate business processes.

This research has confirmed this author’s view that some of the factors that may
motivate companies to adopt Al-based tools for Anti-Corruption Purposes include the
possible reduction of both compliance costs and of the time required to perform
compliance checks on vast amounts of data. Additional benefits from such adoption
may also be the improvement of the efficiency of corporate corruption detection —
mainly due to the autonomous learning abilities of the Al and its computing power —
thus allowing organizations to better comply with the increased pressure coming from

regulators.
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Empirical evidence suggests that the motivations for deploying Al in a corporate
context may not be limited only to increased efficiency and effectiveness, and

reduction of time and costs.

The investigation of these issues has shown that additional factors may come into
play in this context, including: i) the perceived utility and cost-effectiveness of the
tool; ii) the size, complexity, and geographic footprint of the business; iii) the
presence of a solid compliance culture within the organization; iv) the prior adoption
of strong safeguards concerning the possible ethical issues surrounding the use of
the Al in this space; v) the intention to widen the scope of the Al to manage additional

compliance risks; vi) and even, the willingness to “make more money.”

A common view among respondents was that both the type and geographical
presence of the business would likely impact on the decision to adopt Al-based tools
for Anti-Corruption Purposes, with certain economies being perhaps most ‘ready’ than

others to support companies’ efforts in this scenario.

Several participants emphasized the importance of conducting a thorough
cost/benefit analysis before deciding to deploy such tools, and warned of the relevant
risks that Al is perceived to have, to the extent that companies may decide not to

adopt an Al-based tool in this space if ethical concerns are not paid adequate heed.

Talking about this issue, one of the interviewees stated that one of the main
determinants in the organizations’ choice to adopt an Al-based tool to detect bribery
is the concern that they are missing things, the “unknown unknowns.” Consequently,
a company may decide to adopt an Al solution hoping that it will work as a “miracle”:
this belief, however, is “delusional.” This suggests how some confusion still exists

regarding the real capabilities of the Al. These limitations and attributes would need
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to be clarified to allow organizations to adopt an informed decision when considering

the deployment of Al-based tools in anti-corruption compliance.

No empirical evidence was found regarding the possible impact of the enhancement
of corporate governance on the motivation of organizations to adopt Al-based tools:

further research on this topic would be of great help in assessing this.

Moreover, another possible area of future research would be to investigate the so-
called “second-order impacts” of Al — namely, improving performance by either
launching or refining products and services, boosting financials, strengthening the
organization’s presence on the market, and advancing sustainability efforts — to
assess whether they are relevant also with respect to the use of Al for Anti-Corruption

Purposes in a business context.

5.3. The viability of Al-based tools in companies willing to detect instances of

bribes giving and/or taking

The study has mostly confirmed the findings of relevant literature (inter alia, Enholm,
et al., 2022; Kobis, et al., 2022; Bartneck, et al., 2021; Zwiebel, 2021; Rusch, 2021;
Alsheiabni, et al., 2019; Alsheibani, et al., 2018; Ransbotham, et al., 2018; Daniels,
et al., 2018), and this author’s views, according to which one of the main requirements
for Al to effectively assist in corporate anti-corruption compliance efforts is that the

adoption of it follows a rigorous and risk-based corporate business case.

When surveyed on the viability of Al solutions for Anti-Corruption Purposes for all
companies willing to adopt it, respondents did not express unanimous views, seeing
as approximately half of them either strongly agreed/agreed with this statement (47%

overall), and the other half did not agree/disagree or disagreed completely (53% in
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total). Still, many of them agreed in the survey’s comments on the opportunity to
develop a thorough business case — despite not having defined it as such — before

adopting an Al-based tool.

In particular, one survey respondent commented: “I do not think the adoption of an
Al tool would be viable for all companies, as this evaluation may depend from several
factors [...].” This view was shared also by some interviewees, who highlighted how
one of the main aspects to consider in this context is, inter alia, the cost-effectiveness

of the Al solution, mindful of the characteristics of the business.

Also, when one of the Interviewees noted that Al-based tools may be a suitable
solution for all companies, he/she acknowledged that such tools “make more sense
for large volumes of activity and documentation,” so implying that some
considerations regarding the size and type of the business of the organization should

still be made.

In summary, the results of this research support the idea that, despite the mixed views
expressed on the topic, the viability of Al-based tools is not a given for any
organization, which should be properly assessed through considering certain specific

factors.

This thesis has also found that generally, as anticipated, one of the primary
considerations to be made within the business case for an Al model to be used for
Anti-Corruption Purposes is an evaluation, in terms of cost-effectiveness, of the Al-
based tool, also in consideration of the size/complexity of the organization, its area

of business, geographic footprint, and risk profile.

The evidence from this study suggests that additional factors should be duly taken
into account by organizations while considering their business case, as follows: i) the

choice of the most appropriate Al model (i.e. either ruled-based programming, or ML),
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depending on the size of data available and the type of analysis that will be demanded
to the Al; ii) the availability and quality of a vast amount of data and of human
resources; iii) the technological readiness of the organization; iv) the need to comply
with regulatory requirements; v) the opportunity to manage additional compliance
risks using the Al, not limiting the latter to anti-corruption; and vi) the endorsement
of the top management and, more generally, the willingness of the organization to

invest money, time, and resources in developing the tool.

It should be noted that many of the studies dealing with this issue are not expressly
focused on the use of Al for Anti-Corruption Purposes. This thesis still contributes to
extending our knowledge of the main aspects that organizations should consider
before deciding to develop and deploy an Al solution. More research is needed to
better understand how different factors affect the decision of adopting an Al model

for Anti-Corruption Purposes.

5.4. Selecting the ‘right’ data to train an Al-based tool for Anti-Corruption

Purposes

One of the primary findings emerging from this thesis is the confirmation that with

respect to the use of Al for Anti-Corruption Purposes, data lies at the heart of Al.

This study has found that generally the availability of reliable and good-quality data,
possibly consisting also in real judicial cases, is essential to the success of any Al
model seeing as, in line with this author’s views, when data of inconsistent quality are
used for training the tool, the reliability of the Al’s predictions and analyses are

seriously impaired.
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The results of this research supports the idea that some of the key steps to
understanding which data would be available to an Al model and their source include:
developing a data aggregation strategy; understanding which would be the most
effective way to harmonize data; possibly critically assessing data “through a
compliance lens” (Zwiebel, 2020a, p. 1), with a view also to the cost and limitations
related to their use; and finally labelling and transforming the data, to allow the Al to

make useful predictions on the basis of them.

The empirical evidence gathered through this thesis has also suggested that there are
many challenges that may arise with respect to data for Anti-Corruption Purposes in
the private sector. The availability of valid, unbiased, complete, and correct data, that
could be ‘fed’ to an Al tool and with which the latter should also periodically be
updated and re-trained, to allow it to discover also new and additional bribery

patterns, is essential.

The investigation of this issue has revealed that many are the obstacles that an
organization may encounter with respect to data and the adoption of Al for anti-
bribery detection. Challenges include a lack of open-access datasets, a fact which may
oblige companies to rely on their own data and incomplete data (which may not
contain real-life examples of the same kind of behaviors and/or red flags the Al model

should identify or predict).

It was also shown that the relevance of technical issues in this context — such as

imbalance, overfitting/underfitting, and data noise — should not be underestimated.

The current study offered some insights into the use of data in connection with Al
and related pitfalls, even though considerably more work will need to be done to
determine the peculiarities that those data challenges have in developing Al-based

tools for Anti-Corruption Purposes in business.
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Most notably, further research might explore the possible strategies that companies
may adopt to make up for the lack of good-quality relevant data for the purpose of
developing Al tools for Anti-Corruption Purposes. In relevant literature some
suggestions have been made in this respect, including training the Al over a longer
time frame, and/or programing the tool to risk-rank transactions or to detect
anomalous transactions/bribery red flags, instead of actual corruptive behaviors
(Zwiebel, 2021). Such research may have consistent practical applications and would
certainly assist organizations in complying with the ever-growing anti-corruption

framework more easily.

Finally, these findings also have significant policy implications. As suggested by some
authors (Kobis, et al., 2022; Rusch, 2021), a reasonable approach to tackle the issue
of scarcity of relevant data would be developing open data programs, crowdsourcing
platforms, consortiums, or other collective action mechanisms, through which
organizations may share relevant data and best practices, in order to advance

together their anti-corruption efforts.

Further research should be conducted to establish the most appropriate ways to
proceed with these forms of data sharing, mindful of the limitations and challenges

that they would entail, primarily from an ethical and legal perspective.

5.5. Assessing Al algorithms used for Anti-Corruption Purposes

This thesis has discussed the characteristics and implications of using different
metrics to assess the performance of Al used for Anti-Corruption Purposes in a

business context, namely accuracy, precision, recall and F1-Score.

Some evidence suggests that recall and precision may be the most useful metrics in

this context when used together, seeing as they would allow the organization to
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appreciate both how good the Al model is in predicting bribery and the completeness
of such predictions. In one case, an Interviewee suggested that ML’s performance
should preferably be assessed by looking at the “area under the curve of the receiver
operator characteristic graph. This is also known by its acronym - ROC-AUC.” Due to
the lack of broad empirical evidence on this point, such results should be interpreted

cautiously.

The evidence from this study rather confirms “there is no silver bullet” against
corporate corruption, and that the evaluation of Al performance is too complex to be

reduced to a single metric or score.

At the very least, it would be preferable to use some of the metrics above combined
to assess the quality of the system and the reliability of its predictions, within a

continuous process of ongoing monitoring on the performance of the tool.

Most notably, the findings of this thesis suggest that the performance of Al-based
tools used for Anti-Corruption Purposes should be assessed holistically, with a view
to finding the most appropriate trade-off between FP and FN, so resolving the so-
called “algorithm challenge” (Kobis, et al., 2022, p. 5) by identifying the ‘right balance’
between spotting a good number of corruption cases, and not overburdening the

internal control functions of the organization.

As suggested by one of the interviewees, in balancing those conflicting needs, the
priority should be ensuring that corruption cases are not missed, so suggesting that

the trade-off above should be solved by having more FP than less FN.

The results of this research also support the idea that, in conducting this exercise,
companies should preferably consider also the technical, ethical, and legal challenges
that Al solutions would pose in an anti-corruption compliance context, most notably

bias.
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Overall, considering that only very few authors have conducted an analysis on this
specific issue from a private-sector anti-corruption perspective (Kobis, et al., 2022;
Rusch, 2021; Daniels, et al., 2018) and that broad scientific findings are still lacking,
future research in this field is needed to better estimate what would be the
implications of using such metrics as those under discussion to measure the
performance of Al-based tools in anti-corruption compliance, or whether such a use

of Al would require other, more suitable metrics to be properly assessed.

5.6. Shortcomings and challenges deriving from the recourse to Al-based tools in

identifying corruption in business

The findings of this study confirm that ethical issues related to the use of Al for Anti-
Corruption Purposes should be thoroughly considered and prioritized by
organizations willing to adopt Al solutions. Not only because potentially negatively
affecting the effectiveness of the Al model, but most notably because they may well

result in violation of the fundamental rights of the individual.

Most survey participants (92% of the total) expressed the view that the ethical use of
Al-based tools should be ensured by organizations. Such evidence suggests that
ethical risks remain a priority, as highlighted by one of the respondents and most
interviewees, who, with only one exception, confirmed this and remarked the
opportunity to be critical of the Al-based tool “from day one” to avoid possible ethical

concerns.

When the surveyed participants were asked to confirm whether the main ethical issues
that may derive from using Al-based tools for Anti-Corruption Purposes include

unethical development and use of the tool, and lack of management of current risks,
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as well as absence of a 'human in the loop,' most of them (70%) agreed with this

statement.

Respondents and interviewees also emphasized that additional ethical concerns
around bias and discrimination should be given attention in this context. Evidence
suggests that while a certain component of bias is somehow inevitable seeing as the
development of the Al is the result of human decisions, those biases that result in
discriminatory outputs of the Al based on gender, race, and ethnic origins, and sample
and learning biases deriving from the selection and training phase of the Al, may
particularly hinder the effectiveness of the Al when used for Anti-Corruption Purposes.
Bias was identified as a potential ethical concern by most interviewees, even though
one of them noted that biases, consisting of “value judgments,” are not necessarily

negative in nature.

Possible approaches to tackle such ethical challenges include, among others: i)
conducting Al impact assessments; ii) adopting an “ethics by design” (Kieslich, et al.,
2022, p. 1) approach; jii) involving in the training of the tool and in the analysis of its
outputs a composite team of competent professionals; iv) having an adequate risk
management system and proper security and monitoring mechanisms in place; v)
holding accountable those responsible for violations; and vi) and, most notably,

ensuring that ‘humans’ are always in charge of decisions.

In this latter category, evidence suggests that a significant ethical concern is
represented by removing human agency and transferring it to the Al, seeing as both
relevant literature and many participants to the study emphasized how putting the
entire decision in the ‘hands’ of the algorithm should be avoided. Consistently,
researchers and respondents have emphasized that Al should only serve as a

supporting tool, and not as a decision-maker.
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Evidence also shows that there is a clear need for greater accountability, specifically,
explainability of the decisions arrived at by the Al tool. Despite varying views
expressed on this topic, many participants agreed on the urgency to hold accountable
not only the individuals improperly using Al models, but also their organization and

the developers of the tool.

While survey participants mainly commented in the sense of the Al-deploying
organization’s liability, interviewees imagined a wider concept of accountability,
suggesting liability should extend to those who committed the violation, as well as to
developers and to the organization itself, from the top management and possibly
down to the chain of command, according to the ordinary legal rules that regulate the

allocation of responsibility.

With respect to the possible legal issues that may derive from the use of Al for Anti-
Corruption Purposes, the data from the field research supports the idea that
cybersecurity and privacy issues, as well as other potential unlawful and illicit uses of
Al tools for anti-corruption (including violations of labor law), should be considered

by companies.

The survey’s findings saw most respondents, inter alia, agree with the fact that
organizations should ensure compliance with privacy laws and regulations (90%) and
with cybersecurity requirements (91%). According to the empirical evidence gathered,
another priority that emerged from this study is ensuring that the Al-based tool used
for Anti-Corruption Purposes is not used illicitly and/or unlawfully. Such results have

been substantially confirmed by the evidence collected during interviews.

Possible strategies that have been proposed by relevant literature and the experts
participating in this study to tackle such legal issues include, among others: i) proper

privacy impact and cybersecurity assessments; ii) the adoption of a cybersecurity
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framework, to be kept constantly updated as soon as the organization evolves; iii) the
constant coordination with privacy and cybersecurity experts within the Al lifecycle;
and jv) encrypting and securing data, anonymizing and using them only on a need-to-

know basis.

Additional evidence has confirmed the potential relevance also of governance issues,
as well as of additional safety, systemic, and functional risks, when adopting Al-based

tools for anti-corruption compliance.

Perhaps one of the most relevant findings of this study is the confirmation of the idea
that that the mere adoption of an Al-based tool could not solve the ‘corporate
corruption problem’ without also a sound internal control system and compliance

program in place.

As remarked by one of the interviewees, compliance is difficult, and it should always
be ensured that a real, substantial compliance culture, from the CEO down to all the
employees, is in place within the company: without an authentic compliance culture,

no anti-bribery and corruption control, even if employing Al, could be effective.

An implication for this is the possibility that raising-awareness and training initiatives
may be needed to first sensitize compliance professionals, and then all employees,
on the actual capabilities of the Al, as well as on the ethical and legal concerns
surrounding its use in the anti-corruption space, possibly emphasizing how the
effectiveness Al-based tools (like any other anti-corruption control) essentially
depends on the existence of a compliance culture that fosters integrity and that is

endorsed by the top management.

Finally, in light of the compelling point of view expressed by one of the interviewees,
who remarked how it would be preferable to shift our perspective from ex post Al

accountability, to an ex ante discussion regarding the legitimation of the Al, further
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research would be needed to establish how such legitimation should be ensured in
practice, especially with respect to the use of Al to detect and fight against corporate

corruption.

5.7. Concluding remarks

The main goal of the present study was addressing the existing gaps in the current
academic debate, which so far has not focused on the effectiveness of Al-based tools

in detecting bribe-giving and taking in a business context.

The evidence from this thesis suggests that Al has a significant potential to play in
the role of an effective ‘ally’ in anti-corruption compliance. In terms of speed of
analysis and cost and time savings, Al tools employed as either a second or third line
of defense, bring a number of potential advantages. If adopted following a risk-based
corporate business case that duly takes into account several factors, including the
cost-effectiveness of the adoption of the Al solution, and the opportunity to widen the
scope of the tool to embrace also other different compliance risks, Al may have a

larger role to play in combating private-sector side bribery.

The present study also provides additional evidence regarding technical, ethical, and
legal issues that may possibly hinder such effectiveness, or that should at least be
borne in mind while considering adopting an Al-based tool in this context. The results
of this research support the idea that the issues that should be prioritized include
bias, discrimination, the absence of a ‘human in the loop’ to analyze the outputs of

the tool, as well as privacy and cybersecurity concerns.

Despite its exploratory nature, the results of this research have gone some way into
enhancing our understanding of the potentiality of Al-based tools in this space as well
as of their pitfalls, mindful of two relevant circumstances: the best use of the Al in
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this context appears to be (only) assisting humans in making decisions; the Al tool
should be framed in a solid internal control system, embedded in a well-established

compliance culture to be able to produce any value for the organization.

This research will serve as a basis for future studies that, due to the relevance of the
theme and the existing gaps in literature, should urgently address the effectiveness
and the viability of the adoption of Al-based tools for Anti-Corruption Purposes, the
methods to assess their performance, as well as, most notably, the main technical,

legal, and ethical issues related to such a use of Al.
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Appendixes

Appendix 1: Interview Consent Form

Interview Consent Form

Research project title: MACS Master’s Thesis at the International Anti-Corruption Academy,
Towards “Intelligent Compliance”: Artificial Intelligence as an Effective Anti-Corruption Tool?

Researcher: Ornella Belfiori, WCC Lawyer at DLA Piper, Master student at IACA (MACS
programme)

Thesis Supervisor: Professor Mikhail Reider-Gordon

Research Participants name: [e]

Thank you for agreeing to be interviewed as part of the research indicated above.

Ethical requirements at IACA for academic research require interviewees to expressly consent
to being interviewed and agree and the subsequent use of the information gathered through
interviews. The present consent form is necessary for us to ensure that you understand the
purpose of your involvement and that you agree to the conditions of your participation.

The ultimate goal of (and the main benefit deriving from) the Research project is adding to
existing literature by examining whether - and, if so, to what extent - Al-based tools are
effective in detecting (and consequently, fighting) bribe-giving in corporate contexts, and what
would be the main risks and challenges related to such a use of Al. The result of the Research
will be used by the Researcher to draft her MACS Master’s Thesis. It is not possible to exclude
that the latter may be published in the future.

It is possible to estimate that the interview will take approximately one hour/one hour and a
half. Your interview will be recorded and a transcript will be made.

The content/transcript of the interview will be analyzed by the Researcher, in the context of
the project at hand. The access to the recordings of the interview will be limited only to the
Researcher.

Any summary, direct quotations, excerpts, or transcripts from the interview with You, that may
be integrated into the thesis, will be made anonymous, and care will be taken to ensure that
other information in the interview that could identify yourself is not revealed. Thus, your name
will not appear in the thesis.

During and after the Research, data will be treated, processed and stored by the Researcher
in compliance with the GDPR Regulation, also by means of the recourse to appropriate security
measures. Information about the identity of the Participants, the recordings of the interviews
and the full transcript of the interviews (where not integrated into the Thesis) will be stored
for three (3) years after the publishing of the thesis, in compliance with the data minimization
and accuracy principles set forth by the GDPR. After that term, those data will be deleted.

We don’t anticipate any risks associated with your participation, in any event you have the
right to stop the interview or withdraw from the research at any time. Your participation in the



project is completely voluntary, thus such a participation does not entail the right to any
benefit or compensation. You are not obliged to answer every question, and your refusal to
participate will involve no negative consequences.

Any variation of the conditions above will only occur with your further explicit approval.

We would kindly require you to sign this form to certify that you have read and
understood the information above, and expressly consent to participate to the Research
under the condition stated herein.

Participant name and signature [e]

Date [e]

If you have any further questions or concerns regarding the Research, please contact the
Researcher, using the contact details below:

E-mail: ornella.belfiori@dlapiper.com; ornella.belfiori@gmail.com

Mobile: +39 3459706243

Appendix 2: Self-Completion Questionnaire Questions


mailto:ornella.belfiori@dlapiper.com
mailto:ornella.belfiori@gmail.com

Please consider that the references included in-text in the present Appendix for each question
were not included in the survey published on Survey Monkey, as not to confound the readers
and facilitate comprehension.

MACS Master's Thesis - Al & Anti-Corruption

Questionnaire

Thank you for agreeing to complete the following questionnaire.

The ultimate goal of the present Research is adding to existing literature by examining whether
- and, if so, to what extent - Al-based tools are effective in detecting (and consequently,
fighting) bribe-giving in corporate contexts, and what would be the main risks and challenges
related to such a use of Al.

The results will be used by the Researcher to draft her MACS Master’ s Thesis at the
International Anti-Corruption Academy (IACA). It is not possible to exclude that the latter may
be published in the future.

It is possible to estimate that the completion of the questionnaire will take approximately
between 5 and 10 minutes.

Please note that your participation in the project is completely voluntary, thus you are not
obliged to answer every question, and your refusal to participate will involve no negative
consequences.

Any data from the questionnaire that You will complete, will be made anonymous. Thus, your
name will not appear in the thesis.

During and after the Research, data will be treated, processed and stored by the Researcher
in compliance with the GDPR Regulation, also by means of the recourse to appropriate security
measures. Information about the identity of the Participants, the recordings of the interviews
and the full transcript of the interviews (where not integrated into the Thesis) will be stored
for three (3) years after the publishing of the thesis, in compliance with the data minimization
and accuracy principles set forth by the GDPR. After that term, those data will be deleted.

If you have any further questions or concerns regarding the Research, please contact the
Researcher, using the contact details below:

Ornella Belfiori, WCC Lawyer at DLA Piper, Master student at IACA (MACS program)

E-mail: ornella.belfiori@dlapiper.com; ornella.belfiori@gmail.com

5. [Screening questions] Do you have any background (previous studies/readings,
professional experience, personal interest, etc.) in law and/or new technologies,
including Artificial Intelligence?

a. Yes
b. No

Name and Surname (optional)

Role

Industry

Al-based tools are effective in identifying behavior patterns, bribery red flags and
actual corruptive behavior through the examination of corporate data, (e.g. internal
books and records, travel and entertainment expenses, and documents received in the
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10.

11

12.

13.

context of third parties’ due diligence, etc.?) - hereafter, the 'Anti-Corruption Purposes'
(Kobis, et al., 2022; Daniels, et al., 2018; Zwiebel, 2021, 2020a, and 2020b)

a. Strongly agree

b. Agree

c. Neither agree nor disagree
d. Disagree

e. Strongly disagree

Please provide any other comments/observations you may have, if any.

Al is effective as a second line of defence, to enhance the anti-bribery and corruption
work of compliance and legal departments. (Kdbis, et al., 2022; Daniels, et al., 2018;
Zwiebel, 2021, 2020a, and 2020b)

a. Strongly agree

b. Agree

c. Neither agree nor disagree
d. Disagree

e. Strongly disagree

Please provide any other comments/observations you may have, if any.

. Al is effective as a third line of defence, in the context of audit activities or internal

investigations conducted within organizations to identify evidence of any possible
corruptive misbehavior. (Kobis, et al., 2022; Daniels, et al., 2018; Zwiebel, 2021,
2020a, and 2020b)

a. Strongly agree

b. Agree

c. Neither agree nor disagree
d. Disagree

e. Strongly disagree

Please provide any other comments/observations you may have, if any.

Companies are motivated enough to adopt Al tools for Anti-Corruption Purposes.
(Manzocchi and Romano, 2022; Enholm, et al., 2022; Bartneck, et al., 2021; Rusch,
2021; Alsheiabni, et al., 2019 and 2018; Ransbotham et al., 2018; Chui and Francisco,
2017; Grosz, et al., 2016)

a. Strongly agree

b. Agree

c. Neither agree nor disagree
d. Disagree

e. Strongly disagree

Please provide any other comments/observations you may have, if any.

The recourse to Al-based tools is adapt to/viable for all companies willing to adopt Al
solutions to detect bribe giving and/or taking. (Manzocchi and Romano, 2022; Enholm,
et al., 2022; Bartneck, et al., 2021; Rusch, 2021; Alsheiabni, et al., 2019 and 2018;
Ransbotham et al., 2018; Chui and Francisco, 2017; Grosz, et al., 2016)

a. Strongly agree

b. Agree

c. Neither agree nor disagree
d. Disagree

e. Strongly disagree



Please provide any other comments/observations you may have, if any.

14. The main steps required to develop an Al-based tool for Anti-Corruption Purposes
include creating an adequate business case, defining the anti-corruption issue that the
tool is aimed at solving, preparing the dataset/data, training the tool and assessing its
effectiveness. (Manzocchi and Romano, 2022; Enholm, et al., 2022; Bartneck, et al.,
2021; Rusch, 2021; Alsheiabni, et al., 2019 and 2018; Ransbotham et al., 2018; Chui
and Francisco, 2017; Grosz, et al., 2016)

a. Strongly agree

b. Agree

¢. Neither agree nor disagree
d. Disagree

e. Strongly disagree

Please provide any other comments/observations you may have, if any.

15. Al algorithms should be assessed to test their effectiveness for Anti-Corruption
Purposes examining a range of different indexes (accuracy, precision, recall, F1score,
etc.). (Giudici, et al., 2024; Giudici and Raffinetti, 2023; Rusch, 2021; Blagec, et al.,
2020; Algahtani, et al., 2020; Handelman, et al., 2018)

a. Strongly agree

b. Agree

c. Neither agree nor disagree
d. Disagree

e. Strongly disagree

Please provide any other comments/observations you may have, if any.

16. Al tools used for Anti-Corruption Purposes should be monitored after deployment.
(Blackman, 2022; Attard-Frost, et al., 2022; Schwartz, et al., 2022; Bartneck, et al.,
2021; UNESCO, 2021; Rusch, 2021; Dubber, et al., 2020)

a. Strongly agree

b. Agree

c. Neither agree nor disagree
d. Disagree

e. Strongly disagree

Please provide any other comments/observations you may have, if any.

17. Corporations should ensure that their Al-based tools are ethically used. (Blackman,
2022; Attard-Frost, et al., 2022; Schwartz, et al., 2022; Bartneck, et al., 2021; UNESCO,
2021; Rusch, 2021; Dubber, et al., 2020)

a. Strongly agree

b. Agree

c. Neither agree nor disagree
d. Disagree

e. Strongly disagree

Please provide any other comments/observations you may have, if any.

18. The main ethical issues that may derive from using Al-based tools in identifying
behavior patterns, bribery red flags and actual corruptive behavior in a corporate
context, include unethical development and use of the tool, lack of management of



current risks, as well as absence of a 'human in the loop'. (Blackman, 2022; Attard-
Frost, et al., 2022; Schwartz, et al., 2022; Bartneck, et al., 2021; UNESCO, 2021; Rusch,
2021; Dubber, et al., 2020)

a. Strongly agree

b. Agree

¢. Neither agree nor disagree
d. Disagree

e. Strongly disagree

Please provide any other comments/observations you may have, if any.

19. Please rank the following main ethical principles that should inspire the design and use
of Al-based tools for Anti-Corruption Purposes, according to the UNESCO
Recommendation on Al, in order of relevance (1: Most Relevant; 9: Least Relevant).

Proportionality and Do Not Harm

Safety and Security

Fairness and Non Discrimination

Sustainability

Human Oversight and Determination

Transparency and Explainability

Responsibility and Accountability

Awareness and Literacy

Multi-stakeholder and Adaptive Governance and Collaboration

TSP o0 T

20. Both Al-based tools and corporations should be held accountable, if/when the tool
itself is used for Anti-Corruption Purposes. (Blackman, 2022; Attard-Frost, et al., 2022;
Schwartz, et al., 2022; Bartneck, et al., 2021; UNESCO, 2021; Rusch, 2021; Dubber, et
al., 2020)

a. Strongly agree

b. Agree

c. Neither agree nor disagree
d. Disagree

e. Strongly disagree

Please provide any other comments/observations you may have, if any.

21.The main legal issues that may derive from using Al-based tools in identifying behavior
patterns, bribery red flags and actual corruptive behavior in a corporate context,
include privacy issues, cybersecurity issues, and infringements of labour laws
(Blackman, 2022; Attard-Frost, et al., 2022; Schwartz, et al., 2022; Bartneck, et al.,
2021; UNESCO, 2021; Rusch, 2021; Dubber, et al., 2020)

a. Strongly agree

b. Agree

c. Neither agree nor disagree
d. Disagree

e. Strongly disagree

Please provide any other comments/observations you may have, if any.

22. Corporations should ensure that the collection, processing and use of data for the
purposes of developing and deploying Al-based tools for Anti-Corruption Purposes is
compliant with privacy laws and regulations, amongst others through meeting the
requirements under the GDPR in relation to the fairness and lawfulness of processing,
as well as limitation of the collection purposes. (Blackman, 2022; Attard-Frost, et al.,
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23.

24.

25

26.

2022; Schwartz, et al., 2022; Bartneck, et al., 2021; UNESCO, 2021; Rusch, 2021;
Dubber, et al., 2020)

a. Strongly agree

b. Agree

¢. Neither agree nor disagree
d. Disagree

e. Strongly disagree

Please provide any other comments/observations you may have, if any.

Corporations should adequately mitigate cybersecurity risks while developing and
deploying Al-based tools for Anti-Corruption Purposes. (Blackman, 2022; Attard-Frost,
etal., 2022; Schwartz, et al., 2022; Bartneck, et al., 2021; UNESCO, 2021; Rusch, 2021;
Dubber, et al., 2020)

a. Strongly agree

b. Agree

c. Neither agree nor disagree
d. Disagree

e. Strongly disagree

Please provide any other comments/observations you may have, if any.

Corporations should ensure that their Al-based tool, developed for Anti-Corruption
Purposes, is not used for illicit/unlawful purposes. (Blackman, 2022; Attard-Frost, et
al., 2022; Schwartz, et al., 2022; Bartneck, et al., 2021; UNESCO, 2021; Rusch, 2021;
Dubber, et al., 2020)

a. Strongly agree

b. Agree

c. Neither agree nor disagree
d. Disagree

e. Strongly disagree

Please provide any other comments/observations you may have, if any.

. Companies may encounter not only legal risks, but also functional risks, systemic risks,

and safety risks when adopting Al-based tools for Anti-Corruption Purposes.
(Blackman, 2022; Attard-Frost, et al., 2022; Schwartz, et al., 2022; Bartneck, et al.,
2021; UNESCO, 2021; Rusch, 2021; Dubber, et al., 2020)

a. Strongly agree

b. Agree

c. Neither agree nor disagree
d. Disagree

e. Strongly disagree

Please provide any other comments/observations you may have, if any.

Entities should adopt measures in order to adequately manage those risks and issues,
both in the designing and in the deployment phase of the Al-based tool. (Blackman,
2022; Attard-Frost, et al., 2022; Schwartz, et al., 2022; Bartneck, et al., 2021; UNESCO,
2021; Rusch, 2021; Dubber, et al., 2020)

a. Strongly agree

b. Agree

c. Neither agree nor disagree
d. Disagree
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e. Strongly disagree

Please provide any other comments/observations you may have, if any.
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Appendix 3: Expert Interviews’ Questions

The effectiveness of Al-based tools in identifying instances of bribe giving and/or taking
occurring within corporate environments

1. In your view and experience, are Al-based tools effective in identifying behavior
patterns, bribery red flags and actual corruptive behavior through the examination of
corporate data? - hereafter, the “Anti-Corruption Purposes”. Why/why not? Please
provide details. (Kobis, et al., 2022; Daniels, et al., 2018; Zwiebel, 2021, 2020a, and
2020b)

2. Inyour view and experience, is Al effective as a second line of defence, to enhance the
anti-bribery and corruption work of Compliance and other departments (e.g. Risk
Management, Quality, Security, etc.)? Why/Why not? Please provide details. (Kobis, et
al., 2022; Daniels, et al., 2018; Zwiebel, 2021, 2020a, and 2020b)

3. In your view and experience, is Al effective as a third line of defence, in the context of
audit activities or internal investigations conducted within organizations to identify
evidence of any possible corruptive misbehavior? Why/Why not? Please provide details.
(Kobis, et al., 2022; Daniels, et al., 2018; Zwiebel, 2021, 2020a, and 2020b)

A business case for Al

4. What are the main reasons that motivate companies (or not) to adopt Al tools for Anti-
Corruption Purposes? (Manzocchi and Romano, 2022; Enholm, et al., 2022; Bartneck,
et al., 2021; Rusch, 2021; Alsheiabni, et al., 2019 and 2018; Ransbotham et al., 2018;
Chui and Francisco, 2017; Grosz, et al., 2016)

5. Is the recourse to Al-based tools adapt to/viable for all companies willing to adopt Al
solutions to detect bribes’ giving and/or taking? Why/Why not? (Manzocchi and
Romano, 2022; Enholm, et al., 2022; Bartneck, et al., 2021; Rusch, 2021; Alsheiabni,
et al., 2019 and 2018; Ransbotham et al., 2018; Chui and Francisco, 2017; Grosz, et
al., 2016)

Development and deployment of Al-based tools for Anti-Corruption Purposes

6. If an entity decides to do so, which are the main steps required to develop an Al-based
tool for Anti-Corruption Purposes and what would be the main issues that companies
may encounter in this context? (Papagiannidis, et al., 2023; Laato, et al., 2022;
Mantymaki, et al., 2022; Lu, et al., 2022 and 2021; Zwiebel, 2020a, 2020b and 2021;
Nascimento, et al., 2020; Serban and Blom, 2020; Onwubiko, et al., 2020)

7. How should Al-based tools be assessed to test their effectiveness for Anti-Corruption
Purposes? (Giudici, et al., 2024; Giudici and Raffinetti, 2023; Rusch, 2021; Blagec, et
al., 2020; Algahtani, et al., 2020; Handelman, et al., 2018)

8. How should they be monitored after deployment? (Papagiannidis, et al., 2023; Laato,
et al., 2022; Mantymaki, et al., 2022; Lu, et al., 2022 and 2021; Zwiebel, 2020a, 2020b
and 2021; Nascimento, et al., 2020; Serban and Blom, 2020; Onwubiko, et al., 2020)

Ethical, legal and other issues related to the use of Al-based tools for Anti-Corruption
Purposes

9. What are the main ethical issues that may derive from using Al-based tools for Anti-
Corruption Purposes in a business context? (Blackman, 2022; Attard-Frost, et al., 2022;
Schwartz, et al., 2022; Bartneck, et al., 2021; UNESCO, 2021; Rusch, 2021; Dubber, et
al., 2020)

10. What are the main ethical principles that should inspire the design and use of Al-based
tools for Anti-Corruption Purposes? (UNESCO, 2021: proportionality and do not harm;
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11.

12

13.

14.

15.

16.

safety and security; fairness and non discrimination; sustainability; human oversight
and determination; transparency and explainability; responsibility and accountability;
awareness and literacy; Multi-stakeholder and adaptive governance and collaboration,
etc.)

How corporations should ensure that Al-based tools are ethically designed and used?
(Blackman, 2022; Attard-Frost, et al., 2022; Schwartz, et al., 2022; Bartneck, et al.,
2021; UNESCO, 2021; Rusch, 2021; Dubber, et al., 2020)

.Who should be held accountable, in case of improper use of the Al-based tool? (Novelli

et al., 2023; Busuioc, 2020; Bullock, 2019; Yeung, 2018; Pasquale, 2015; Diakopoulos,
2014).

What are the main legal issues that may derive from using Al-based tools for Anti-
Corruption Purposes in a business context (e.g. privacy, cybersecurity, labour law
violations, etc.)? (Blackman, 2022; Attard-Frost, et al., 2022; Schwartz, et al., 2022;
Bartneck, et al., 2021; UNESCO, 2021; Rusch, 2021; Dubber, et al., 2020)

Are there any other issues or risks that may derive from using Al-based tools for Anti-
Corruption Purposes in a business context? (Blackman, 2022; Attard-Frost, et al., 2022;
Schwartz, et al., 2022; Bartneck, et al., 2021; UNESCO, 2021; Rusch, 2021; Dubber, et
al., 2020)

Which measures should entities adopt to adequately manage the said risks and issues?
(Blackman, 2022; Attard-Frost, et al., 2022; Schwartz, et al., 2022; Bartneck, et al.,
2021; UNESCO, 2021; Rusch, 2021; Dubber, et al., 2020)

Is there anything else you would like to share?
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